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The Cyber WAR (Weekly Awareness Report) is an Open Source Intelligence AKA OSINT resource focusing on advanced
persistent threats and other digital dangers received by over ten thousand individuals.  APTs fit into a cybercrime category
directed at both business and political targets.  Attack vectors include system compromise, social engineering, and even
traditional espionage.  Included are clickable links to news stories, vulnerabilities, exploits, & other industry risk.

Summary

Internet Storm Center Infocon Status

The intent of the 'Infocon' is to reflect changes in malicious traffic and the possibility of
disrupted connectivity. In particular important is the concept of "Change". Every host
connected to the Internet is subject to some amount of traffic caused by worms and viruses.

Other IWC Publications

  Cyber Secrets books and ebook series can be found

  on Amazon.com at. amzn.to/2UuIG9B 

  Cyber Secrets was originally a video series and 

  is on both YouTube.

  

Interesting News

* Free Cyberforensics Training - CSI Linux Basics

  Download the distro and take the course to learn what CSI Linux can add to your arsenal.  This include a case
management solution, document templates (reports and legal docs), and more GUI options for gathering digital evidence
while storing it to the ongoing case.
 https://training.csilinux.com/course/view.php?id=5

* * Our active Facebook group discusses the gambit of cyber security issues.  Join the Cyber Secrets Facebook group here.

https://www.informationwarfarecenter.com
https://amzn.to/2UuIG9B
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg?sub_confirmation=1
https://amzn.to/3j1Qk5o
https://amzn.to/3kKZHqF
https://amzn.to/3rJilnL
https://amzn.to/36drn3k
https://training.csilinux.com/course/view.php?id=5
https://www.facebook.com/groups/cybersecrets/
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Packet Storm Security

* Online Muggers Make Serious Moves On Unpatched Microsoft Bugs
* Progress Software Issues New Critical Fix For MOVEit Transfer App
* Nvidia's AI Software Tricked Into Leaking Data
* FBI: FISA Section 702 Absolutely Critical To Spy On, Err, Protect Americans
* Ransomware Gang Clop Prepped Zero Day MOVEit Attacks In 2021
* Robinhood Markets Removes Three Crypto Tokens
* Netflix Sign-Ups Jump As Password Crackdown Kicks Off
* Google Changes Email Authentication After Spoof Shows A Bad Delivery For UPS
* Dozens Of Popular Minecraft Mods Found Infected With Fracturiser Malware
* VMware Discloses Trio Of High Severity Bugs In Network Monitoring Tool
* Hacker Attempts To Exploit Old And New Bugs Up 55%
* People Are Pirating GPT-4 By Scraping Exposed API Keys
* Deepfakes Of Victims Used In Sextortion Attacks Spike, FBI Warns
* BBC, BA, And Boots Issued With Ultimatum By Cyber Gang Clop
* What's Really Changed 10 Years After The Snowden Revelations
* ByteDance Accused Of Helping China Spy On Hong Kong Activists
* Crypto Catastrophe Stikes Some Atomic Wallet Users, Over $35 Million Thought Stolen
* Microsoft To Pay $20m For Child Privacy Violations
* MoveIt Hack: What Actions Can Data Breach Victims Take?
* SEC Accuses Coinbase Cryptocurrency Exchange Of Breaking US Regulations
* Ransomware Attacks Have Room To Grow, Verizon Report Shows
* U.S. Senate Leader Schedules Classified AI Briefings
* Qbot Malware Adapts To Live Another Day... And Another...
* Amazon's Ring Doorbell Was Used To Spy On Customers
* Millions Of Users Vulnerable To Zero Day In MOVEit File Transfer App

Krebs on Security

* Barracuda Urges Replacing - Not Patching - Its Email Security Gateways
* Service Rents Email Addresses for Account Signups
* Ask Fitis, the Bear: Real Crooks Sign Their Malware
* Discord Admins Hacked by Malicious Bookmarks
* Phishing Domains Tanked After Meta Sued Freenom
* Interview With a Crypto Scam Investment Spammer
* Russian Hacker "Wazawaka" Indicted for Ransomware
* Re-Victimization from Police-Auctioned Cell Phones
* Microsoft Patch Tuesday, May 2023 Edition
* Feds Take Down 13 More DDoS-for-Hire Services

https://packetstormsecurity.com/news/view/34714/Online-Muggers-Make-Serious-Moves-On-Unpatched-Microsoft-Bugs.html
https://packetstormsecurity.com/news/view/34713/Progress-Software-Issues-New-Critical-Fix-For-MOVEit-Transfer-App.html
https://packetstormsecurity.com/news/view/34712/Nvidias-AI-Software-Tricked-Into-Leaking-Data.html
https://packetstormsecurity.com/news/view/34711/FBI-FISA-Section-702-Absolutely-Critical-To-Spy-On-Err-Protect-Americans.html
https://packetstormsecurity.com/news/view/34710/Ransomware-Gang-Clop-Prepped-Zero-Day-MOVEit-Attacks-In-2021.html
https://packetstormsecurity.com/news/view/34709/Robinhood-Markets-Removes-Three-Crypto-Tokens.html
https://packetstormsecurity.com/news/view/34708/Netflix-Sign-Ups-Jump-As-Password-Crackdown-Kicks-Off.html
https://packetstormsecurity.com/news/view/34707/Google-Changes-Email-Authentication-After-Spoof-Shows-A-Bad-Delivery-For-UPS.html
https://packetstormsecurity.com/news/view/34706/Dozens-Of-Popular-Minecraft-Mods-Found-Infected-With-Fracturiser-Malware.html
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https://packetstormsecurity.com/news/view/34701/BBC-BA-And-Boots-Issued-With-Ultimatum-By-Cyber-Gang-Clop.html
https://packetstormsecurity.com/news/view/34700/Whats-Really-Changed-10-Years-After-The-Snowden-Revelations.html
https://packetstormsecurity.com/news/view/34699/ByteDance-Accused-Of-Helping-China-Spy-On-Hong-Kong-Activists.html
https://packetstormsecurity.com/news/view/34698/Crypto-Catastrophe-Stikes-Some-Atomic-Wallet-Users-Over-35-Million-Thought-Stolen.html
https://packetstormsecurity.com/news/view/34697/Microsoft-To-Pay-20m-For-Child-Privacy-Violations.html
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Dark Reading

* RomCom Threat Actor Targets Ukrainian Politicians, US Healthcare
* 10 Important Security Tasks You Shouldn't Skip
* 'Stealth Soldier' Attacks Target Libyan Government Entities With Surveillance Malware
* Supply Chain Attack Defense Demands Mature Threat Hunting
* Doing Less With Less: Focusing on Value
* Passkeys See Fresh Momentum With New Pilot Programs
* DOS Attacks Dominate, but System Intrusions Cause Most Pain
* Brand-New Security Bugs Affect All MOVEit Transfer Versions
* 'Asylum Ambuscade' Cyberattackers Blend Financial Heists & Cyber Espionage
* 3 Elite Communication Skills to Help Security Pros Get Projects Funded
* Cl0P Gang Sat on Exploit for MOVEit Flaw for Nearly 2 Years
* South African Female Students Offered Cyber Scholarship
* 5 Tips for Modernizing Your Security Operations Center Strategy
* How Continuous Monitoring and Threat Intel Can Help Prevent Ransomware
* City of Dallas Still Clawing Back Weeks After Cyber Incident
* QuSecure Awarded US Army Contract for Post-Quantum Cybersecurity Solutions
* Cybercrooks Scrape OpenAI API Keys to Pirate GPT-4
* Cybersecurity Institute to Open in Saudi Arabia
* Barracuda Warns ESG Appliances Need Urgent Rip & Replace
* The Growing Cyber Threats of Generative AI: Who's Accountable?

The Hacker News

* Researchers Uncover Publisher Spoofing Bug in Microsoft Visual Studio Installer
* Why Now? The Rise of Attack Surface Management
* Cybercriminals Using Powerful BatCloak Engine to Make Malware Fully Undetectable
* Password Reset Hack Exposed in Honda's E-Commerce Platform, Dealers Data at Risk
* Beware: 1,000+ Fake Cryptocurrency Sites Trap Users in Bogus Rewards Scheme
* Critical RCE Flaw Discovered in Fortinet FortiGate Firewalls - Patch Now!
* Apple's Safari Private Browsing Now Automatically Removes Tracking Parameters in URLs
* New SPECTRALVIPER Backdoor Targeting Vietnamese Public Companies
* New Critical MOVEit Transfer SQL Injection Vulnerabilities Discovered - Patch Now!
* Microsoft Uncovers Banking AitM Phishing and BEC Attacks Targeting Financial Giants
* Asylum Ambuscade: A Cybercrime Group with Espionage Ambitions
* 5 Reasons Why Access Management is the Key to Securing the Modern Workplace
* Stealth Soldier: A New Custom Backdoor Targets North Africa with Espionage Attacks
* Experts Unveil Exploit for Recent Windows Vulnerability Under Active Exploitation
* Clop Ransomware Gang Likely Aware of MOVEit Transfer Vulnerability Since 2021

https://www.darkreading.com/threat-intelligence/romcom-threat-actor-targets-ukrainian-politicians-us-healthcare
https://www.darkreading.com/edge/10-important-security-tasks-you-shouldn-t-skip
https://www.darkreading.com/dr-global/syealth-soldier-attacks-target-libyan-government-entities-surveillance-malware
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https://www.darkreading.com/ics-ot/city-of-dallas-clawing-back-to-recovery-following-cyber-incident
https://www.darkreading.com/risk/qusecure-awarded-us-army-contract-for-post-quantum-cybersecurity-solutions
https://www.darkreading.com/application-security/cybercrooks-scrape-openai-keys-pirate-gpt-4
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https://www.darkreading.com/attacks-breaches/barracuda-warns-all-esg-appliances-need-urgent-rip-and-replace-
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https://thehackernews.com/2023/06/cybercriminals-using-powerful-batcloak.html
https://thehackernews.com/2023/06/password-reset-hack-exposed-in-hondas-e.html
https://thehackernews.com/2023/06/beware-1000-fake-cryptocurrency-sites.html
https://thehackernews.com/2023/06/critical-rce-flaw-discovered-in.html
https://thehackernews.com/2023/06/apples-safari-private-browsing-now.html
https://thehackernews.com/2023/06/new-spectralviper-backdoor-targeting.html
https://thehackernews.com/2023/06/new-critical-moveit-transfer-sql.html
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Security Week

* US Government Provides Guidance on Software Security Guarantee Requirements
* US Charges Russians With Hacking Cryptocurrency Exchange
* Intellihartx Informs 490k Patients of GoAnywhere-Related Data Breach
* Software Supply Chain: The Golden Container Ship
* New MOVEit Vulnerabilities Found as More Zero-Day Attack Victims Come Forward
* Swiss Fear Government Data Stolen in Cyberattack
* Fortinet Patches Critical FortiGate SSL VPN Vulnerability
* In Other News: AI Regulation, Layoffs, US Aerospace Attacks, Post-Quantum Encryption
* Blackpoint Raises $190 Million to Help MSPs Combat Cyber Threats
* Google Introduces SAIF, a Framework for Secure AI Development and Use

Infosecurity Magazine

https://www.securityweek.com/us-government-provides-guidance-on-software-security-guarantee-requirements/
https://www.securityweek.com/us-charges-russians-with-hacking-cryptocurrency-exchange/
https://www.securityweek.com/intellihartx-informs-490k-patients-of-goanywhere-related-data-breach/
https://www.securityweek.com/software-supply-chain-the-golden-container-ship/
https://www.securityweek.com/new-moveit-vulnerabilities-found-as-more-zero-day-attack-victims-come-forward/
https://www.securityweek.com/swiss-fear-government-data-stolen-in-cyberattack/
https://www.securityweek.com/fortinet-patches-critical-fortigate-ssl-vpn-vulnerability/
https://www.securityweek.com/in-other-news-ai-regulation-layoffs-us-aerospace-attacks-post-quantum-encryption/
https://www.securityweek.com/blackpoint-raises-190-million-to-help-msps-combat-cyber-threats/
https://www.securityweek.com/google-introduces-saif-a-framework-for-secure-ai-development-and-use/


KnowBe4 Security Awareness Training Blog RSS Feed

* Half of U.K. Companies Have Been a Cyber Attack Victim in the Last Three Years
* Forrester: AI, Cloud Computing, and Geopolitics are Emerging Cyberthreats in 2023
* Organizations Take 43 Hours to Detect an Spear Phishing Cyber Attack
* How NK's Cyber Criminals Stole 3 Billion in Crypto To Fund Their Nukes
* Verizon: Stolen Credentials Tops the List of Threat Actions in Breaches
* [SCAM OF THE WEEK] Summer Scams Your Users Should Watch Out For
* Why Companies Have Great Success Training Employees With Simulated Phishing Tests
* Verizon: Pretexting Now Tops Phishing in Social Engineering Attacks
* Verizon: 74% of Data Breaches Involve the "Human Element"
* Smishing Campaign Expands to the Middle East

ISC2.org Blog

Unfortunately, at the time of this report, the ISC2 Blog resource was not availible.

HackRead

* New Phishing Scam Spoofs German Media, Broadband Conference Anga
* Tracing the Path: Unraveling the Full History of Toncoin
* Minecraft Community on High Alert as Malware Infects Popular Mods
* 3rd-Party Reddit App Apollo Forced to Shut Down Due to API Charges
* IoT Botnet DDoS Attacks Threaten Global Telecom Networks, Nokia
* World Mobile's Africa Field Tests: Harnessing TV White Space and Starlink
* ChatGPT's False Information Generation Enables Code Malware

Koddos

* New Phishing Scam Spoofs German Media, Broadband Conference Anga
* Tracing the Path: Unraveling the Full History of Toncoin
* Minecraft Community on High Alert as Malware Infects Popular Mods
* 3rd-Party Reddit App Apollo Forced to Shut Down Due to API Charges
* IoT Botnet DDoS Attacks Threaten Global Telecom Networks, Nokia
* World Mobile's Africa Field Tests: Harnessing TV White Space and Starlink
* ChatGPT's False Information Generation Enables Code Malware

https://blog.knowbe4.com/half-uk-companies-cyber-attack-victim
https://blog.knowbe4.com/forrester-emerging-cyberthreats-2023
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https://blog.knowbe4.com/verizon-data-breaches-human-element
https://blog.knowbe4.com/smishing-campaign-middle-east
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https://www.hackread.com/chatgpt-false-information-generation-malware/
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https://www.hackread.com/minecraft-community-malware-infects-popular-mods/
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Naked Security

* History revisited: US DOJ unseals Mt. Gox cybercrime charges
* More MOVEit mitigations: new patches published for further protection
* Thoughts on scheduled password changes (don't call them rotations!)
* S3 Ep138: I like to MOVEit, MOVEit
* Firefox 114 is out: No 0-days, but one fascinating "teachable moment" bug
* Chrome and Edge zero-day: "This exploit is in the wild", so check your versions now
* MOVEit zero-day exploit used by data breach gangs: The how, the why, and what to do&hellip;
* Researchers claim Windows "backdoor" affects hundreds of Gigabyte motherboards
* S3 Ep137: 16th century crypto skullduggery
* Serious Security: That KeePass "master password crack", and what we can learn from it

Threat Post

* Student Loan Breach Exposes 2.5M Records
* Watering Hole Attacks Push ScanBox Keylogger
* Tentacles of '0ktapus' Threat Group Victimize 130 Firms
* Ransomware Attacks are on the Rise
* Cybercriminals Are Selling Access to Chinese Surveillance Cameras
* Twitter Whistleblower Complaint: The TL;DR Version
* Firewall Bug Under Active Attack Triggers CISA Warning
* Fake Reservation Links Prey on Weary Travelers
* iPhone Users Urged to Update to Patch 2 Zero-Days
* Google Patches Chrome's Fifth Zero-Day of the Year

Null-Byte

* These High-Quality Courses Are Only $49.99
* How to Perform Advanced Man-in-the-Middle Attacks with Xerosploit
* The Best-Selling VPN Is Now on Sale
* Unlock Facial Detection & Recognition on the Inexpensive ESP32-Based Wi-Fi Spy Camera
* Learn C# & Start Designing Games & Apps
* How to Set Up a Wi-Fi Spy Camera with an ESP32-CAM
* Get a Jump Start into Cybersecurity with This Bundle
* Hack Networks & Devices Right from Your Wrist with the Wi-Fi Deauther Watch
* This Top-Rated Course Will Make You a Linux Master
* Fingerprint Web Apps & Servers for Better Recon & More Successful Hacks

https://nakedsecurity.sophos.com/2023/06/12/history-revisited-us-doj-unseals-mt-gox-cybercrime-charges/
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https://threatpost.com/google-patches-chromes-fifth-zero-day-of-the-year/180432/
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IBM Security Intelligence

* Why Data Security is the Unsung Hero Driving Business Performance
* Merging DevOps and SecOps is a Great Idea: Get Started Now
* Security Awareness Training 101: Which Employees Need It?
* Beyond Requirements: Tapping the Business Potential of Data Governance and Security
* Secure-by-Design: Which Comes First, Code or Security?
* ITG10 Likely Targeting South Korean Entities of Interest to the Democratic People's Republic of Korea
* Will Commercial Spyware Survive Biden's Executive Order?
* SOCs Spend 32% of the Day On Incidents That Pose No Threat
* How to Boost Cybersecurity Through Better Communication
* Detecting Insider Threats: Leverage User Behavior Analytics

InfoWorld

* Visual Studio 1.79 introduces read-only for files, folders
* How Grafana made observability accessible
* 6 finops best practices to reduce cloud costs
* Java 21 to drop generational Shenandoah GC
* When are containers or serverless a red flag?
* JetBrains adds to Aqua testing IDE
* Microsoft launches GPT-enabled Azure AI for US government agencies
* Composition vs. inheritance in OOP and C#
* 7 key features for Kubernetes and container security
* DataStax, Google partner to bring vector search to NoSQL AstraDB

C4ISRNET - Media for the Intelligence Age Military

* Unmanned program could suffer if Congress blocks F-22 retirements, Hunter says
* UK to test Sierra Nevada's high-flying spy balloons
* Babcock inks deals to pitch Israeli tech for British radar, air defense programs
* This infantry squad vehicle is getting a laser to destroy drones
* As Ukraine highlights value of killer drones, Marine Corps wants more
* Army Space, Cyber and Special Operations commands form 'triad' to strike anywhere, anytime
* Shell companies purchase radioactive materials, prompting push for nuclear licensing reform
* Marine regiment shows off capabilities at RIMPAC ahead of fall experimentation blitz
* Maxar to aid L3Harris in tracking missiles from space
* US Army's 'Lethality Task Force' looks to save lives with AI

https://securityintelligence.com/posts/data-security-unsung-hero-business-performance/
https://securityintelligence.com/articles/merging-devops-and-secops-is-a-great-idea/
https://securityintelligence.com/articles/security-awareness-training-which-employees-need-it/
https://securityintelligence.com/posts/tapping-the-business-potential-of-data-governance-and-security/
https://securityintelligence.com/articles/secure-by-design-which-comes-first-code-or-securitry/
https://securityintelligence.com/posts/itg10-targeting-south-korean-entities/
https://securityintelligence.com/articles/will-commercial-spyware-survive-bidens-executive-order/
https://securityintelligence.com/articles/socs-spend-32-percent-day-incidents-pose-no-threat/
https://securityintelligence.com/articles/how-to-boost-cybersecurity-through-better-communication/
https://securityintelligence.com/posts/detecting-insider-threats-leverage-user-behavior-analytics/
https://www.infoworld.com/article/3699351/visual-studio-179-introduces-read-only-for-files-folders.html#tk.rss_all
https://www.infoworld.com/article/3699258/how-grafana-made-observability-accessible.html#tk.rss_all
https://www.infoworld.com/article/3699108/6-finops-best-practices-to-reduce-cloud-costs.html#tk.rss_all
https://www.infoworld.com/article/3699308/java-21-to-drop-generational-shenandoah-gc-feature.html#tk.rss_all
https://www.infoworld.com/article/3698289/when-are-containers-or-serverless-a-red-flag-for-a-cloud-project.html#tk.rss_all
https://www.infoworld.com/article/3699130/jetbrains-adds-to-aqua-testing-ide.html#tk.rss_all
https://www.infoworld.com/article/3699110/microsoft-launches-gpt-enabled-azure-ai-for-us-government-agencies.html#tk.rss_all
https://www.infoworld.com/article/3699129/composition-vs-inheritance-in-oop-and-c-sharp.html#tk.rss_all
https://www.infoworld.com/article/3699109/7-key-features-for-kubernetes-and-container-security.html#tk.rss_all
https://www.infoworld.com/article/3698713/datastax-google-partner-to-bring-vector-search-to-nosql-astradb.html#tk.rss_all
https://www.c4isrnet.com/air/2022/08/11/unmanned-program-could-suffer-if-congress-blocks-f-22-retirements-hunter-says/
https://www.c4isrnet.com/2022/08/11/uk-to-test-sierra-nevadas-high-flying-spy-balloons/
https://www.defensenews.com/industry/2022/08/11/babcock-inks-deals-to-pitch-israeli-tech-for-british-radar-air-defense-programs/
https://www.defensenews.com/digital-show-dailies/smd/2022/08/11/this-infantry-squad-vehicle-is-getting-a-laser-to-destroy-drones/
https://www.marinecorpstimes.com/news/your-marine-corps/2022/08/11/as-ukraine-highlights-value-of-killer-drones-the-marine-corps-is-asking-for-more/
https://www.defensenews.com/smr/space-missile-defense/2022/08/11/army-space-cyber-and-special-operations-commands-form-triad-to-strike-anywhere-anytime/
https://www.defensenews.com/congress/2022/08/10/shell-companies-purchase-radioactive-materials-prompting-push-for-nuclear-licensing-reform/
https://www.defensenews.com/battlefield-tech/2022/08/10/marine-regiment-shows-off-capabilities-at-rimpac-ahead-of-fall-experimentation-blitz/
https://www.c4isrnet.com/battlefield-tech/space/2022/08/10/maxar-to-aid-l3harris-in-tracking-missiles-from-space/
https://www.c4isrnet.com/2022/08/10/us-army-lethality-task-force-looks-to-ai-to-decrease-casualties/


The Hacker Corner

Conferences

* 5 Things That Make The DEF CON Experience Special
* The 5 Most Controversial DEF CON Talks Of All Time
* 6 Notable DEF CON Moments
* Best AI Conferences To Attend in 2023
* How To Organize A Conference? Here's How To Get It Right!
* Virtual Conferences Marketing & Technology
* How To Plan an Event Marketing Strategy
* Zero Trust Cybersecurity Companies
* Types of Major Cybersecurity Threats In 2022
* The Five Biggest Trends In Cybersecurity  In 2022

Google Zero Day Project

* Release of a Technical Report into Intel Trust Domain Extensions
* Multiple Internet to Baseband Remote Code Execution Vulnerabilities in Exynos Modems

Capture the Flag (CTF)

CTF Time has links to a lot of current Capture the Flag competitions and information on past events.  Below is
a list if CTFs they have on thier calendar.

* BSides Indore CTF 2023
* Codegate CTF 2023 Preliminary
* p4ctf 2023 finals
* Google Capture The Flag 2023
* AltayCTF 2023
* BSidesTLV 2023 CTF
* UIUCTF 2023
* Crypto CTF 2023
* Zh3r0 CTF v3 [POSTPONED]
* CyberSecurityRumble Quals

VulnHub Downloadable CTFs for your Cyber Range (Most use VirtualBox)

* Matrix-Breakout: 2 Morpheus
* Web Machine: (N7)
* The Planets: Earth
* Jangow: 1.0.1
* Red: 1

https://infosec-conferences.com/def-con-experience/
https://infosec-conferences.com/controversial-def-con-talks/
https://infosec-conferences.com/notable-def-con-moments/
https://infosec-conferences.com/ai-conferences/
https://infosec-conferences.com/how-to-organize-a-conference/
https://infosec-conferences.com/virtual-conferences-marketing-technology/
https://infosec-conferences.com/event-marketing-strategy/
https://infosec-conferences.com/zero-trust-cybersecurity-companies/
https://infosec-conferences.com/threats-and-related-conferences/
https://infosec-conferences.com/biggest-trends-in-cybersecurity-in-2022/
https://googleprojectzero.blogspot.com/2023/04/technical-report-into-intel-tdx.html
https://googleprojectzero.blogspot.com/2023/03/multiple-internet-to-baseband-remote-rce.html
https://ctftime.org/event/2017
https://ctftime.org/event/2006
https://ctftime.org/event/2020
https://ctftime.org/event/1929
https://ctftime.org/event/1991
https://ctftime.org/event/2008
https://ctftime.org/event/1899
https://ctftime.org/event/1857
https://ctftime.org/event/1890
https://ctftime.org/event/1942
https://www.vulnhub.com/entry/matrix-breakout_2-morpheus,757/
https://www.vulnhub.com/entry/web-machine_n7,756/
https://www.vulnhub.com/entry/the-planets_earth,755/
https://www.vulnhub.com/entry/jangow_101,754/
https://www.vulnhub.com/entry/red_1,753/


Tools & Techniques

Packet Storm Security Tools Links

* Tenshi Log Monitoring Program 0.18
* Falco 0.35.0
* Faraday 4.4.0
* AIEngine 2.4.0
* OpenSSL Toolkit 3.1.1
* OpenSSL Toolkit 3.0.9
* OpenSSL Toolkit 1.1.1u
* Wireshark Analyzer 4.0.6
* tc Tor Chat Client
* Stegano 0.11.2

Kali Linux Tutorials

* Mastering the Future: Key Data Science Skills for a Competitive Edge
* 5 Essential Crypto Tools For Linux Users In 2023
* QuadraInspect : Android Framework Providing A Powerful Tool For Analyzing The Security Of Android App
* Reportly : An AzureAD User Activity Report Tool
* From Endpoint Management to Experience Management - UEM Does It The Best!
* How to Use Ettercap to Intercept and Sniff Passwords
* WindowSpy : A Cobalt Strike Beacon Object File Meant For Targetted User Surveillance
* SilentMoonwalk - PoC Implementation Of A Fully Dynamic Call Stack Spoofer
* Unlock Your Employees' Potential: How UEM Can Help Achieve Employee Experience
* Taking Advantage of Emerging Betting Technologies

GBHackers Analysis

* Microsoft Changed the Method of Naming the Hacker Groups
* Accidental 'write' Permissions In Alibaba PostgreSQL Let Attackers Access Sensitive Data
* Ex-Conti and FIN7 Hackers Team Up To Develop Domino Backdoor Malware
* ChatGPT Account Takeover Bug Allows Hackers To Gain User's Online Account
* Used Routers Fully Loaded With Corporate Secrets for Just $100

https://packetstormsecurity.com/files/172821/tenshi-0.18.tar.gz
https://packetstormsecurity.com/files/172784/falco-0.35.0.tar.gz
https://packetstormsecurity.com/files/172688/faraday-4.4.0.tar.gz
https://packetstormsecurity.com/files/172681/aiengine-2.4.0.tar.gz
https://packetstormsecurity.com/files/172609/openssl-3.1.1.tar.gz
https://packetstormsecurity.com/files/172608/openssl-3.0.9.tar.gz
https://packetstormsecurity.com/files/172607/openssl-1.1.1u.tar.gz
https://packetstormsecurity.com/files/172578/wireshark-4.0.6.tar.xz
https://packetstormsecurity.com/files/172562/tc.tgz
https://packetstormsecurity.com/files/172508/Stegano-0.11.2.tar.gz
https://kalilinuxtutorials.com/mastering-the-future-key-data-science-skills-for-a-competitive-edge/
https://kalilinuxtutorials.com/5-essential-crypto-tools-for-linux-users-in-2023/
https://kalilinuxtutorials.com/quadrainspect/
https://kalilinuxtutorials.com/reportly/
https://kalilinuxtutorials.com/from-endpoint-management-to-experience-management-uem-does-it-the-best/
https://kalilinuxtutorials.com/ettercap-sniff-passwords/
https://kalilinuxtutorials.com/windowspy/
https://kalilinuxtutorials.com/silentmoonwalk/
https://kalilinuxtutorials.com/unlock-your-employees-potential/
https://kalilinuxtutorials.com/taking-advantage-of-emerging-betting-technologies/
https://gbhackers.com/microsoft-changed-taxonomy/
https://gbhackers.com/accidental-write-permissions-in-alibaba-postgresql/
https://gbhackers.com/domino/
https://gbhackers.com/chatgpt-account-takeover-bug/
https://gbhackers.com/used-routers-fully-loaded-with-corporate-secrets-for-just-100/


Weekly Cyber Security Video and Podcasts

SANS DFIR

*  Protecting the Cloud from Ransomware | Host: Ryan Chapman | June 20, 2023
*  What is the FOR528: Ransomware for Incident Responders course all about?
*  SANS Threat Analysis Rundown | Katie Nickels
*  SANS Threat Analysis Rundown | Katie Nickels

Defcon Conference

*  DEF CON 30 - Cesare Pizzi - Old Malware, New tools: Ghidra and Commodore 64
*  DEF CON 30 BiC Village - Segun Olaniyan- Growth Systems for Cybersecurity Enthusiasts
*  DEF CON 30 - Silk - DEF CON Memorial Interview
*  DEF CON 30 Car Hacking Village - Evadsnibor - Getting Naughty on CAN bus with CHV Badge

Hak5

*  Amazon FINED For Privacy Violations - ThreatWire
*  KeePass Master Passwords Could Be Stolen - ThreatWire
*  Critical Flaw in Ruckus WiFi APs - Update Firmware ASAP - ThreatWire

The PC Security Channel [TPSC]

*  Edge vs Chrome: Phishing Test
*  How to use Windows Firewall to block Hackers and Malware

Eli the Computer Guy

*  REDDIT GOES DARK - 6000 Subreddits go private over API fees
*  MARK ZUCKERBERG DESTROYS APPLE VISON PRO - in his own mind
*  TUCKER CARLSON "FAILS" on TWITTER - so sad...
*  AI DEEPFAKE of TRUMP Kissing FAUCI???  DeSantis is Probably Legal

Security Now

*  Windows Platform Binary Table - OWASP, Tor anti-DoS protection, Mandatory SMB Signing on Win 11
*  Brave's Brilliant Off the Record Request - .ZIP TLD, Bitwarden Passkey support, PyPi

Troy Hunt

*  Weekly Update 351

Intel Techniques: The Privacy, Security, & OSINT Show

* 299-Self-Hosted 1: Introduction
* 298-OSINT Maintenance

https://www.youtube.com/watch?v=oP81aSassNo
https://www.youtube.com/watch?v=wWZ6bo5Fjk8
https://www.youtube.com/watch?v=YQzCN9YlE74
https://www.youtube.com/watch?v=wgigBNZLZ1c
https://www.youtube.com/watch?v=Dl7l7gdr34o
https://www.youtube.com/watch?v=s-iLGZQTYaM
https://www.youtube.com/watch?v=Pv33I_GXOGA
https://www.youtube.com/watch?v=ItPVA3x77EQ
https://www.youtube.com/watch?v=0XyODke1vt4
https://www.youtube.com/watch?v=CCYVeRPDx94
https://www.youtube.com/watch?v=TKfxOTvt27o
https://www.youtube.com/watch?v=QJePSDaQHKI
https://www.youtube.com/watch?v=7UWFJGeix_E
https://www.youtube.com/watch?v=7diKJrB5RAE
https://www.youtube.com/watch?v=l1-1Ektvq_w
https://www.youtube.com/watch?v=HlpViuPafi4
https://www.youtube.com/watch?v=gLSvm1Noz2A
https://www.youtube.com/watch?v=SdTqXGXDM4c
https://www.youtube.com/watch?v=44cs1jLYDxU
https://www.youtube.com/watch?v=Gk2D-jEI4cU
https://soundcloud.com/user-98066669/299-self-hosted-part-i
https://soundcloud.com/user-98066669/298-the-osint-maintenance-grind


Proof of Concept (PoC) & Exploits

Packet Storm Security

* Oracle Weblogic PreAuth Remote Command Execution
* TerraMaster TOS 4.2.15 Remote Code Execution
* TerraMaster TOS 4.2.06 Remote Code Execution
* Anevia Flamingo XL 3.2.9 Remote Root Jailbreak
* Anevia Flamingo XL 3.6.20 Authenticated Root Remote Code Execution
* Anevia Flamingo XS 3.6.5 Authenticated Root Remote Code Execution
* Anevia Flamingo XL/XS 3.6.x Default / Hardcoded Credentials 
* OmniCart 3.4.0 Cross Site Scripting
* LearnDesk 1.0 Cross Site Scripting
* BB Machine Forum 1.0 Cross Site Scripting
* Expert X Jobs Portal And Resume Builder 1.0 Cross Site Scripting
* PhotoSwipe 5.3.7 Arbitrary File Download
* PES Pro CMS 1.9.7 Add Administrator
* KesionCMS X 9.5 Add Administrator
* Pannres-Idence CMS 7.3 Cross Site Request Forgery
* Ormesson-Immobilier CMS 8 SQL Injection
* osCommerce 4 Local File Inclusion
* WordPress Workreap 2.2.2 Shell Upload
* VIVO SPARQL Injection
* strongSwan VPN Charon Server Buffer Overflow
* librelp Remote Code Execution
* polkit File Descriptor Exhaustion
* Facebook Fizz Denial Of Service
* Ansible Fetch Path Traversal 
* libssh2 1.8.2 Out-Of-Bounds Read

CXSecurity

* Thruk Monitoring Web Interface 3.06 Path Traversal
* WordPress Theme Workreap 2.2.2 Unauthenticated Upload Leading to Remote Code Execution
* ManageEngine ADManager Plus Command Injection
* SCM Manager 1.60 Cross Site Scripting
* Screen SFT DAB 600/C Authentication Bypass Admin Password Change
* Laravel 10.11 Database Disclosure / Information Disclosure
* Screen SFT DAB 600/C Authentication Bypass Reset Board Config

https://packetstormsecurity.com/files/172882/cve_2023_21839_weblogic_rce.rb.txt
https://packetstormsecurity.com/files/172881/terramaster_unauth_rce_cve_2021_45837.rb.txt
https://packetstormsecurity.com/files/172880/terramaster_unauth_rce_cve_2020_35665.rb.txt
https://packetstormsecurity.com/files/172879/ZSL-2023-5780.txt
https://packetstormsecurity.com/files/172878/ZSL-2023-5779.txt
https://packetstormsecurity.com/files/172877/ZSL-2023-5778.txt
https://packetstormsecurity.com/files/172875/ZSL-2023-5777.txt
https://packetstormsecurity.com/files/172871/omnicart340-xss.txt
https://packetstormsecurity.com/files/172870/learndesk10-xss.txt
https://packetstormsecurity.com/files/172869/bbmachineforum10-xss.txt
https://packetstormsecurity.com/files/172868/expertxjobsportalrb10-xss.txt
https://packetstormsecurity.com/files/172867/photoswipe537-filedownload.txt
https://packetstormsecurity.com/files/172866/pesprocms197-addadmin.txt
https://packetstormsecurity.com/files/172865/kesioncmsx95-addadmin.txt
https://packetstormsecurity.com/files/172864/pannresidencecms73-xsrf.txt
https://packetstormsecurity.com/files/172863/oicms8-sql.txt
https://packetstormsecurity.com/files/172862/oscommerce4-lfi.txt
https://packetstormsecurity.com/files/172876/wpthemeworkreap222-exec.txt
https://packetstormsecurity.com/files/172838/CVE-2019-6986.tgz
https://packetstormsecurity.com/files/172833/CVE-2018-5388.tgz
https://packetstormsecurity.com/files/172829/CVE-2018-1000140.tgz
https://packetstormsecurity.com/files/172849/CVE-2021-4115.tgz
https://packetstormsecurity.com/files/172846/CVE-2021-3560.tgz
https://packetstormsecurity.com/files/172837/CVE-2019-3828.tgz
https://packetstormsecurity.com/files/172834/CVE-2019-13115.tgz
https://cxsecurity.com/issue/WLB-2023060015
https://cxsecurity.com/issue/WLB-2023060012
https://cxsecurity.com/issue/WLB-2023060007
https://cxsecurity.com/issue/WLB-2023050075
https://cxsecurity.com/issue/WLB-2023050074
https://cxsecurity.com/issue/WLB-2023050067
https://cxsecurity.com/issue/WLB-2023050063


Proof of Concept (PoC) & Exploits

Exploit Database

* [webapps] WordPress Theme Workreap 2.2.2 - Unauthenticated Upload Leading to Remote Code Execution
* [webapps] Thruk Monitoring Web Interface 3.06 - Path Traversal
* [local] USB Flash Drives Control 4.1.0.0 - Unquoted Service Path
* [webapps] Tree Page View Plugin 1.6.7 - Cross Site Scripting (XSS)
* [local] Macro Expert 4.9 - Unquoted Service Path
* [webapps] File Manager Advanced Shortcode 2.3.2 - Unauthenticated Remote Code Execution (RCE)
* [webapps] MotoCMS Version 3.4.3 - SQL Injection
* [webapps] STARFACE 7.3.0.10 - Authentication with Password Hash Possible
* [webapps] Barebones CMS v2.0.2 - Stored Cross-Site Scripting (XSS) (Authenticated)
* [webapps] Enrollment System Project v1.0 - SQL Injection Authentication Bypass (SQLI)
* [webapps] Total CMS 1.7.4 - Remote Code Execution (RCE)
* [webapps] MotoCMS Version 3.4.3 - Server-Side Template Injection (SSTI)
* [webapps] Pydio Cells 4.1.2 - Server-Side Request Forgery
* [webapps] Pydio Cells 4.1.2 - Cross-Site Scripting (XSS) via File Download
* [webapps] Pydio Cells 4.1.2 - Unauthorised Role Assignments
* [webapps] Faculty Evaluation System 1.0 - Unauthenticated File Upload
* [webapps] Online Security Guards Hiring System 1.0 - Reflected XSS
* [remote] Flexense HTTP Server 10.6.24 - Buffer Overflow (DoS) (Metasploit)
* [webapps] unilogies/bumsys v1.0.3 beta - Unrestricted File Upload
* [webapps] SCRMS 2023-05-27 1.0 - Multiple SQL Injection
* [webapps] Rukovoditel 3.3.1 - CSV injection
* [webapps] Camaleon CMS v2.7.0 - Server-Side Template Injection (SSTI)
* [webapps] SCM Manager 1.60 - Cross-Site Scripting Stored (Authenticated)
* [remote] Seagate Central Storage 2015.0916 - Unauthenticated Remote Command Execution (Metasploit)
* [webapps] Ulicms 2023.1 - create admin user via mass assignment

Exploit Database for offline use

Kali has the Exploit-DB preinstalled and updates the database on a monthly basis.  The tool that they have
added is called "SearchSploit".  This can be installed on Linux, Mac, and Windows.  Using the tool is also quite
simple.  In the command line, type:

user@yourlinux:~$ searchsploit keyword1 keyword2

There is a second tool that uses searchsploit and a few other resources writen by 1N3 called "FindSploit".  It is
also a command line (CLI) tool used to search for exploits, but it also requires online access.

https://www.exploit-db.com/exploits/51510
https://www.exploit-db.com/exploits/51509
https://www.exploit-db.com/exploits/51508
https://www.exploit-db.com/exploits/51507
https://www.exploit-db.com/exploits/51506
https://www.exploit-db.com/exploits/51505
https://www.exploit-db.com/exploits/51504
https://www.exploit-db.com/exploits/51503
https://www.exploit-db.com/exploits/51502
https://www.exploit-db.com/exploits/51501
https://www.exploit-db.com/exploits/51500
https://www.exploit-db.com/exploits/51499
https://www.exploit-db.com/exploits/51498
https://www.exploit-db.com/exploits/51497
https://www.exploit-db.com/exploits/51496
https://www.exploit-db.com/exploits/51495
https://www.exploit-db.com/exploits/51494
https://www.exploit-db.com/exploits/51493
https://www.exploit-db.com/exploits/51492
https://www.exploit-db.com/exploits/51491
https://www.exploit-db.com/exploits/51490
https://www.exploit-db.com/exploits/51489
https://www.exploit-db.com/exploits/51488
https://www.exploit-db.com/exploits/51487
https://www.exploit-db.com/exploits/51486
https://www.exploit-db.com/searchsploit
https://github.com/1N3/Findsploit


Latest Hacked Websites

Published on Zone-h.org

https://dprd.kaltimprov.go.id/storage/net.html
https://dprd.kaltimprov.go.id/storage/net.html notified by Desktop77N3T
https://sidekstana.kaltaraprov.go.id/storage/net.html
https://sidekstana.kaltaraprov.go.id/storage/net.html notified by Desktop77N3T
https://tdp.p3.gov.np/V.txt
https://tdp.p3.gov.np/V.txt notified by EbRaHiM-VaKeR
https://www.revistageminis.ufscar.br/public/site/images/hacked/hackedbydr3v1l.gif
https://www.revistageminis.ufscar.br/public/site/images/hacked/hackedbydr3v1l.gif notified by Dr.3v1l
http://ejournal-balitbang.kkp.go.id/public/site/images/hacked/hackedbydr3v1l.gif
http://ejournal-balitbang.kkp.go.id/public/site/images/hacked/hackedbydr3v1l.gif notified by Dr.3v1l
http://revista.macn.gov.ar/ojs/public/site/images/hacked/hackedbydr3v1l.gif
http://revista.macn.gov.ar/ojs/public/site/images/hacked/hackedbydr3v1l.gif notified by Dr.3v1l
https://cadernos.esp.ce.gov.br/public/site/images/hacked/hackedbydr3v1l.gif
https://cadernos.esp.ce.gov.br/public/site/images/hacked/hackedbydr3v1l.gif notified by Dr.3v1l
http://jna.bio.gov.ua/public/site/images/hacked/hackedbydr3v1l.gif
http://jna.bio.gov.ua/public/site/images/hacked/hackedbydr3v1l.gif notified by Dr.3v1l
http://mhn.bphn.go.id/public/site/images/hacked/hackedbydr3v1l.gif
http://mhn.bphn.go.id/public/site/images/hacked/hackedbydr3v1l.gif notified by Dr.3v1l
https://anaismhn.museus.gov.br/public/site/images/hacked/hackedbydr3v1l.gif
https://anaismhn.museus.gov.br/public/site/images/hacked/hackedbydr3v1l.gif notified by Dr.3v1l
https://journal.bappenas.go.id/public/site/images/hacked/hackedbydr3v1l.gif
https://journal.bappenas.go.id/public/site/images/hacked/hackedbydr3v1l.gif notified by Dr.3v1l
http://borobudur.kemdikbud.go.id/public/site/images/hacked/hackedbydr3v1l.gif
http://borobudur.kemdikbud.go.id/public/site/images/hacked/hackedbydr3v1l.gif notified by Dr.3v1l
https://ojs.wpro.who.int/ojs/public/site/images/hacked/hackedbydr3v1l.gif
https://ojs.wpro.who.int/ojs/public/site/images/hacked/hackedbydr3v1l.gif notified by Dr.3v1l
https://tlhp-new.sulselprov.go.id/a.txt
https://tlhp-new.sulselprov.go.id/a.txt notified by ./unn0rmaL
https://makaversenews.makassarkota.go.id/hacked.txt
https://makaversenews.makassarkota.go.id/hacked.txt notified by ./unn0rmaL
https://ki.sultengprov.go.id/nai.txt
https://ki.sultengprov.go.id/nai.txt notified by ./unn0rmaL
https://simandau.kaltaraprov.go.id/a.txt
https://simandau.kaltaraprov.go.id/a.txt notified by ./unn0rmaL

http://www.zone-h.org/mirror/id/40541960
http://www.zone-h.org/mirror/id/40541951
http://www.zone-h.org/mirror/id/40630251
http://www.zone-h.org/mirror/id/40630467
http://www.zone-h.org/mirror/id/40630466
http://www.zone-h.org/mirror/id/40630465
http://www.zone-h.org/mirror/id/40630464
http://www.zone-h.org/mirror/id/40630463
http://www.zone-h.org/mirror/id/40630462
http://www.zone-h.org/mirror/id/40630461
http://www.zone-h.org/mirror/id/40630460
http://www.zone-h.org/mirror/id/40630459
http://www.zone-h.org/mirror/id/40630458
http://www.zone-h.org/mirror/id/40628229
http://www.zone-h.org/mirror/id/40591984
http://www.zone-h.org/mirror/id/40583293
http://www.zone-h.org/mirror/id/40547709


Dark Web News

Darknet Live

Opiates Vendor "DopeKingUSA"  Imprisoned for Distributing Fentanyl
One of the Operators of "CaliCartel" Drugs Vendor Account Sentenced
A Tennessee Woman Attempted to Hire a Hitman
Empire Market Drugs Vendor "Norco King" Imprisoned

Dark Web Link

https://darknetlive.com/post/opiates-vendor-dopekingusa-imprisoned-for-distributing-fentanyl-89125654
https://darknetlive.com/post/one-of-the-operators-of-calicartel-drugs-vendor-account-sentenced-34458a94
https://darknetlive.com/post/a-tennessee-woman-attempted-to-hire-a-hitman-8291f8d8
https://darknetlive.com/post/empire-market-drugs-vendor-norco-king-imprisoned-02cd5c5f


Trend Micro Anti-Malware Blog

Unfortunately, at the time of this report, the Trend Micro Anti-Malware Blog resource was not availible.

RiskIQ

* Skimming for Sale: Commodity Skimming and Magecart Trends in Q1 2022
* RiskIQ Threat Intelligence Roundup: Phishing, Botnets, and Hijacked Infrastructure  
* RiskIQ Threat Intelligence Roundup: Trickbot, Magecart, and More Fake Sites Targeting Ukraine 
* RiskIQ Threat Intelligence Roundup: Campaigns Targeting Ukraine and Global Malware Infrastructure
* RiskIQ Threat Intelligence Supercharges Microsoft Threat Detection and Response
* RiskIQ Intelligence Roundup: Spoofed Sites and Surprising Infrastructure Connections 
* RiskIQ Threat Intelligence Roundup: QBot, Magecart, Agent Tesla Headline Hijacked Infrastructure&nbsp
* RiskIQ Threat Intelligence Roundup: C2 and Nation-State Threat Infrastructure
* Jupyter Notebooks Make RiskIQ Data a Digital 'Mech Suit' for Threat Intelligence Analysts 
* "Offshore" Shinjiru Provides Bulletproof Services to Cyberattackers

FireEye

* CVE-2023-27997: Critical Fortinet Fortigate Remote Code Execution Vulnerability
* Metasploit Weekly Wrap-Up
* OWASP TOP 10 API Security Risks: 2023!
* Detect and Prioritize Identity-Related Cloud Risk with InsightCloudSec
* CVE-2023-2868: Total Compromise of Physical Barracuda ESG Appliances
* Velociraptor 0.6.9 Release: Digging Even Deeper with SMB Support, Azure Storage and Lockdown Server M
* Metasploit Weekly Wrap-Up
* This is Ceti Alpha Five!
* Metasploit Weekly Wrap-Up
* Rapid7 Observed Exploitation of Critical MOVEit Transfer Vulnerability

https://www.riskiq.com/blog/external-threat-management/magecart-skimming-trends/
https://www.riskiq.com/blog/external-threat-management/phishing-botnets/
https://www.riskiq.com/blog/external-threat-management/trickbot-magecart-fake-sites/
https://www.riskiq.com/blog/labs/ukraine-malware-infrastructure/
https://www.riskiq.com/blog/external-threat-management/advanced-threat-detection/
https://www.riskiq.com/blog/external-threat-management/spoofed-sites/
https://www.riskiq.com/blog/external-threat-management/hijackedinfrastructure/
https://www.riskiq.com/blog/external-threat-management/threat-intelligence/
https://www.riskiq.com/blog/external-threat-management/jupyter-notebooks-threat-intelligence/
https://www.riskiq.com/blog/external-threat-management/shinjiru-bulletproof-services-threat-intelligence/
https://blog.rapid7.com/2023/06/12/etr-cve-2023-27997-critical-fortinet-fortigate-remote-code-execution-vulnerability/
https://blog.rapid7.com/2023/06/09/metasploit-weekly-wrap-up-14/
https://blog.rapid7.com/2023/06/08/owasp-top-10-api-security-risks-2023/
https://blog.rapid7.com/2023/06/08/detect-and-prioritize-identity-related-cloud-risk-with-insightcloudsec/
https://blog.rapid7.com/2023/06/08/etr-cve-2023-2868-total-compromise-of-physical-barracuda-esg-appliances/
https://blog.rapid7.com/2023/06/07/velociraptor-0-6-9-release-digging-even-deeper-with-smb-support-azure-storage-and-lockdown-server-mode/
https://blog.rapid7.com/2023/06/07/metasploit-weekly-wrap-up-13/
https://blog.rapid7.com/2023/06/06/this-is-ceti-alpha-five/
https://blog.rapid7.com/2023/06/02/metasploit-weekly-wrap-up-12/
https://blog.rapid7.com/2023/06/01/rapid7-observed-exploitation-of-critical-moveit-transfer-vulnerability/


Advisories
US-Cert Alerts & bulletins

* CISA Releases Two Industrial Control Systems Advisories
* VMware Releases Security Update for Aria Operations for Networks
* CISA Adds One Known Exploited Vulnerability to Catalog
* Mozilla Releases Security Updates for Multiple Products
* CISA and FBI Release #StopRansomware: CL0P Ransomware Gang Exploits MOVEit Vulnerability
* CISA Releases Two Industrial Control Systems Advisories
* CISA and Partners Release Joint Guide to Securing Remote Access Software
* CISA Adds Two Known Exploited Vulnerabilities to Catalog
* #StopRansomware: CL0P Ransomware Gang Exploits CVE-2023-34362 MOVEit Vulnerability
* People's Republic of China State-Sponsored Cyber Actor Living off the Land to Evade Detection
* Vulnerability Summary for the Week of May 29, 2023
* Vulnerability Summary for the Week of May 22, 2023

Zero Day Initiative Advisories

ZDI-CAN-20994: GStreamer
A CVSS score 8.8 (AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'MICHAEL
RANDRIANANTENAINA [https://elkamika.blogspot.com/]' was reported to the affected vendor on: 2023-06-12,
0 days ago. The vendor is given until 2023-10-10 to publish a fix or workaround. Once the vendor has created
and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-20775: GStreamer
A CVSS score 7.6 (AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:H) severity vulnerability discovered by 'Michael
Randrianantenaina' was reported to the affected vendor on: 2023-06-12, 0 days ago. The vendor is given until
2023-10-10 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate
the release of a public advisory.
ZDI-CAN-21266: Siemens
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2023-06-09, 3 days ago. The vendor is given until 2023-10-07 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.
ZDI-CAN-21032: Schneider Electric
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Sina Kheirkhah
(@SinSinology) of Summoning Team (@SummoningTeam)' was reported to the affected vendor on:
2023-06-09, 3 days ago. The vendor is given until 2023-10-07 to publish a fix or workaround. Once the vendor
has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-21155: Siemens
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2023-06-09, 3 days ago. The vendor is given until 2023-10-07 to

https://www.cisa.gov/news-events/alerts/2023/06/08/cisa-releases-two-industrial-control-systems-advisories
https://www.cisa.gov/news-events/alerts/2023/06/08/vmware-releases-security-update-aria-operations-networks
https://www.cisa.gov/news-events/alerts/2023/06/07/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.cisa.gov/news-events/alerts/2023/06/07/mozilla-releases-security-updates-multiple-products
https://www.cisa.gov/news-events/alerts/2023/06/07/cisa-and-fbi-release-stopransomware-cl0p-ransomware-gang-exploits-moveit-vulnerability
https://www.cisa.gov/news-events/alerts/2023/06/06/cisa-releases-two-industrial-control-systems-advisories
https://www.cisa.gov/news-events/alerts/2023/06/06/cisa-and-partners-release-joint-guide-securing-remote-access-software
https://www.cisa.gov/news-events/alerts/2023/06/05/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-144a
https://www.cisa.gov/news-events/bulletins/sb23-156
https://www.cisa.gov/news-events/bulletins/sb23-150
http://www.zerodayinitiative.com/advisories/upcoming/
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publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.
ZDI-CAN-21138: Siemens
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2023-06-09, 3 days ago. The vendor is given until 2023-10-07 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.
ZDI-CAN-21109: Siemens
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2023-06-09, 3 days ago. The vendor is given until 2023-10-07 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.
ZDI-CAN-21065: Schneider Electric
A CVSS score 7.8 (AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Sina Kheirkhah
(@SinSinology) of Summoning Team (@SummoningTeam)' was reported to the affected vendor on:
2023-06-09, 3 days ago. The vendor is given until 2023-10-07 to publish a fix or workaround. Once the vendor
has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-21263: Siemens
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2023-06-09, 3 days ago. The vendor is given until 2023-10-07 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.
ZDI-CAN-21252: Adobe
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2023-06-08, 4 days ago. The vendor is given until 2023-10-06 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.
ZDI-CAN-21371: Adobe
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2023-06-08, 4 days ago. The vendor is
given until 2023-10-06 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-21387: Adobe
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2023-06-08, 4 days ago. The vendor is
given until 2023-10-06 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-21233: RARLAB
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'goodbyeselene'
was reported to the affected vendor on: 2023-06-08, 4 days ago. The vendor is given until 2023-10-06 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.
ZDI-CAN-21303: Fuji Electric
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2023-06-08, 4 days ago. The vendor is given until 2023-10-06 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.
ZDI-CAN-21302: Fuji Electric
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
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reported to the affected vendor on: 2023-06-08, 4 days ago. The vendor is given until 2023-10-06 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.
ZDI-CAN-21326: Foxit
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2023-06-08, 4 days ago. The vendor is given until 2023-10-06 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.
ZDI-CAN-21035: Schneider Electric
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Sina Kheirkhah
(@SinSinology) of Summoning Team (@SummoningTeam)' was reported to the affected vendor on:
2023-06-08, 4 days ago. The vendor is given until 2023-10-06 to publish a fix or workaround. Once the vendor
has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-21236: Fuji Electric
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2023-06-07, 5 days ago. The vendor is given until 2023-10-05 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.
ZDI-CAN-21224: Fuji Electric
A CVSS score 7.3 (AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Fritz Sands'
was reported to the affected vendor on: 2023-06-07, 5 days ago. The vendor is given until 2023-10-05 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.
ZDI-CAN-21292: Foxit
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2023-06-07, 5 days ago. The vendor is given until 2023-10-05 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.
ZDI-CAN-21238: Fuji Electric
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2023-06-07, 5 days ago. The vendor is given until 2023-10-05 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.
ZDI-CAN-20731: Centreon
A CVSS score 7.5 (AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Andreas
Finstad' was reported to the affected vendor on: 2023-06-07, 5 days ago. The vendor is given until 2023-10-05
to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release
of a public advisory.
ZDI-CAN-21009: Microsoft
A CVSS score 8.8 (AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H) severity vulnerability discovered by 'Marcin
Wiazowski' was reported to the affected vendor on: 2023-06-07, 5 days ago. The vendor is given until
2023-10-05 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate
the release of a public advisory.
ZDI-CAN-21027: Microsoft
A CVSS score 8.8 (AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H) severity vulnerability discovered by 'Marcin
Wiazowski' was reported to the affected vendor on: 2023-06-07, 5 days ago. The vendor is given until
2023-10-05 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate
the release of a public advisory.
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Packet Storm Security - Latest Advisories

Ubuntu Security Notice USN-6153-1
Ubuntu Security Notice 6153-1 - It was discovered that Jupyter Core executed untrusted files in the current
working directory. An attacker could possibly use this issue to execute arbitrary code.
Red Hat Security Advisory 2023-3557-01
Red Hat Security Advisory 2023-3557-01 - OpenShift GitOps KAM OpenShift GitOps Kubernetes Application
Manager CLI tool. Issues addressed include a bypass vulnerability.
Ubuntu Security Notice USN-6152-1
Ubuntu Security Notice 6152-1 - It was discovered that NFS client's access cache implementation in the Linux
kernel caused a severe NFS performance degradation in certain conditions. This updated makes the NFS
file-access stale cache behavior to be optional.
Debian Security Advisory 5422-1
Debian Linux Security Advisory 5422-1 - It was discovered that jupyter-core, the core common functionality for
Jupyter projects, could execute arbitrary code in the current working directory while loading configuration files.
Red Hat Security Advisory 2023-3555-01
Red Hat Security Advisory 2023-3555-01 - Python is an interpreted, interactive, object-oriented programming
language, which includes modules, classes, exceptions, very high level dynamic data types and dynamic
typing. Python supports interfaces to many system calls and libraries, as well as to various windowing systems.
Issues addressed include a bypass vulnerability.
Ubuntu Security Notice USN-6151-1
Ubuntu Security Notice 6151-1 - It was discovered that the System V IPC implementation in the Linux kernel
did not properly handle large shared memory counts. A local attacker could use this to cause a denial of
service. It was discovered that the KVM VMX implementation in the Linux kernel did not properly handle
indirect branch prediction isolation between L1 and L2 VMs. An attacker in a guest VM could use this to expose
sensitive information from the host OS or other guest VMs.
Red Hat Security Advisory 2023-3556-01
Red Hat Security Advisory 2023-3556-01 - Python is an interpreted, interactive, object-oriented programming
language, which includes modules, classes, exceptions, very high level dynamic data types and dynamic
typing. Python supports interfaces to many system calls and libraries, as well as to various windowing systems.
Issues addressed include a bypass vulnerability.
Ubuntu Security Notice USN-6150-1
Ubuntu Security Notice 6150-1 - Patryk Sondej and Piotr Krysiuk discovered that a race condition existed in the
netfilter subsystem of the Linux kernel when processing batch requests, leading to a use-after-free vulnerability.
A local attacker could use this to cause a denial of service or possibly execute arbitrary code. Gwangun Jung
discovered that the Quick Fair Queueing scheduler implementation in the Linux kernel contained an
out-of-bounds write vulnerability. A local attacker could use this to cause a denial of service or possibly execute
arbitrary code.
Ubuntu Security Notice USN-6149-1
Ubuntu Security Notice 6149-1 - Patryk Sondej and Piotr Krysiuk discovered that a race condition existed in the
netfilter subsystem of the Linux kernel when processing batch requests, leading to a use-after-free vulnerability.
A local attacker could use this to cause a denial of service or possibly execute arbitrary code. Gwangun Jung
discovered that the Quick Fair Queueing scheduler implementation in the Linux kernel contained an
out-of-bounds write vulnerability. A local attacker could use this to cause a denial of service or possibly execute
arbitrary code.
Ubuntu Security Notice USN-6147-1
Ubuntu Security Notice 6147-1 - Several security issues were discovered in the SpiderMonkey JavaScript
library. If a user were tricked into opening malicious JavaScript applications or processing malformed data, a
remote attacker could exploit a variety of issues related to JavaScript security, including denial of service
attacks, and arbitrary code execution.
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Debian Security Advisory 5421-1
Debian Linux Security Advisory 5421-1 - Multiple security issues have been found in the Mozilla Firefox web
browser, which could potentially result in the execution of arbitrary code.
Ubuntu Security Notice USN-6146-1
Ubuntu Security Notice 6146-1 - It was discovered that Netatalk did not properly validate the length of
user-supplied data in the DSI structures. A remote attacker could possibly use this issue to execute arbitrary
code with the privileges of the user invoking the programs. This issue only affected Ubuntu 20.04 LTS and
Ubuntu 22.04 LTS. It was discovered that Netatalk did not properly validate the length of user-supplied data in
the ad_addcomment function. A remote attacker could possibly use this issue to execute arbitrary code with
root privileges. This issue only affected Ubuntu 20.04 LTS and Ubuntu 22.04 LTS.
Red Hat Security Advisory 2023-3550-01
Red Hat Security Advisory 2023-3550-01 - Python is an interpreted, interactive, object-oriented programming
language, which includes modules, classes, exceptions, very high level dynamic data types and dynamic
typing. Python supports interfaces to many system calls and libraries, as well as to various windowing systems.
Issues addressed include a bypass vulnerability.
Ubuntu Security Notice USN-6145-1
Ubuntu Security Notice 6145-1 - It was discovered that Sysstat incorrectly handled certain arithmetic
multiplications. An attacker could use this issue to cause Sysstat to crash, resulting in a denial of service, or
possibly execute arbitrary code. This issue was only fixed for Ubuntu 16.04 LTS. It was discovered that Sysstat
incorrectly handled certain arithmetic multiplications in 64-bit systems, as a result of an incomplete fix for
CVE-2022-39377. An attacker could use this issue to cause Sysstat to crash, resulting in a denial of service, or
possibly execute arbitrary code.
Red Hat Security Advisory 2023-3410-01
Red Hat Security Advisory 2023-3410-01 - Red Hat OpenShift Container Platform is Red Hat's cloud computing
Kubernetes application platform solution designed for on-premise or private cloud deployments. This advisory
contains the container images for Red Hat OpenShift Container Platform 4.12.20. 
Debian Security Advisory 5420-1
Debian Linux Security Advisory 5420-1 - Multiple security issues were discovered in Chromium, which could
result in the execution of arbitrary code, denial of service or information disclosure.
Red Hat Security Advisory 2023-3409-01
Red Hat Security Advisory 2023-3409-01 - Red Hat OpenShift Container Platform is Red Hat's cloud computing
Kubernetes application platform solution designed for on-premise or private cloud deployments. This advisory
contains the RPM packages for Red Hat OpenShift Container Platform 4.12.20. 
Red Hat Security Advisory 2023-3363-01
Red Hat Security Advisory 2023-3363-01 - Red Hat OpenShift Container Platform is Red Hat's cloud computing
Kubernetes application platform solution designed for on-premise or private cloud deployments. This advisory
contains the container images for Red Hat OpenShift Container Platform 4.10.61. Issues addressed include a
denial of service vulnerability.
Ubuntu Security Notice USN-6144-1
Ubuntu Security Notice 6144-1 - It was discovered that LibreOffice did not properly validate the number of
parameters passed to the formula interpreter, leading to an array index underflow attack. If a user were tricked
into opening a specially crafted spreadsheet file, an attacker could possibly use this issue to execute arbitrary
code. Amel Bouziane-Leblond discovered that LibreOffice did not prompt the user before loading the host
document inside an IFrame. If a user were tricked into opening a specially crafted input file, an attacker could
possibly use this issue to cause information disclosure or execute arbitrary code.
Ubuntu Security Notice USN-6143-1
Ubuntu Security Notice 6143-1 - Multiple security issues were discovered in Firefox. If a user were tricked into
opening a specially crafted website, an attacker could potentially exploit these to cause a denial of service,
obtain sensitive information across domains, or execute arbitrary code. Jun Kokatsu discovered that Firefox did
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not properly validate site-isolated process for a document loaded from a data: URL that was the result of a
redirect, leading to an open redirect attack. An attacker could possibly use this issue to perform phishing
attacks.
Debian Security Advisory 5419-1
Debian Linux Security Advisory 5419-1 - Two vulnerabilities were discovered in c-ares, an asynchronous name
resolver library.
Red Hat Security Advisory 2023-3362-01
Red Hat Security Advisory 2023-3362-01 - Red Hat OpenShift Container Platform is Red Hat's cloud computing
Kubernetes application platform solution designed for on-premise or private cloud deployments. This advisory
contains the RPM packages for Red Hat OpenShift Container Platform 4.10.61. Issues addressed include a
resource exhaustion vulnerability.
Red Hat Security Advisory 2023-3525-01
Red Hat Security Advisory 2023-3525-01 - Flask is a lightweight but extensible web development framework for
Python based on the Werkzeug WSGI toolkit, and the Jinja 2 template engine. 
Red Hat Security Advisory 2023-3366-01
Red Hat Security Advisory 2023-3366-01 - Red Hat OpenShift Container Platform is Red Hat's cloud computing
Kubernetes application platform solution designed for on-premise or private cloud deployments. This advisory
contains the RPM packages for Red Hat OpenShift Container Platform 4.13.2. Issues addressed include a
traversal vulnerability.
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