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September 27, 2021

The Cyber WAR (Weekly Awareness Report) is an Open Source Intelligence AKA OSINT resource focusing on advanced
persistent threats and other digital dangers received by over ten thousand individuals.  APTs fit into a cybercrime category
directed at both business and political targets.  Attack vectors include system compromise, social engineering, and even
traditional espionage.  Included are clickable links to news stories, vulnerabilities, exploits, & other industry risk.

Summary

Internet Storm Center Infocon Status

The intent of the 'Infocon' is to reflect changes in malicious traffic and the possibility of
disrupted connectivity. In particular important is the concept of "Change". Every host
connected to the Internet is subject to some amount of traffic caused by worms and viruses.

Other IWC Publications

  Cyber Secrets books and ebook series can be found

  on Amazon.com at. amzn.to/2UuIG9B 

  Cyber Secrets was originally a video series and 

  is on both YouTube.

  

Just released!!!  Web App Hacking: Carnage & Pwnage 

Interesting News

*  Subscribe to this OSINT resource to recieve it in your inbox.  The Cyber WAR (Weekly Awareness Reports) keep you up
to date with the current cyber threat landscape.

* * Our active Facebook group discusses the gambit of cyber security issues.  Join the Cyber Secrets Facebook group here.

*** CSI Linux 2021.2 has just been released!  Download today! csilinux.com

https://www.informationwarfarecenter.com
https://amzn.to/3Am2f77
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg?sub_confirmation=1
https://amzn.to/3hffb7y
https://comms.informationwarfarecenter.com/?p=subscribe
https://www.facebook.com/groups/cybersecrets/
https://csilinux.com
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Packet Storm Security

* 100M IoT Devices Exposed By Zero-Day Bug
* Apple Patches 3 More Zero-Days Under Active Attack
* China Declares All Crypto-Currency Transactions Illegal
* FBI Withheld Ransomware Key From Businesses Over A Sting
* FamousSparrow APT Spies On Hotels, Governments
* Will Crypto Exchange Sanctions Slow Ransomware?
* ExpressVPN Employees Question Company About Exec Working For UAE Spy Unit
* VoIP Company Battles Massive Random DDoS Attack
* Facebook May Have Paid Off The FTC To Protect Zuckerberg From Cambridge Analytica Scandal
* How The Mafia Is Pivoting To Cybercrime
* TikTok, GitHub, Facebook Join Open Source Bug Bounty
* Confluence Code Exec Flaw Being Used By Crypto Miners
* $5.9 Million Ransomware Attack On Farming Cooperative May Cause Food Shortage
* Siemens Launches AI Solution To Fight Industrial Cybercrime
* HackerOne Expands To Tackle Open Source Projects
* Nation-State Group Breaches Alaska Department Of Health
* BSidesSF Call For Papers Announced
* FBI Says $133 Million Lost In Romance Scams In 2021
* Epik Data Breach Affects 15 Million Users, Including Non-Customers
* Google Announces Major Privacy Change Coming To Android
* Police Announce Huge Bust Of Mafia's Cyber Crime Operations
* Cryptocurrency Launchpad Hit By $3 Million Supply Chain Attack
* Telegram Emerges As New Dark Web For Cyber Criminals
* Tesla To Work With Global Regulators On Data Security
* Microsoft MSHTML Flaw Exploited By Ryuk Ransomware Gang

Krebs on Security

* Indictment, Lawsuits Revive Trump-Alfa Bank Story
* Does Your Organization Have a Security.txt File?
* Trial Ends in Guilty Verdict for DDoS-for-Hire Boss
* Customer Care Giant TTEC Hit By Ransomware
* Microsoft Patch Tuesday, September 2021 Edition
* KrebsOnSecurity Hit By Huge New IoT Botnet "Meris"
* Microsoft: Attackers Exploiting Windows Zero-Day Flaw
* "FudCo" Spam Empire Tied to Pakistani Software Firm
* Gift Card Gang Extracts Cash From 100k Inboxes Daily
* 15-Year-Old Malware Proxy Network VIP72 Goes Dark

https://packetstormsecurity.com/news/view/32667/100M-IoT-Devices-Exposed-By-Zero-Day-Bug.html
https://packetstormsecurity.com/news/view/32666/Apple-Patches-3-More-Zero-Days-Under-Active-Attack.html
https://packetstormsecurity.com/news/view/32665/China-Declares-All-Crypto-Currency-Transactions-Illegal.html
https://packetstormsecurity.com/news/view/32664/FBI-Withheld-Ransomware-Key-From-Businesses-Over-A-Sting.html
https://packetstormsecurity.com/news/view/32663/FamousSparrow-APT-Spies-On-Hotels-Governments.html
https://packetstormsecurity.com/news/view/32662/Will-Crypto-Exchange-Sanctions-Slow-Ransomware.html
https://packetstormsecurity.com/news/view/32661/ExpressVPN-Employees-Question-Company-About-Exec-Working-For-UAE-Spy-Unit.html
https://packetstormsecurity.com/news/view/32660/VoIP-Company-Battles-Massive-Random-DDoS-Attack.html
https://packetstormsecurity.com/news/view/32659/Facebook-May-Have-Paid-Off-The-FTC-To-Protect-Zuckerberg-From-Cambridge-Analytica-Scandal.html
https://packetstormsecurity.com/news/view/32658/How-The-Mafia-Is-Pivoting-To-Cybercrime.html
https://packetstormsecurity.com/news/view/32657/TikTok-GitHub-Facebook-Join-Open-Source-Bug-Bounty.html
https://packetstormsecurity.com/news/view/32656/Confluence-Code-Exec-Flaw-Being-Used-By-Crypto-Miners.html
https://packetstormsecurity.com/news/view/32655/-5.9-Million-Ransomware-Attack-On-Farming-Cooperative-May-Cause-Food-Shortage.html
https://packetstormsecurity.com/news/view/32654/Siemens-Launches-AI-Solution-To-Fight-Industrial-Cybercrime.html
https://packetstormsecurity.com/news/view/32653/HackerOne-Expands-To-Tackle-Open-Source-Projects.html
https://packetstormsecurity.com/news/view/32652/Nation-State-Group-Breaches-Alaska-Department-Of-Health.html
https://packetstormsecurity.com/news/view/32651/BSidesSF-Call-For-Papers-Announced.html
https://packetstormsecurity.com/news/view/32650/FBI-Says-133-Million-Lost-In-Romance-Scams-In-2021.html
https://packetstormsecurity.com/news/view/32649/Epik-Data-Breach-Affects-15-Million-Users-Including-Non-Customers.html
https://packetstormsecurity.com/news/view/32648/Google-Announces-Major-Privacy-Change-Coming-To-Android.html
https://packetstormsecurity.com/news/view/32647/Police-Announce-Huge-Bust-Of-Mafias-Cyber-Crime-Operations.html
https://packetstormsecurity.com/news/view/32646/Cryptocurrency-Launchpad-Hit-By-3-Million-Supply-Chain-Attack.html
https://packetstormsecurity.com/news/view/32645/Telegram-Emerges-As-New-Dark-Web-For-Cyber-Criminals.html
https://packetstormsecurity.com/news/view/32644/Tesla-To-Work-With-Global-Regulators-On-Data-Security.html
https://packetstormsecurity.com/news/view/32643/Microsoft-MSHTML-Flaw-Exploited-By-Ryuk-Ransomware-Gang.html
https://krebsonsecurity.com/2021/09/lawsuits-indictments-revive-trump-alfa-bank-story/
https://krebsonsecurity.com/2021/09/does-your-organization-have-a-security-txt-file/
https://krebsonsecurity.com/2021/09/trial-ends-in-guilty-verdict-for-ddos-for-hire-boss/
https://krebsonsecurity.com/2021/09/customer-care-giant-ttec-hit-by-ransomware/
https://krebsonsecurity.com/2021/09/microsoft-patch-tuesday-september-2021-edition/
https://krebsonsecurity.com/2021/09/krebsonsecurity-hit-by-huge-new-iot-botnet-meris/
https://krebsonsecurity.com/2021/09/microsoft-attackers-exploiting-windows-zero-day-flaw/
https://krebsonsecurity.com/2021/09/fudco-spam-empire-tied-to-pakistani-software-firm/
https://krebsonsecurity.com/2021/09/gift-card-gang-extracts-cash-from-100k-inboxes-daily/
https://krebsonsecurity.com/2021/09/15-year-old-malware-proxy-network-vip72-goes-dark/


Dark Reading

* What Is the Difference Between Security and Resilience?
* Consumers Share Security Fears as Risky Behaviors Persist
* TangleBot Campaign Underscores SMS Threat
* Contrast Application Security Platform Scales to Support OWASP Risks
* Our Eye Is on the SPARROW
* Endpoint Still a Prime Target for Attack
* Google Spots New Technique to Sneak Malware Past Detection Tools
* Primer: Microsoft Active Directory Security for AD Admins
* FamousSparrow APT Group Flocks to Hotels, Governments, Businesses
* SAIC Appoints Kevin Brown as Chief Information Security Officer
* Supply Chain and Ransomware Threats Drove 60% Increase in Global Cyber Intelligence Sharing Among Fin
* BlackFog ARM 64 Edition Provides Anti Data Exfiltration Across New Patforms
* Apple Patches Zero-Days in iOS, Known Vuln in macOS
* Microsoft Exchange Autodiscover Flaw Leaks Thousands of Credentials
* How to Implement a Security Champions Program
* Panorays Closes $42 Million Series B Funding Round
* NIST Brings Threat Modeling into the Spotlight
* Password Reuse Problems Persist Despite Known Risks
* What Are the Different Types of Cyber Insurance?
* 6 Lessons From Major Data Breaches This Year
* Who Is BlackMatter?
* UK MoD Data Breach Shows Cybersecurity Must Protect Both People and Data
* A Cyber-Resilience Model for the Next Era
* Strained Relationships Hinder DevSecOps Innovation
* CISA, FBI, NSA Warn of Increase in Conti Ransomware Attacks

The Hacker News

* A New Jupyter Malware Version is Being Distributed via MSI Installers
* Urgent Chrome Update Released to Patch Actively Exploited Zero-Day Vulnerability
* SonicWall Issues Patches for a New Critical Flaw in SMA 100 Series Devices
* A New APT Hacker Group Spying On Hotels and Governments Worldwide
* Apple's New iCloud Private Relay Service Leaks Users' Real IP Addresses
* Google Warns of a New Way Hackers Can Make Malware Undetectable on Windows
* Cisco Releases Patches 3 New Critical Flaws Affecting IOS XE Software
* Urgent Apple iOS and macOS Updates Released to Fix Actively Exploited Zero-Days
* Microsoft Exchange Bug Exposes ~100,000 Windows Domain Credentials
* A New Bug in Microsoft Windows Could Let Hackers Easily Install a Rootkit
* Why You Should Consider QEMU Live Patching

https://www.darkreading.com/edge-ask-the-experts/what-is-the-difference-between-security-and-resilience-
https://www.darkreading.com/risk/consumers-share-security-fears-as-risky-behaviors-persist
https://www.darkreading.com/threat-intelligence/tanglebot-campaign-underscores-sms-threat
https://www.darkreading.com/application-security/contrast-application-security-platform-scales-to-support-owasp-risks
https://www.darkreading.com/vulnerabilities-threats/our-eye-is-on-the-sparrow
https://www.darkreading.com/attacks-breaches/endpoint-still-a-prime-target-for-attack
https://www.darkreading.com/vulnerabilities-threats/google-spots-new-technique-to-sneak-malware-past-detection-tools
https://www.darkreading.com/edge-articles/primer-microsoft-active-directory-security-for-ad-admins
https://www.darkreading.com/threat-intelligence/famoussparrow-apt-group-flocks-to-hotels-governments-businesses
https://www.darkreading.com/threat-intelligence/saic-appoints-kevin-brown-as-chief-information-security-officer
https://www.darkreading.com/threat-intelligence/supply-chain-and-ransomware-threats-drove-60-increase-in-global-cyber-intelligence-sharing-among-financial-firm
https://www.darkreading.com/endpoint/blackfog-arm-64-edition-provides-anti-data-exfiltration-across-new-patforms
https://www.darkreading.com/vulnerabilities-threats/apple-patches-zero-days-in-ios-known-vuln-in-macos
https://www.darkreading.com/application-security/microsoft-exchange-autodiscover-flaw-leaks-thousands-of
https://www.darkreading.com/careers-and-people/how-to-implement-a-security-champions-program
https://www.darkreading.com/risk/panorays-closes-42-million-series-b-funding-round
https://www.darkreading.com/threat-intelligence/nist-brings-threat-modeling-into-the-spotlight
https://www.darkreading.com/endpoint/password-reuse-problems-persist-despite-known-risks
https://www.darkreading.com/edge-ask-the-experts/what-are-the-different-types-of-cyber-insurance-
https://www.darkreading.com/attacks-breaches/six-takeaways-from-major-breaches-and-attacks-this-year
https://www.darkreading.com/threat-intelligence/who-is-blackmatter-researchers-piece-together-new-threat-group
https://www.darkreading.com/omdia/uk-mod-data-breach-shows-cybersecurity-must-protect-both-people-and-data
https://www.darkreading.com/vulnerabilities-threats/a-cyber-resilience-model-for-the-next-era
https://www.darkreading.com/application-security/strained-relationships-hinder-devsecops-innovation
https://www.darkreading.com/threat-intelligence/cisa-fbi-nsa-warn-of-increase-in-conti-ransomware-attacks
http://feedproxy.google.com/~r/TheHackersNews/~3/jvyBqhvoon8/a-new-jupyter-malware-version-is-being.html
http://feedproxy.google.com/~r/TheHackersNews/~3/PwebSfuRgtQ/urgent-chrome-update-released-to-patch.html
http://feedproxy.google.com/~r/TheHackersNews/~3/XZ03V3AHhdQ/sonicwall-issues-patches-for-new.html
http://feedproxy.google.com/~r/TheHackersNews/~3/NimfalfF25s/a-new-apt-hacker-group-spying-on-hotels.html
http://feedproxy.google.com/~r/TheHackersNews/~3/s4zOAPnxFu8/apples-new-icloud-private-relay-service.html
http://feedproxy.google.com/~r/TheHackersNews/~3/A0oFzthS174/google-warns-of-new-way-hackers-can.html
http://feedproxy.google.com/~r/TheHackersNews/~3/2UFqPvKE-Fw/cisco-releases-patches-3-new-critical.html
http://feedproxy.google.com/~r/TheHackersNews/~3/bSQnUNeQEDM/urgent-apple-ios-and-macos-updates.html
http://feedproxy.google.com/~r/TheHackersNews/~3/nI_vQihlxnA/microsoft-exchange-bug-exposes-100000.html
http://feedproxy.google.com/~r/TheHackersNews/~3/AhpTI3xcGPs/a-new-bug-in-microsoft-windows-could.html
http://feedproxy.google.com/~r/TheHackersNews/~3/Q0tJHjYUBvY/why-you-should-consider-qemu-live.html


* New Android Malware Targeting US, Canadian Users with COVID-19 Lures
* Colombian Real Estate Agency Leak Exposes Records of Over 100,000 Buyers
* Microsoft Warns of a Wide-Scale Phishing-as-a-Service Operation
* New Nagios Software Bugs Could Let Hackers Take Over IT Infrastructures

http://feedproxy.google.com/~r/TheHackersNews/~3/onZZ-BuixwQ/new-android-malware-targeting-us.html
http://feedproxy.google.com/~r/TheHackersNews/~3/wX0ySGIpjl0/colombian-real-estate-agency-leak.html
http://feedproxy.google.com/~r/TheHackersNews/~3/oor8QBAgjtY/microsoft-warns-of-wide-scale-phishing.html
http://feedproxy.google.com/~r/TheHackersNews/~3/xeFHS3DnjBY/new-nagios-software-bugs-could-let.html


Security Week

* Threat Actor Targets Indian Government With Commercial RATs
* States at Disadvantage in Race to Recruit Cybersecurity Pros
* EU Denounces Alleged Russian Hacking Ahead of German Vote
* FamousSparrow Cyberspies Exploit ProxyLogon in Attacks on Governments, Hotels
* Google Says Threat Actors Using New Code Signing Tricks to Evade Detection
* SonicWall Patches Critical Vulnerability in SMA Appliances
* LG to Acquire Vehicle Cybersecurity Firm Cybellum
* CISA Opens IPv6 Guidance to Public Feedback
* Port of Houston Target of Suspected Nation-State Hack
* F5 to Acquire Threat Stack for $68 Million in Cash
* Working Securely From Anywhere With Zero Trust
* Apple Confirms New Zero-Day Attacks on Older iPhones
* Improving Security Posture to Lower Insurance Premiums
* Web Security Provider Jscrambler Raises $15 Million
* Report: Suspected Chinese Hack Targets Indian Media, Gov't
* Apple Deprecates Outdated TLS Protocols in iOS, macOS
* Third-Party Risk Management Firm Panorays Raises $42 Million
* Cisco Patches Critical Vulnerabilities in IOS XE Software
* VMware vCenter Servers in Hacker Crosshairs After Disclosure of New Flaw
* Attacks on Russian Government Orgs Exploit Recent Microsoft Office Zero-Day
* Facebook Ad Business Hit by New Apple Privacy Rules 
* U.S. Issues Conti Alert as Second Farming Cooperative Hit by Ransomware
* Lithuanian Agency Warns Against Use of Chinese-made Phones
* Netgear Patches Remote Code Execution Flaw in SOHO Routers

Infosecurity Magazine

Unfortunately, at the time of this report, the Infosecuroty Magazine resource was not availible.

http://feedproxy.google.com/~r/securityweek/~3/hN9eEoB53MM/threat-actor-targets-indian-government-commercial-rats
http://feedproxy.google.com/~r/securityweek/~3/CxQAnzd9mQg/states-disadvantage-race-recruit-cybersecurity-pros
http://feedproxy.google.com/~r/securityweek/~3/f2Hm29Ekexg/eu-denounces-alleged-russian-hacking-ahead-german-vote
http://feedproxy.google.com/~r/securityweek/~3/KkanLdI2s-c/famoussparrow-cyberspies-exploit-proxylogon-attacks-governments-hotels
http://feedproxy.google.com/~r/securityweek/~3/_xoSgR8GmUE/google-says-threat-actors-using-new-code-signing-tricks-evade-detection
http://feedproxy.google.com/~r/securityweek/~3/4Z4envmQZ3g/sonicwall-patches-critical-vulnerability-sma-appliances
http://feedproxy.google.com/~r/securityweek/~3/OoKcRBFvys8/lg-acquire-vehicle-cybersecurity-firm-cybellum
http://feedproxy.google.com/~r/securityweek/~3/hPjfv0NcGh0/cisa-opens-ipv6-guidance-public-feedback
http://feedproxy.google.com/~r/securityweek/~3/_BN56DaORXE/port-houston-target-suspected-nation-state-hack
http://feedproxy.google.com/~r/securityweek/~3/UcxhtyNizLU/f5-acquire-threat-stack-68-million-cash
http://feedproxy.google.com/~r/securityweek/~3/BOHwi7GNHMA/working-securely-anywhere-zero-trust
http://feedproxy.google.com/~r/securityweek/~3/CDASWoLqlcs/apple-confirms-new-zero-day-attacks-older-iphones
http://feedproxy.google.com/~r/securityweek/~3/JBF-dDP-Wvo/improving-security-posture-lower-insurance-premiums
http://feedproxy.google.com/~r/securityweek/~3/aoaRxJI_dcE/web-security-provider-jscrambler-raises-15-million
http://feedproxy.google.com/~r/securityweek/~3/kXRf9CqPAcE/report-suspected-chinese-hack-targets-indian-media-govt
http://feedproxy.google.com/~r/securityweek/~3/Gv9Yihy0umg/apple-deprecates-outdated-tls-protocols-ios-macos
http://feedproxy.google.com/~r/securityweek/~3/EH-QpQqu9T0/third-party-risk-management-firm-panorays-raises-42-million
http://feedproxy.google.com/~r/securityweek/~3/YpEoE5yGwqY/cisco-patches-critical-vulnerabilities-ios-xe-software
http://feedproxy.google.com/~r/securityweek/~3/7AmXLI59-lY/vmware-vcenter-servers-hacker-crosshairs-after-disclosure-new-flaw
http://feedproxy.google.com/~r/securityweek/~3/akJSwQdd4N4/attacks-russian-government-orgs-exploit-recent-microsoft-office-zero-day
http://feedproxy.google.com/~r/securityweek/~3/1_5iNQd_67g/facebook-ad-business-hit-new-apple-privacy-rules
http://feedproxy.google.com/~r/securityweek/~3/a9UCZ_tz0MA/us-issues-conti-alert-second-farming-cooperative-hit-ransomware
http://feedproxy.google.com/~r/securityweek/~3/p-N06eeXWT0/lithuanian-agency-warns-against-use-chinese-made-phones
http://feedproxy.google.com/~r/securityweek/~3/lt5hnxvNynw/netgear-patches-remote-code-execution-flaw-soho-routers


KnowBe4 Security Awareness Training Blog RSS Feed

* WHAT IS XDR (EXTENDED DETECTION AND RESPONSE)?
* Newest iPhone Launch is Now a Scammer's Advantage
* KnowBe4 Named a Leader in the Fall 2021 G2 Grid Report for Security Awareness Training
* [HEADS UP] Millions of malicious emails will slip past security filters in Q4
* Executives: Ransomware is the Greatest Threat Concern, But Few are Actually Prepared
* Travel-Related Phishing Scams and Websites Surge More Than 400%
* $1 Trillion Infrastructure Bill is the Catalyst for DOT-Impersonated Phishing Attacks Targeting Contr
* Social Media Quizzes May Be Data Scrapers Building Victim Profiles
* Kaspersky: Use of New QakBot Banking Trojan that Steals Emails Up 65%
* FBI Warns of Continued Ransomware Attacks Targeting the Food and Agriculture Sectors

ISC2.org Blog

* CISSPs from Around the Globe: An Interview with AJ Yawn
* Exclusive Resources and Discounts From Your (ISC)&sup2; Membership
* Ensuring Disaster Recovery and Business Continuity in the Cloud
* The Importance of Adopting a Risk Management Approach to Security and Privacy
* CCSP vs. Professional Cloud Security Manager: How Do They Compare?

HackRead

* Top 3 Ways to Find a Hidden File on a Mac
* Lithuania wants users to dump Chinese phones citing data collection
* Hackers hit Russian ministry, rocket center using MSHTML vulnerability
* Millions impacted as payment API vulnerabilities exposing transaction keys
* Google, Microsoft and Oracle generated most vulnerabilities in 2021
* New version of Jupyter infostealer delivered through MSI installer
* Netflix errors - How to fix them

Koddos

* Top 3 Ways to Find a Hidden File on a Mac
* Lithuania wants users to dump Chinese phones citing data collection
* Hackers hit Russian ministry, rocket center using MSHTML vulnerability
* Millions impacted as payment API vulnerabilities exposing transaction keys
* Google, Microsoft and Oracle generated most vulnerabilities in 2021
* New version of Jupyter infostealer delivered through MSI installer
* Netflix errors - How to fix them

https://blog.knowbe4.com/what-is-xdr-extended-detection-and-response
https://blog.knowbe4.com/newest-iphone-launch-is-now-a-scammers-advantage
https://blog.knowbe4.com/knowbe4-named-a-leader-in-the-fall-2021-g2-grid-report-for-security-awareness-training
https://blog.knowbe4.com/heads-up-millions-of-malicious-emails-will-slip-past-security-filters-in-q4
https://blog.knowbe4.com/executives-ransomware-is-the-greatest-threat-concern-but-few-are-actually-prepared
https://blog.knowbe4.com/travel-related-phishing-scams-and-websites-surge-more-than-400
https://blog.knowbe4.com/1-trillion-infrastructure-bill-is-the-catalyst-for-dot-impersonated-phishing-attacks-targeting-contractors
https://blog.knowbe4.com/social-media-quizzes-may-be-data-scrapers-building-victim-profiles
https://blog.knowbe4.com/kaspersky-use-of-new-qakbot-banking-trojan-that-steals-emails-up-65
https://blog.knowbe4.com/fbi-warns-of-continued-ransomware-attacks-targeting-on-the-food-and-agriculture-sector
http://feedproxy.google.com/~r/isc2Blog/~3/AX6OimhJdO8/interview-with-aj-yawn.html
http://feedproxy.google.com/~r/isc2Blog/~3/vkAuMYyXea4/exclusive-resources-and-discounts.html
http://feedproxy.google.com/~r/isc2Blog/~3/lc-egihTllg/business-continuity-in-the-cloud.html
http://feedproxy.google.com/~r/isc2Blog/~3/qpym8hEAeSI/risk-management-approach-to-security-and-privacy.html
http://feedproxy.google.com/~r/isc2Blog/~3/CGxaQe3z0pE/ccsp-vs-professional-cloud-security-manager.html
https://www.hackread.com/3-ways-to-find-hidden-file-on-mac/
https://www.hackread.com/lithuania-dump-chinese-smartphones-data-collection/
https://www.hackread.com/hackers-russia-ministry-rocket-center-mshtml-vulnerability/
https://www.hackread.com/payment-api-vulnerabilities-expose-transaction-keys/
https://www.hackread.com/google-microsoft-oracle-vulnerabilities-2021/
https://www.hackread.com/new-version-of-jupyter-infostealer-msi-installer/
https://www.hackread.com/netflix-errors-how-to-fix-them/
https://www.hackread.com/3-ways-to-find-hidden-file-on-mac/
https://www.hackread.com/lithuania-dump-chinese-smartphones-data-collection/
https://www.hackread.com/hackers-russia-ministry-rocket-center-mshtml-vulnerability/
https://www.hackread.com/payment-api-vulnerabilities-expose-transaction-keys/
https://www.hackread.com/google-microsoft-oracle-vulnerabilities-2021/
https://www.hackread.com/new-version-of-jupyter-infostealer-msi-installer/
https://www.hackread.com/netflix-errors-how-to-fix-them/


Naked Security

* S3 Ep51: OMIGOD a gaping hole, waybill scams, and Face ID hacked [Podcast]
* STILL ALIVE! iOS 12 gets 3 zero-day security patches - update now
* How Outlook "autodiscover" could leak your passwords - and how to stop it
* VMware patch bulletin warns: "This needs your immediate attention."
* iOS 15 launches with 22 documented security patches - including a Face ID bypass using a "3D model"
* "Back to basics" as courier scammers skip fake fees and missed deliveries
* OMIGOD, an exploitable hole in Microsoft open source code!
* S3 Ep50: Two 0-days plus another 0-day plus a fast food bug [Podcast]
* Apple products vulnerable to FORCEDENTRY zero-day attack - patch now!
* Serious Security: How to make sure you don't miss bug reports!

Threat Post

* Exchange/Outlook Autodiscover Bug Spills $100K+ Email Passwords
* TangleBot Malware Reaches Deep into Android Device Functions
* Critical Cisco Bugs Allow Code Execution on Wireless, SD-WAN
* Apple Patches 3 More Zero-Days Under Active Attack
* REvil Affiliates Confirm: Leadership Were Cheating Dirtbags
* 5 Tips for Achieving Better Cybersecurity Risk Management
* 100M IoT Devices Exposed By Zero-Day Bug
* FamousSparrow APT Wings in to Spy on Hotels, Governments
* Google Report Spotlights Uptick in Controversial 'Geofence Warrants' by Police
* Acronis Offers up to $5,000 to Users Who Spot Bugs in Its Cyber Protection Products

Null-Byte

* These High-Quality Courses Are Only $49.99
* How to Perform Advanced Man-in-the-Middle Attacks with Xerosploit
* The Best-Selling VPN Is Now on Sale
* Unlock Facial Detection & Recognition on the Inexpensive ESP32-Based Wi-Fi Spy Camera
* Learn C# & Start Designing Games & Apps
* How to Set Up a Wi-Fi Spy Camera with an ESP32-CAM
* Get a Jump Start into Cybersecurity with This Bundle
* Hack Networks & Devices Right from Your Wrist with the Wi-Fi Deauther Watch
* This Top-Rated Course Will Make You a Linux Master
* Fingerprint Web Apps & Servers for Better Recon & More Successful Hacks

https://nakedsecurity.sophos.com/2021/09/24/s3-ep51-omigod-a-gaping-hole-waybill-scams-and-face-id-hacked-podcast/
https://nakedsecurity.sophos.com/2021/09/23/still-alive-ios-12-gets-3-zero-day-security-patches-install-them-now/
https://nakedsecurity.sophos.com/2021/09/23/how-outlook-autodiscover-could-leak-your-passwords-and-how-to-stop-it/
https://nakedsecurity.sophos.com/2021/09/22/vmware-patch-bulletin-warns-this-needs-your-immediate-attention/
https://nakedsecurity.sophos.com/2021/09/21/ios-15-includes-face-id-fix-for-security-bypass-using-3d-models/
https://nakedsecurity.sophos.com/2021/09/20/back-to-basics-as-courier-scammers-skip-fake-fees-and-missed-deliveries/
https://nakedsecurity.sophos.com/2021/09/16/omigod-an-exploitable-hole-in-microsoft-open-source-code/
https://nakedsecurity.sophos.com/2021/09/15/s3-ep50-two-0-days-plus-another-0-day-plus-a-fast-food-bug-podcast/
https://nakedsecurity.sophos.com/2021/09/14/apple-products-vulnerable-to-forcedentry-zero-day-attack-patch-now/
https://nakedsecurity.sophos.com/2021/09/13/serious-security-how-to-make-sure-you-dont-miss-bug-reports/
https://threatpost.com/exchange-outlook-autodiscover-bug-spills-100k-email-passwords/175004/
https://threatpost.com/tanglebot-malware-device-functions/174999/
https://threatpost.com/critical-cisco-bugs-wireless-sd-wan/174991/
https://threatpost.com/apple-patches-zero-days-attack/174988/
https://threatpost.com/revil-affiliates-leadership-cheated-ransom-payments/174972/
https://threatpost.com/tips-cybersecurity-risk-management/174968/
https://threatpost.com/100m-iot-devices-zero-day-bug/174963/
https://threatpost.com/famoussparrow-spy-hotels-governments/174948/
https://threatpost.com/google-controversial-geofence-warrants/174938/
https://threatpost.com/acronis-bug-bounty-program/174849/
https://null-byte.wonderhowto.com/how-to/these-high-quality-courses-are-only-49-99-0384714/
https://null-byte.wonderhowto.com/how-to/perform-advanced-man-middle-attacks-with-xerosploit-0384705/
https://null-byte.wonderhowto.com/how-to/best-selling-vpn-is-now-sale-0384691/
https://null-byte.wonderhowto.com/how-to/unlock-facial-detection-recognition-inexpensive-esp32-based-wi-fi-spy-camera-0294952/
https://null-byte.wonderhowto.com/how-to/learn-c-start-designing-games-apps-0384675/
https://null-byte.wonderhowto.com/how-to/set-up-wi-fi-spy-camera-with-esp32-cam-0246590/
https://null-byte.wonderhowto.com/how-to/get-jump-start-into-cybersecurity-with-bundle-0384648/
https://null-byte.wonderhowto.com/how-to/hack-networks-devices-right-from-your-wrist-with-wi-fi-deauther-watch-0296283/
https://null-byte.wonderhowto.com/how-to/top-rated-course-will-make-you-linux-master-0384628/
https://null-byte.wonderhowto.com/how-to/fingerprint-web-apps-servers-for-better-recon-more-successful-hacks-0302807/


IBM Security Intelligence

* Zero Trust: Remote Security For Now and the Future
* How Privileged Access Management Fits Into a Layered Security Strategy
* What is Web Application Security? A Protective Primer for Security Professionals
* New ZE Loader Targets Online Banking Users
* How to Build a Winning Cybersecurity Resume
* The CISO and the C-Suite: How to Achieve Better Working Relations
* 12 Benefits of Hiring a Certified Ethical Hacker
* Cybersecurity Solutions to Know in 2021: Open Source and Scaling Up
* Identity Management Beyond the Acronyms: Which Is Best for You?
* Zero Trust: Follow a Model, Not a Tool

InfoWorld

* What's new in Angular 13
* Move faster with continuous security scanning in the cloud
* Deis Labs unveils Hippo PaaS for WebAssembly
* 6 great new Java features you don't want to miss
* Easy racing bar charts in R with ddplot
* Swift 5.5 introduces async/await, structured concurrency, and actors
* Open source skills only got hotter during the pandemic
* Get started with Go testing
* Working with Azure Managed Instance for Cassandra
* How to choose the right data visualization tools for your apps

C4ISRNET - Media for the Intelligence Age Military

* Could solar panels in space power Army operations on Earth?
* Here are the cheap counter-drone solutions DoD tested in the Arizona desert
* US Army moves to full-rate production on tactical radios essential for multidomain operations
* Space Force to share internal digital models with industry
* Soldiers with this Stryker unit test tool to 'see' the electronic battlefield
* Air Force software tool helped coordinate Afghanistan evacuation of civilians
* Watchdog expects delays to Space Force's next missile warning satellites
* Army bomb techs field test new aerial drone
* Northrop tests interoperability between advanced airborne radar and electronic warfare system
* UAE, Britain ink defense research and AI tech deals. Here's what comes next.

http://feedproxy.google.com/~r/SecurityIntelligence/~3/2TPCuzjFSc0/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/Kg0QIGr5vIg/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/q6mMXZPrVT4/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/BJsbLx-QFko/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/DNNEcIfVQdI/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/sZo7Be797Hk/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/sT0-nE0X7gE/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/0pwFDY-gUW0/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/4mp_O3PukY0/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/yh98p9JhZcA/
https://www.infoworld.com/article/3629473/whats-new-in-angular-13.html#tk.rss_all
https://www.infoworld.com/article/3634450/move-faster-with-continuous-security-scanning-in-the-cloud.html#tk.rss_all
https://www.infoworld.com/article/3634379/deis-labs-unveils-hippo-paas-for-webassembly.html#tk.rss_all
https://www.infoworld.com/article/3633638/6-great-new-java-features-you-dont-want-to-miss.html#tk.rss_all
https://www.infoworld.com/article/3633448/easy-racing-bar-charts-in-r-with-ddplot.html#tk.rss_all
https://www.infoworld.com/article/3634448/swift-55-introduces-asyncawait-structured-concurrency-and-actors.html#tk.rss_all
https://www.infoworld.com/article/3634131/open-source-skills-only-got-hotter-during-the-pandemic.html#tk.rss_all
https://www.infoworld.com/article/3633659/get-started-with-go-testing.html#tk.rss_all
https://www.infoworld.com/article/3633603/working-with-azure-managed-instance-for-cassandra.html#tk.rss_all
https://www.infoworld.com/article/3339679/how-to-choose-the-right-data-visualization-tools.html#tk.rss_all
http://feedproxy.google.com/~r/c4isrnet/home/~3/AhiFc_ATRJA/
http://feedproxy.google.com/~r/c4isrnet/home/~3/O78WpTxaO_c/
http://feedproxy.google.com/~r/c4isrnet/home/~3/KzqbRoADnGc/
http://feedproxy.google.com/~r/c4isrnet/home/~3/2lvUm6yQ8sE/
http://feedproxy.google.com/~r/c4isrnet/home/~3/EN7HzpT4SJc/
http://feedproxy.google.com/~r/c4isrnet/home/~3/Fg9w4ZIVq80/
http://feedproxy.google.com/~r/c4isrnet/home/~3/AyamlQ7GsSo/
http://feedproxy.google.com/~r/c4isrnet/home/~3/42vK8PAKV8c/
http://feedproxy.google.com/~r/c4isrnet/home/~3/tyeAkBfGltM/
http://feedproxy.google.com/~r/c4isrnet/home/~3/KR6vZ0vtI88/


The Hacker Corner

Conferences

* Marketing Cybersecurity In 2021
* Cybersecurity Employment Market
* Cybersecurity Marketing Trends
* Is It Worth Public Speaking?
* Our Guide To Cybersecurity Marketing Campaigns
* How To Choose A Cybersecurity Marketing Agency
* The "New" Conference Concept: The Hybrid
* Best Ways To Market A Conference
* Marketing To Cybersecurity Companies
* Upcoming Black Hat Events (2021)

Google Zero Day Project

* Fuzzing Closed-Source JavaScript Engines with Coverage Feedback
* Understanding Network Access in Windows AppContainers

Capture the Flag (CTF)

CTF Time has links to a lot of current Capture the Flag competitions and information on past events.  Below is a list if
CTFs they have on thier calendar.

* DeconstruCT.F 2021
* TastelessCTF 2021
* TSG CTF 2021
* Sacramentum
* RuCTF 2021
* pbctf 2021
* DamCTF 2021
* SPbCTF's Student CTF 2021 Quals
* DEADFACE CTF
* iCTF

VulnHub Downloadable CTFs for your Cyber Range (Most use VirtualBox)

* doubletrouble: 1
* Beelzebub: 1
* Vikings: 1
* DarkHole: 2
* Deathnote: 1

https://infosec-conferences.com/marketing-cybersecurity-services/
https://infosec-conferences.com/cybersecurity-employment-market/
https://infosec-conferences.com/cybersecurity-marketing-trends/
https://infosec-conferences.com/is-it-worth-public-speaking/
https://infosec-conferences.com/guide-to-cybersecurity-marketing-campaigns/
https://infosec-conferences.com/how-to-choose-a-marketing-agency/
https://infosec-conferences.com/hybrid-conference/
https://infosec-conferences.com/best-ways-to-market-a-conference/
https://infosec-conferences.com/cybersecurity-marketing/
https://infosec-conferences.com/upcoming-black-hat-events-2021/
https://googleprojectzero.blogspot.com/2021/09/fuzzing-closed-source-javascript.html
https://googleprojectzero.blogspot.com/2021/08/understanding-network-access-windows-app.html
https://ctftime.org/event/1453
https://ctftime.org/event/1326
https://ctftime.org/event/1431
https://ctftime.org/event/1451
https://ctftime.org/event/1297
https://ctftime.org/event/1371
https://ctftime.org/event/1401
https://ctftime.org/event/1378
https://ctftime.org/event/1426
https://ctftime.org/event/1339
http://www.vulnhub.com/entry/doubletrouble_1,743/
http://www.vulnhub.com/entry/beelzebub_1,742/
http://www.vulnhub.com/entry/vikings_1,741/
http://www.vulnhub.com/entry/darkhole_2,740/
http://www.vulnhub.com/entry/deathnote_1,739/


Tools & Techniques

Packet Storm Security Tools Links

* Zeek 4.0.4
* Proxmark 4.14434
* litefuzz 1.0
* GNU Privacy Guard 2.2.31
* OpenDNSSEC 2.1.10
* Packet Fence 11.0.0
* Samhain File Integrity Checker 4.4.6
* Clam AntiVirus Toolkit 0.104.0
* SQLMAP - Automatic SQL Injection Tool 1.5.9
* nfstream 6.3.4

Kali Linux Tutorials

* Plution : Prototype Pollution Scanner Using Headless Chrome
* Ntlm_Theft : A Tool For Generating Multiple Types Of NTLMv2 Hash Theft Files
* DNSTake : A Fast Tool To Check Missing Hosted DNS Zones That Can Lead To Subdomain Takeover
* CVE-2021-40444 PoC : Malicious docx generator to exploit CVE-2021-40444 (Microsoft Office Word Remote
* Kali Linux 2021.3 : Penetration Testing and Ethical Hacking Linux Distribution
* Gokart : A Static Analysis Tool For Securing Go Code
* Vailyn : A Phased, Evasive Path Traversal + LFI Scanning & Exploitation Tool In Python
* Rootend : A *Nix Enumerator And Auto Privilege Escalation Tool
* BoobSnail : Allows Generating Excel 4.0 XLM Macro
* Peirates : Kubernetes Penetration Testing Tool

GBHackers Analysis

* Critical RCE Flaw in the core Netgear Firmware Let Remote Attackers to Take Control of an Affected Sy
* Apple Fixes iMessage Zero-Click Bug That Used to Deploy NSO Pegasus Spyware
* U.S. Cyber Command Warns of Active Mass Exploitation Attempts Targeting Confluence Flaws
* Conti Ransomware Gang Hacking Microsoft Exchange Servers Using ProxyShell Exploits
* WhatsApp Image Filter Bug Let Hackers Steal Sensitive Data

https://packetstormsecurity.com/files/164272/zeek-4.0.4.tar.gz
https://packetstormsecurity.com/files/164206/proxmark3-4.14434.tar.gz
https://packetstormsecurity.com/files/164204/litefuzz-1.0.tar.gz
https://packetstormsecurity.com/files/164179/gnupg-2.2.31.tar.bz2
https://packetstormsecurity.com/files/164158/opendnssec-2.1.10.tar.gz
https://packetstormsecurity.com/files/164063/packetfence-11.0.0.tar.gz
https://packetstormsecurity.com/files/164061/samhain-4.4.6.tar.gz
https://packetstormsecurity.com/files/164042/clamav-0.104.0.tar.gz
https://packetstormsecurity.com/files/164040/sqlmap-1.5.9.tar.gz
https://packetstormsecurity.com/files/164041/nfstream-6.3.4.tar.gz
https://kalilinuxtutorials.com/plution/
https://kalilinuxtutorials.com/ntlm_theft/
https://kalilinuxtutorials.com/dnstake/
https://kalilinuxtutorials.com/cve-2021-40444-poc/
https://kalilinuxtutorials.com/kali-linux-2021-3-2/
https://kalilinuxtutorials.com/gokart-a-static-analysis-tool-for-securing-go-code/
https://kalilinuxtutorials.com/vailyn/
https://kalilinuxtutorials.com/rootend/
https://kalilinuxtutorials.com/boobsnail/
https://kalilinuxtutorials.com/peirates/
https://gbhackers.com/rce-flaw-netgear/
https://gbhackers.com/apple-fixes-imessage-zero-click-bug/
https://gbhackers.com/mass-exploitation-attempts-targeting-confluence-flaws/
https://gbhackers.com/conti-ransomware/
https://gbhackers.com/whatsapp-image-filter-bug/


Weekly Cyber Security Video and Podcasts

SANS DFIR

*  SANS Threat Analysis Rundown | September 2021
*  2021 SANS DFIR Summit Day 2 Wrap Up
*  SANS Law Enforcement Appreciation Programs
*  2021 SANS DFIR Summit Day 1 Wrap Up Panel

Defcon Conference

*  DEF CON 29 Recon Village - Anthony Kava - GOV Doppelg&auml;nger Your H&auml;x Dollars at Work
*  DEF CON 29 Red Team Village -  CTF Day 2
*  DEF CON 29 Recon Village - Ben S -  Future of Asset Management
*  DEF CON 29 Recon Village - Ryan Elkins - How to Build Cloud Based Recon Automation at Scale

Hak5

*  HakByte: Set Up a Headless Raspberry Pi Wardriving Rig
*  What Does ExpressVPN Have To Do With The UAE's Project Raven? - ThreatWire
*  HakByte: Create a $15 WarDriving Rig to Log WiFi Data w/ the ESP8266

The PC Security Channel [TPSC]

*  Linux Ransomware
*  Top 5 most dangerous Ransomware

Eli the Computer Guy

*  Layered Network Introduction (Cyber Security Part 5)
*  Office Hours - Tech Question and Answers
*  Office Hours with Guest Host Martin Lehner (MSP Owner in the Yukon)
*  Honeypot Introduction (Cyber Security Series)

Security Now

*  Cobalt Strike - Android Auto-Revokes Permissions, DDoS on VoIP.ms, Patch Tuesday, Was GRC Pwned?
*  The M&#275;ris Botnet - 0-Day Attack on Office Docs, WFH and Security, Return of REvil

Troy Hunt

*  Weekly Update 262

Intel Techniques: The Privacy, Security, & OSINT Show

* 235-iOS 15 Privacy Guide
* 234-Privacy, Security, & OSINT Updates

https://www.youtube.com/watch?v=OO54PDwMGuw
https://www.youtube.com/watch?v=3A6lJc08y3Q
https://www.youtube.com/watch?v=Nyo_vO3qK3w
https://www.youtube.com/watch?v=sFUdTodUEIY
https://www.youtube.com/watch?v=_Mo6U7_B7gs
https://www.youtube.com/watch?v=aYbkzPSNT5E
https://www.youtube.com/watch?v=pvk4iOLKbaw
https://www.youtube.com/watch?v=i2ouX0js9n8
https://www.youtube.com/watch?v=Z6h0vtqHxlQ
https://www.youtube.com/watch?v=W5YDss-olvA
https://www.youtube.com/watch?v=ITRwyr7KOnc
https://www.youtube.com/watch?v=mc0J5fEuWSM
https://www.youtube.com/watch?v=7gcd4xKwOhU
https://www.youtube.com/watch?v=N7MEeKTaAog
https://www.youtube.com/watch?v=18YqM3Gp50A
https://www.youtube.com/watch?v=6vG2Lxlb6OQ
https://www.youtube.com/watch?v=p1j55J2ditY
https://www.youtube.com/watch?v=dG0Gp0ehSmk
https://www.youtube.com/watch?v=xQH0jPc3UMM
https://www.youtube.com/watch?v=p8suDMjSuHE
https://soundcloud.com/user-98066669/235-ios-15-privacy-guide
https://soundcloud.com/user-98066669/234-privacy-security-osint-updates


Trend Micro Anti-Malware Blog

* Our New Blog
* How Unsecure gRPC Implementations Can Compromise APIs, Applications
* XCSSET Mac Malware: Infects Xcode Projects, Performs UXSS Attack on Safari, Other Browsers, Leverages
* August Patch Tuesday Fixes Critical IE, Important Windows Vulnerabilities Exploited in the Wild
* Water Nue Phishing Campaign Targets C-Suite's Office 365 Accounts
* Mirai Botnet Exploit Weaponized to Attack IoT Devices via CVE-2020-5902
* Ensiko: A Webshell With Ransomware Capabilities
* Updates on ThiefQuest, the Quickly-Evolving macOS Malware
* Patch Tuesday: Fixes for 'Wormable' Windows DNS Server RCE, SharePoint Flaws
* New Mirai Variant Expands Arsenal, Exploits CVE-2020-10173

RiskIQ

* "Bom" Skimmer is Magecart Group 7's Latest Model
* Untangling the Spider Web
* Flowspec Bulletproof Services Enable Cybercrime Worldwide
* RiskIQ Analysis Links EITest and Gootloader Campaigns, Once Thought to Be Disparate
* Introducing Next-Gen Vulnerability Intelligence to Identify and Prioritize CVEs in Real-time
* Magecart Group 8: Patterns in Hosting Reveal Sustained Attacks on E-Commerce
* Your Growing Digital Attack Surface And How To Protect It
* Bear Tracks: Infrastructure Patterns Lead to More Than 30 Active APT29 C2 Servers
* New Analysis Shows XAMPP Serving Agent Tesla and Formbook Malware
* Taking a Closer Look at a Malicious Infrastructure Mogul

FireEye

* Metasploit Wrap-Up
* Ransomware: Is Critical Infrastructure in the Clear?
* Easier URI Targeting With Metasploit Framework
* Rapid7 Technical Support: Building a Career Path With Endless Possibilities
* Critical vCenter Server File Upload Vulnerability (CVE-2021-22005)
* Rapid7 Statement on the New Standard Contractual Clauses for International Transfers of Personal Data
* Login Authentication Goes Automated With New InsightAppSec Improvements
* Metasploit Wrap-Up
* SANS 2021 Threat Hunting Survey: How Organizations' Security Postures Have Evolved in the New Normal
* The Ransomware Killchain: How It Works, and How to Protect Your Systems

http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/VLocAlEC6aw/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/yLGs0iLtVzA/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/HNag3mvlKiE/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/2Qegk0Ftsyo/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/sYOKqRcxgP8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/oQLXrWZw9F8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/sovwOLjfjZ8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/AQ9zdc6koag/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/IutV__qeMMo/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/XoGWlJFSQG8/
https://www.riskiq.com/blog/external-threat-management/magecart-bom-skimmer/
https://www.riskiq.com/blog/external-threat-management/wizard-spider-windows-0day-exploit/
https://www.riskiq.com/blog/external-threat-management/flowspec-bulletproof-hosting/
https://www.riskiq.com/blog/external-threat-management/eitest-gootloader/
https://www.riskiq.com/blog/external-threat-management/riskiq-illuminate-vuln-intelligence/
https://www.riskiq.com/blog/external-threat-management/magecart-group8-hosting-patterns/
https://www.riskiq.com/blog/external-threat-management/your-growing-digital-attack-surface/
https://www.riskiq.com/blog/external-threat-management/apt29-bear-tracks/
https://www.riskiq.com/blog/external-threat-management/agent-tesla-xampp/
https://www.riskiq.com/blog/external-threat-management/malicious-infrastructure-mogul/
https://blog.rapid7.com/2021/09/24/metasploit-wrap-up-131/
https://blog.rapid7.com/2021/09/24/ransomware-is-critical-infrastructure-in-the-clear/
https://blog.rapid7.com/2021/09/23/metasploit-uri-support/
https://blog.rapid7.com/2021/09/22/rapid7-technical-support-building-a-career-path-with-endless-possibilities/
https://blog.rapid7.com/2021/09/21/critical-vcenter-server-file-upload-vulnerability-cve-2021-22005/
https://blog.rapid7.com/2021/09/21/rapid7-statement-on-the-new-standard-contractual-clauses-for-international-transfers-of-personal-data/
https://blog.rapid7.com/2021/09/20/login-authentication-goes-automated-with-new-insightappsec-improvements/
https://blog.rapid7.com/2021/09/17/metasploit-wrap-up-130/
https://blog.rapid7.com/2021/09/17/sans-2021-threat-hunting-survey-how-organizations-security-postures-have-evolved-in-the-new-normal/
https://blog.rapid7.com/2021/09/16/the-ransomware-killchain-how-it-works-and-how-to-protect-your-systems/


Proof of Concept (PoC) & Exploits

Packet Storm Security

* OpenVPN Monitor 1.1.3 Cross Site Request Forgery
* OpenVPN Monitor 1.1.3 Command Injection
* OpenVPN Monitor 1.1.3 Authorization Bypass / Denial Of Service
* SmarterTools SmarterTrack 7922 Information Disclosure
* WordPress 3DPrint Lite 1.9.1.4 Shell Upload
* Pharmacy Point Of Sale System 1.0 SQL Injection
* Police Crime Record Management Project 1.0 SQL Injection
* Redragon Gaming Mouse Denial Of Service
* WordPress Advanced Order Export For WooCommerce 3.1.7 Cross Site Scripting
* WordPress Fitness Calculators 1.9.5 Cross Site Request Forgery
* Backdrop CMS 1.20.0 Cross Site Request Forgery / Command Execution
* Gurock Testrail 7.2.0.3014 Improper Access Control
* Chrome HRTFDatabaseLoader::WaitForLoaderThreadCompletion Data Race
* OpenCats 0.9.4-2 XML Injection
* E-Negosyo System 1.0 Shell Upload
* E-Negosyo System 1.0 SQL Injection
* e107 CMS 2.3.0 Shell Upload
* Online Reviewer System 1.0 Shell Upload
* South Gate Inn Online Reservation System 1.0 Shell Upload / SQL Injection
* Sentry 8.2.0 Remote Code Execution
* Filerun 2021.03.26 Remote Code Execution
* TotalAV 5.15.69 Unquoted Service Path
* Simple Attendance System 1.0 SQL Injection
* Cloudron 6.2 Cross Site Scripting
* ManageEngine OpManager SumPDU Java Deserialization

CXSecurity

* Apartment Visitor Management System (AVMS) 1.0 SQLi to RCE
* Ulfius Web Framework Remote Memory Corruption
* AHSS-PHP 1.0 Cross Site Scripting / SQL Injection
* Atlassian Confluence WebWork OGNL Injection
* Patient Appointment Scheduler System 1.0 Shell Upload
* Usermin 1.820 Remote Code Execution (RCE) (Authenticated)
* Geutebruck Remote Command Execution

https://packetstormsecurity.com/files/164281/CSNC-2021-011.txt
https://packetstormsecurity.com/files/164278/CSNC-2021-010.txt
https://packetstormsecurity.com/files/164274/CSNC-2021-009.txt
https://packetstormsecurity.com/files/164273/smartertoolsst7922-disclose.txt
https://packetstormsecurity.com/files/164268/wp3dprintlite1914-shell.txt
https://packetstormsecurity.com/files/164267/pposs10-sql.txt
https://packetstormsecurity.com/files/164265/pcrmp10-sql.txt
https://packetstormsecurity.com/files/164264/redragongm-dos.txt
https://packetstormsecurity.com/files/164263/wpoefw317-xss.txt
https://packetstormsecurity.com/files/164261/wpfitnesscalaculators195-xsrf.txt
https://packetstormsecurity.com/files/164260/backdropcms1200-xsrf.txt
https://packetstormsecurity.com/files/164270/gt7203014-improper.txt
https://packetstormsecurity.com/files/164259/GS20210922165040.tgz
https://packetstormsecurity.com/files/164253/opencats0942-xml.txt
https://packetstormsecurity.com/files/164251/enegosyosys10-shell.txt
https://packetstormsecurity.com/files/164250/enegosyosys10-sql.txt
https://packetstormsecurity.com/files/164248/e107cms230-shell.txt
https://packetstormsecurity.com/files/164245/ors10-shell.txt
https://packetstormsecurity.com/files/164243/SoutGateInn_RCE.py.txt
https://packetstormsecurity.com/files/164239/sentry820-exec.txt
https://packetstormsecurity.com/files/164238/filerun20210326-exec.txt
https://packetstormsecurity.com/files/164235/totalav51569-unquotedpath.txt
https://packetstormsecurity.com/files/164232/sas10-sql.txt
https://packetstormsecurity.com/files/164255/cloudron62rt-xss.txt
https://packetstormsecurity.com/files/164231/opmanager_sumpdu_deserialization.rb.txt
https://cxsecurity.com/issue/WLB-2021090107
https://cxsecurity.com/issue/WLB-2021090093
https://cxsecurity.com/issue/WLB-2021090083
https://cxsecurity.com/issue/WLB-2021090074
https://cxsecurity.com/issue/WLB-2021090058
https://cxsecurity.com/issue/WLB-2021090048
https://cxsecurity.com/issue/WLB-2021090031


Proof of Concept (PoC) & Exploits

Exploit Database

* [local] Cyberfox Web Browser 52.9.1 - Denial-of-Service (PoC)
* [remote] Cisco small business RV130W 1.0.3.44 - Inject Counterfeit Routers
* [webapps] Library System 1.0 - 'student_id' SQL injection (Authenticated)
* [webapps] WordPress Plugin Wappointment 2.2.4 - Stored Cross-Site Scripting (XSS)
* [local] Ether_MP3_CD_Burner 1.3.8 - Buffer Overflow (SEH)
* [local] Microsoft Windows cmd.exe - Stack Buffer Overflow
* [webapps] Pharmacy Point of Sale System 1.0 - SQLi Authentication BYpass
* [webapps] SmarterTools SmarterTrack 7922 - 'Multiple' Information Disclosure
* [webapps] Police Crime Record Management Project 1.0 - Time Based SQLi
* [webapps] Budget and Expense Tracker System 1.0 - Arbitrary File Upload
* [webapps] WordPress Plugin Fitness Calculators 1.9.5 - Cross-Site Request Forgery (CSRF)
* [webapps] WordPress Plugin Advanced Order Export For WooCommerce 3.1.7 - Reflected Cross-Site Scripti
* [webapps] Backdrop CMS 1.20.0 - 'Multiple' Cross-Site Request Forgery (CSRF)
* [dos] Redragon Gaming Mouse - 'REDRAGON_MOUSE.sys' Denial-Of-Service (PoC)
* [webapps] Wordpress Plugin 3DPrint Lite 1.9.1.4 - Arbitrary File Upload
* [webapps] Gurock Testrail 7.2.0.3014 - 'files.md5' Improper Access Control
* [webapps] Online Reviewer System 1.0 - Remote Code Execution (RCE) (Unauthenticated)
* [webapps] Sentry 8.2.0 - Remote Code Execution (RCE) (Authenticated)
* [webapps] Cloudron 6.2 - 'returnTo ' Cross Site Scripting (Reflected)
* [webapps] OpenCats 0.9.4-2 - 'docx ' XML External Entity Injection (XXE)
* [webapps] e107 CMS 2.3.0 - Remote Code Execution (RCE) (Authenticated)
* [local] TotalAV 5.15.69 - Unquoted Service Path
* [webapps] Filerun 2021.03.26 - Remote Code Execution (RCE) (Authenticated)
* [webapps] Simple Attendance System 1.0 - Unauthenticated Blind SQLi

Exploit Database for offline use

Kali has the Exploit-DB preinstalled and updates the database on a monthly basis.  The tool that they have added is
called "SearchSploit".  This can be installed on Linux, Mac, and Windows.  Using the tool is also quite simple.  In the
command line, type:

user@yourlinux:~$ searchsploit keyword1 keyword2

There is a second tool that uses searchsploit and a few other resources writen by 1N3 called "FindSploit".  It is also a
command line (CLI) tool used to search for exploits, but it also requires online access.

https://www.exploit-db.com/exploits/50336
https://www.exploit-db.com/exploits/50335
https://www.exploit-db.com/exploits/50334
https://www.exploit-db.com/exploits/50333
https://www.exploit-db.com/exploits/50332
https://www.exploit-db.com/exploits/50331
https://www.exploit-db.com/exploits/50329
https://www.exploit-db.com/exploits/50328
https://www.exploit-db.com/exploits/50327
https://www.exploit-db.com/exploits/50326
https://www.exploit-db.com/exploits/50325
https://www.exploit-db.com/exploits/50324
https://www.exploit-db.com/exploits/50323
https://www.exploit-db.com/exploits/50322
https://www.exploit-db.com/exploits/50321
https://www.exploit-db.com/exploits/50320
https://www.exploit-db.com/exploits/50319
https://www.exploit-db.com/exploits/50318
https://www.exploit-db.com/exploits/50317
https://www.exploit-db.com/exploits/50316
https://www.exploit-db.com/exploits/50315
https://www.exploit-db.com/exploits/50314
https://www.exploit-db.com/exploits/50313
https://www.exploit-db.com/exploits/50312
https://www.exploit-db.com/searchsploit
https://github.com/1N3/Findsploit


Latest Hacked Websites

Published on Zone-h.org

Unfortunately, at the time of this report, the Zone-H.org last hacked feed was not availible.



Dark Web News

Darknet Live

Three Charged in $2 Million Unemployment Fraud Scheme
Three California residents allegedly conspired to file fraudulent COVID-19 unemployment benefit claims with stolen
information from the darkweb. (via darknetlive.com)
13 Arrested in Darkweb Child Abuse Case in Italy
Police in Italy arrested 13 suspects as a result of an investigation into a darkweb child abuse forum. (via darknetlive.com)
Two Arrested in German Darkweb Drug Trafficking Case
German police arrested two suspects for allegedly manufacturing and distributing drugs through the darkweb. (via
darknetlive.com)
NL: EncroChat Hack Led to a Spike in Drug Lab Busts
The EncroChat hack resulted in a significant increase in the number of drug labs detected by police in the Netherlands in
2020. (via darknetlive.com)

Dark Web Link

Eastern Europe Sends Additional Crypto To The Dark Web Than Wherever Else
According to research, Eastern Europe contributes the most crypto to the dark web and also provides the most online
traffic to fraudulent sites. According to a report by crypto analytics firm Chainalysis, dark net marketplaces established a
new sales record in 2020, with $1.7 billion worth of cryptocurrencies. According to Chainalysis, Eastern Europe
accounted for [...] The post Eastern Europe Sends Additional Crypto To The Dark Web Than Wherever Else appeared
first on Dark Web Link | Deep web Onion Links | Darknet News. 
AFP To Mark Child Sex Slayers Sharing Abuse Material
As new rules strengthen investigators' ability to identify criminals, child sex slayerswho coach paedophiles over the dark
web on how to harm kids will be targeted by the Australian civic Police. The AFP is issuing a new and unequivocal
warning to offenders today: the AFP will seek to deploy new powers under the Surveillance Legislation [...] The post AFP
To Mark Child Sex Slayers Sharing Abuse Material appeared first on Dark Web Link | Deep web Onion Links | Darknet
News. 
Us Detains Dark Web Moderator
A person from Southern Illinois was sentenced to 12 years and 7 months in federal prison for moderating a website
dedicated to CSAM (child sexual abuse material). In October 2020, a federal grand jury indicted Sparta resident Kory R.
Schulein, 37, on a single count of knowingly obtaining CSAM via the internet. Prosecutors said that [...] The post Us
Detains Dark Web Moderator appeared first on Dark Web Link | Deep web Onion Links | Darknet News. 

https://darknetlive.com/post/three-charged-in-2-million-unemployment-fraud-scheme/
https://darknetlive.com/post/13-arrested-in-darkweb-child-abuse-case-in-italy/
https://darknetlive.com/post/two-arrested-in-german-darkweb-drug-trafficking-case/
https://darknetlive.com/post/encrochat-hack-led-to-a-spike-in-drug-lab-busts-in-the-netherlands/
https://darkweblink.com/crypto-dark-web/?utm_source=rss&utm_medium=rss&utm_campaign=crypto-dark-web
https://darkweblink.com/crypto-dark-web/
https://darkweblink.com
https://darkweblink.com/child-sex-slayers/?utm_source=rss&utm_medium=rss&utm_campaign=child-sex-slayers
https://darkweblink.com/child-sex-slayers/
https://darkweblink.com/child-sex-slayers/
https://darkweblink.com
https://darkweblink.com
https://darkweblink.com/dark-web-moderator/?utm_source=rss&utm_medium=rss&utm_campaign=dark-web-moderator
https://darkweblink.com/dark-web-moderator/
https://darkweblink.com/dark-web-moderator/
https://darkweblink.com


Advisories
US-Cert Alerts & bulletins

* VMware vCenter Server Vulnerability CVE-2021-22005 Under Active Exploit
* Google Releases Security Updates for Chrome
* Apple Releases Security Updates
* Cisco Releases Security Updates for Multiple Products 
* CISA Releases Guidance: IPv6 Considerations for TIC 3.0
* CISA, FBI, and NSA&#8239;Release Joint Cybersecurity Advisory&#8239;on Conti Ransomware&#8239;
* Google Releases Security Updates for Chrome
* NETGEAR Releases Security Updates for RCE Vulnerability
* AA21-265A: Conti Ransomware
* AA21-259A: APT Actors Exploiting Newly Identified Vulnerability in ManageEngine ADSelfService Plus
* Vulnerability Summary for the Week of September 13, 2021
* Vulnerability Summary for the Week of September 6, 2021

Zero Day Initiative Advisories

ZDI-CAN-15320: Apple
A CVSS score 7.8 (AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mickey Jin (@patch1t) of
Trend Micro' was reported to the affected vendor on: 2021-09-24, 3 days ago. The vendor is given until 2022-01-22 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.
ZDI-CAN-15322: Adobe
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-09-24, 3 days ago. The vendor is given until
2022-01-22 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-15072: NIKON
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Tran Van Khang -
khangkito (VinCSS)' was reported to the affected vendor on: 2021-09-24, 3 days ago. The vendor is given until
2022-01-22 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-15166: NIKON
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Tran Van Khang -
khangkito (VinCSS)' was reported to the affected vendor on: 2021-09-24, 3 days ago. The vendor is given until
2022-01-22 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-15321: Adobe
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-09-24, 3 days ago. The vendor is given until

https://us-cert.cisa.gov/ncas/current-activity/2021/09/24/vmware-vcenter-server-vulnerability-cve-2021-22005-under-active
https://us-cert.cisa.gov/ncas/current-activity/2021/09/24/google-releases-security-updates-chrome
https://us-cert.cisa.gov/ncas/current-activity/2021/09/23/apple-releases-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/09/23/cisco-releases-security-updates-multiple-products
https://us-cert.cisa.gov/ncas/current-activity/2021/09/23/cisa-releases-guidance-ipv6-considerations-tic-30
https://us-cert.cisa.gov/ncas/current-activity/2021/09/22/cisa-fbi-and-nsa-release-joint-cybersecurity-advisory-conti
https://us-cert.cisa.gov/ncas/current-activity/2021/09/22/google-releases-security-updates-chrome
https://us-cert.cisa.gov/ncas/current-activity/2021/09/21/netgear-releases-security-updates-rce-vulnerability
https://us-cert.cisa.gov/ncas/alerts/aa21-265a
https://us-cert.cisa.gov/ncas/alerts/aa21-259a
https://us-cert.cisa.gov/ncas/bulletins/sb21-263
https://us-cert.cisa.gov/ncas/bulletins/sb21-256
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2022-01-22 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-15071: NIKON
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Tran Van Khang -
khangkito (VinCSS)' was reported to the affected vendor on: 2021-09-24, 3 days ago. The vendor is given until
2022-01-22 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-15214: NIKON
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Tran Van Khang -
khangkito (VinCSS)' was reported to the affected vendor on: 2021-09-24, 3 days ago. The vendor is given until
2022-01-22 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-15137: Ivanti
A CVSS score 7.5 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N) severity vulnerability discovered by 'chudy' was reported to
the affected vendor on: 2021-09-22, 5 days ago. The vendor is given until 2022-01-20 to publish a fix or workaround.
Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-15168: Ivanti
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'chudy' was reported to
the affected vendor on: 2021-09-22, 5 days ago. The vendor is given until 2022-01-20 to publish a fix or workaround.
Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-15169: Ivanti
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'chudy' was reported to
the affected vendor on: 2021-09-22, 5 days ago. The vendor is given until 2022-01-20 to publish a fix or workaround.
Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-15188: Microsoft
A CVSS score 5.5 (AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N) severity vulnerability discovered by 'namnp' was reported to
the affected vendor on: 2021-09-22, 5 days ago. The vendor is given until 2022-01-20 to publish a fix or workaround.
Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-15217: Ivanti
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'chudy' was reported to
the affected vendor on: 2021-09-22, 5 days ago. The vendor is given until 2022-01-20 to publish a fix or workaround.
Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-15130: Ivanti
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'chudy' was reported to
the affected vendor on: 2021-09-22, 5 days ago. The vendor is given until 2022-01-20 to publish a fix or workaround.
Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-14159: Microsoft
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous' was
reported to the affected vendor on: 2021-09-17, 10 days ago. The vendor is given until 2022-01-15 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-15161: Sante
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Tran Van Khang -
khangkito (VinCSS)' was reported to the affected vendor on: 2021-09-17, 10 days ago. The vendor is given until
2022-01-15 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14160: Microsoft
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous' was
reported to the affected vendor on: 2021-09-17, 10 days ago. The vendor is given until 2022-01-15 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
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ZDI-CAN-14189: Microsoft
A CVSS score 8.8 (AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous' was
reported to the affected vendor on: 2021-09-16, 11 days ago. The vendor is given until 2022-01-14 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-14656: TP-Link
A CVSS score 8.8 (AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Team FLASHBACK:
Pedro Ribeiro (@pedrib1337 | pedrib@gmail.com) + Radek Domanski (@RabbitPro)' was reported to the affected
vendor on: 2021-09-16, 11 days ago. The vendor is given until 2022-01-14 to publish a fix or workaround. Once the
vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-14655: TP-Link
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Team FLASHBACK:
Pedro Ribeiro (@pedrib1337 | pedrib@gmail.com) + Radek Domanski (@RabbitPro)' was reported to the affected
vendor on: 2021-09-16, 11 days ago. The vendor is given until 2022-01-14 to publish a fix or workaround. Once the
vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-15237: Microsoft
A CVSS score 4.4 (AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-09-16, 11 days ago. The
vendor is given until 2022-01-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-15238: Microsoft
A CVSS score 4.4 (AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-09-16, 11 days ago. The
vendor is given until 2022-01-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-15281: Adobe
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-09-15, 12 days ago. The vendor is given until
2022-01-13 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-15279: Adobe
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-09-15, 12 days ago. The vendor is given until
2022-01-13 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-15254: Adobe
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-09-15, 12 days ago. The vendor is given until
2022-01-13 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
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Packet Storm Security - Latest Advisories

Apple Security Advisory 2021-09-23-2
Apple Security Advisory 2021-09-23-2 - Security Update 2021-006 Catalina addresses a code execution vulnerability.
Red Hat Security Advisory 2021-3660-01
Red Hat Security Advisory 2021-3660-01 - Red Hat JBoss Enterprise Application Platform 7 is a platform for Java
applications based on the WildFly application runtime. This release of Red Hat JBoss Enterprise Application Platform
7.4.1 serves as a replacement for Red Hat JBoss Enterprise Application Platform 7.4.0 and includes bug fixes and
enhancements. See the Red Hat JBoss Enterprise Application Platform 7.4.1 Release Notes for information about the
most significant bug fixes and enhancements included in this release. Issues addressed include code execution, cross
site scripting, denial of service, and traversal vulnerabilities.
Apple Security Advisory 2021-09-23-1
Apple Security Advisory 2021-09-23-1 - iOS 12.5.5 addresses code execution, integer overflow, and use-after-free
vulnerabilities.
Red Hat Security Advisory 2021-3658-01
Red Hat Security Advisory 2021-3658-01 - Red Hat JBoss Enterprise Application Platform 7 is a platform for Java
applications based on the WildFly application runtime. This release of Red Hat JBoss Enterprise Application Platform
7.4.1 serves as a replacement for Red Hat JBoss Enterprise Application Platform 7.4.0 and includes bug fixes and
enhancements. See the Red Hat JBoss Enterprise Application Platform 7.4.1 Release Notes for information about the
most significant bug fixes and enhancements included in this release. Issues addressed include code execution, cross
site scripting, denial of service, and traversal vulnerabilities.
Red Hat Security Advisory 2021-3656-01
Red Hat Security Advisory 2021-3656-01 - Red Hat JBoss Enterprise Application Platform 7 is a platform for Java
applications based on the WildFly application runtime. This release of Red Hat JBoss Enterprise Application Platform
7.4.1 serves as a replacement for Red Hat JBoss Enterprise Application Platform 7.4.0 and includes bug fixes and
enhancements. See the Red Hat JBoss Enterprise Application Platform 7.4.1 Release Notes for information about the
most significant bug fixes and enhancements included in this release. Issues addressed include code execution, cross
site scripting, denial of service, and traversal vulnerabilities.
Ubuntu Security Notice USN-5089-2
Ubuntu Security Notice 5089-2 - USN-5089-1 updated ca-certificates. This update provides the corresponding update for
Ubuntu 14.04 ESM and Ubuntu 16.04 ESM. The ca-certificates package contained a CA certificate that will expire on
2021-09-30 and will cause connectivity issues. This update removes the "DST Root CA X3&rdquo; CA. Various other
issues were also addressed.
Ubuntu Security Notice USN-5089-1
Ubuntu Security Notice 5089-1 - The ca-certificates package contained a CA certificate that will expire on 2021-09-30
and will cause connectivity issues. This update removes the "DST Root CA X3&rdquo; CA.
Ubuntu Security Notice USN-5088-1
Ubuntu Security Notice 5088-1 - It was discovered that EDK II incorrectly handled input validation in MdeModulePkg. A
local user could possibly use this issue to cause EDK II to crash, resulting in a denial of service, obtain sensitive
information or execute arbitrary code. Paul Kehrer discovered that OpenSSL used in EDK II incorrectly handled certain
input lengths in EVP functions. An attacker could possibly use this issue to cause EDK II to crash, resulting in a denial of
service. Various other issues were also addressed.
Ubuntu Security Notice USN-5087-1
Ubuntu Security Notice 5087-1 - A large number of security issues were discovered in the WebKitGTK Web and
JavaScript engines. If a user were tricked into viewing a malicious website, a remote attacker could exploit a variety of
issues related to web browser security, including cross-site scripting attacks, denial of service attacks, and arbitrary code
execution.
Ubuntu Security Notice USN-5085-1
Ubuntu Security Notice 5085-1 - It was discovered that SQL parse incorrectly handled certain regular expression. An
attacker could possibly use this issue to cause a denial of service.
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Red Hat Security Advisory 2021-3638-01
Red Hat Security Advisory 2021-3638-01 - Node.js is a software development platform for building fast and scalable
network applications in the JavaScript programming language. Issues addressed include denial of service, information
leakage, out of bounds read, path sanitization, and use-after-free vulnerabilities.
Apple Security Advisory 2021-09-20-10
Apple Security Advisory 2021-09-20-10 - iTunes 12.12 for Windows addresses code execution vulnerabilities.
Ubuntu Security Notice USN-5086-1
Ubuntu Security Notice 5086-1 - Johan Almbladh discovered that the eBPF JIT implementation for IBM s390x systems in
the Linux kernel miscompiled operations in some situations, allowing circumvention of the BPF verifier. A local attacker
could use this to cause a denial of service or possibly execute arbitrary code.
Apple Security Advisory 2021-09-20-9
Apple Security Advisory 2021-09-20-9 - iTunes U 3.8.3 addresses a code execution vulnerability.
Apple Security Advisory 2021-09-20-8
Apple Security Advisory 2021-09-20-8 - Security Update 2021-005 Catalina addresses buffer overflow, bypass, code
execution, denial of service, integer overflow, and out of bounds read vulnerabilities.
Ubuntu Security Notice USN-5073-3
Ubuntu Security Notice 5073-3 - Norbert Slusarek discovered that the CAN broadcast manger protocol implementation in
the Linux kernel did not properly initialize memory in some situations. A local attacker could use this to expose sensitive
information. Murray McAllister discovered that the joystick device interface in the Linux kernel did not properly validate
data passed via an ioctl. A local attacker could use this to cause a denial of service or possibly execute arbitrary code on
systems with a joystick device registered. Various other issues were also addressed.
Apple Security Advisory 2021-09-20-7
Apple Security Advisory 2021-09-20-7 - macOS Big Sur 11.6 addresses buffer overflow, bypass, code execution, denial
of service, integer overflow, out of bounds read, and use-after-free vulnerabilities.
Red Hat Security Advisory 2021-3639-01
Red Hat Security Advisory 2021-3639-01 - Node.js is a software development platform for building fast and scalable
network applications in the JavaScript programming language. Issues addressed include denial of service, information
leakage, out of bounds read, path sanitization, and use-after-free vulnerabilities.
Apple Security Advisory 2021-09-20-6
Apple Security Advisory 2021-09-20-6 - iOS 14.8 and iPadOS 14.8 addresses code execution, denial of service, integer
overflow, and use-after-free vulnerabilities.
Apple Security Advisory 2021-09-20-5
Apple Security Advisory 2021-09-20-5 - Safari 15 addresses code execution vulnerabilities.
Apple Security Advisory 2021-09-20-4
Apple Security Advisory 2021-09-20-4 - Xcode 13 addresses multiple issues in nginx.
Ubuntu Security Notice USN-5071-3
Ubuntu Security Notice 5071-3 - It was discovered that the KVM hypervisor implementation in the Linux kernel did not
properly perform reference counting in some situations, leading to a use-after-free vulnerability. An attacker who could
start and control a VM could possibly use this to expose sensitive information or execute arbitrary code. Murray
McAllister discovered that the joystick device interface in the Linux kernel did not properly validate data passed via an
ioctl. A local attacker could use this to cause a denial of service or possibly execute arbitrary code on systems with a
joystick device registered. Various other issues were also addressed.
Apple Security Advisory 2021-09-20-3
Apple Security Advisory 2021-09-20-3 - tvOS 15 addresses code execution and denial of service vulnerabilities.
Apple Security Advisory 2021-09-20-2
Apple Security Advisory 2021-09-20-2 - watchOS 8 addresses code execution and denial of service vulnerabilities.
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Sponsored Products

CSI Linux: Current Version: 2021.2

Download here.

CSI Linux  is an investigation platform focusing on OSINT, SOCMINT, SIGINT,
 Cyberstalking, Darknet, Cryptocurrency, (Online-Network-Disk) Forensics, 
 Incident Response, & Reverse Engineering/Malware Analysis.

CSI Linux has been rebuilt from the ground up on Ubuntu 20.04 LTS to provide long term support for the backend OS
and has become a powerful Investigation environment that comes in both the traditional Virtual Machine option and a
bootable image that you can install onto an external drive or USB to use as your daily driver or DFIR triage drive.  The
SIEM has been given an evolution boost with capability while being encapsulated into a Docker container
 
 CSI Linux Tutorials:
 
 PDF: Installation Document (CSI Linux Virtual Appliance)
 PDF: Installation Document (CSI Linux Bootable)
 Many more Tutorials can be found HERE

Cyber Secrets

Cyber Secrets is a community revolving around all layers of cybersecurity.  There are now multiple media types being
produced.  We have out video series and the printed media. 
 
 Video Access:
  * Amazon FireTV App - amzn.to/30oiUpE
  * YouTube - youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg

 Printed / Kindle Publications:
  * Cyber Secrets on Amazon - amzn.to/2UuIG9B

https://csilinux.com/download.html
https://csilinux.com/Documents/Setting%20up%20the%20CSI%20Linux%202021.1%20Virtual%20Appliance.pdf
https://csilinux.com/Documents/Setting%20up%20the%20CSI%20Linux%202021.1%20Bootable%20Image.pdf
https://csilinux.com/Tutorials.html
https://amzn.to/30oiUpE
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg
https://amzn.to/2UuIG9B


The Cyber Secrets publications on Amazon

The Cyber Weekl Awareness Report (WAR) is an Open Source Intelligence (AKA OSINT) resource centering around an
array of subjects ranging from Exploits, Advanced Persistent Threat, National Infrastructure, Dark Web, Digital Forensics
& Incident Response (DIFR), and the gambit of digital dangers. 
 
Items that focus on cyber defense and DFIR usually spotlight capabilities in the CSI Linux environment.  If interested in
helping evolve, please let us know.  The Cyber Secrets publications rotates between odd quarters issues focusing on
Blue Team and the even issues on Red Team. 

Other Publications from Information Warfare Center

https://amzn.to/35ixDWv
https://amzn.to/3mWXcUf
https://amzn.to/307EKhP
https://amzn.to/3kKZHqF
https://amzn.to/3j2nyBx
https://amzn.to/3mWWJkX
https://amzn.to/3lkHtwb
https://amzn.to/365GRq6
https://amzn.to/3j1Qk5o
https://amzn.to/36drn3k
https://amzn.to/304jae1


https://www.informationwarfarecenter.com
https://www.cyberqgroup.com

