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July 26, 2021

The Cyber WAR (Weekly Awareness Report) is an Open Source Intelligence AKA OSINT resource focusing on advanced
persistent threats and other digital dangers received by over ten thousand individuals.  APTs fit into a cybercrime category
directed at both business and political targets.  Attack vectors include system compromise, social engineering, and even
traditional espionage.  Included are clickable links to news stories, vulnerabilities, exploits, & other industry risk.

Summary

Internet Storm Center Infocon Status

The intent of the 'Infocon' is to reflect changes in malicious traffic and the possibility of
disrupted connectivity. In particular important is the concept of "Change". Every host
connected to the Internet is subject to some amount of traffic caused by worms and viruses.

Other IWC Publications

  Cyber Secrets books and ebook series can be found

  on Amazon.com at. amzn.to/2UuIG9B 

  Cyber Secrets was originally a video series and 

  is on both YouTube.

  

Just released!!!  Web App Hacking: Carnage & Pwnage 

Interesting News

*  Subscribe to this OSINT resource to recieve it in your inbox.  The Cyber WAR (Weekly Awareness Reports) keep you up
to date with the current cyber threat landscape.

* * Our active Facebook group discusses the gambit of cyber security issues.  Join the Cyber Secrets Facebook group here.

*** CSI Linux 2021.2 has just been released!  Download today! csilinux.com

https://www.informationwarfarecenter.com
https://amzn.to/3Am2f77
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg?sub_confirmation=1
https://amzn.to/3hffb7y
https://comms.informationwarfarecenter.com/?p=subscribe
https://www.facebook.com/groups/cybersecrets/
https://csilinux.com
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Packet Storm Security

* Researchers Find New Attack Vector Against Kubernetes Clusters
* Kaseya Has Acquired The REvil Ransomware Decryption Key
* Israel To Examine Whether Spyware Export Rules Should Be Tightened
* Critical Jira Flaw In Atlassian Could Lead To RCE
* NSO Will No Longer Talk To The Press About Damning Reports
* Long-Awaited Bill Would Force Breach Victims To Contact CISA
* 740 Ransomware Victims Named On Data Leak Sites In Q2 2021
* Saudi Aramco Denies Breach After Hackers Hawk Stolen Files
* NPM Package Steals Passwords Via Chrome's Account Recovery Tool
* Home And Office Routers Come Under Attack By China State Actors, France Warns
* Researchers Hid Malware Inside An AI's Neurons And It Worked Scarily Well
* Fortinet's Security Appliances Hit By Remote Code Exec Vuln
* EU Plans To Make Bitcoin Transfers More Traceable
* MacOS Being Picked Apart By $49 XLoader Data Stealer
* Why Apple's Walled Garden Is No Match For Pegasus Spyware
* TSA Announces New Pipeline Security Order
* Hundreds Of Touchscreen Ticket Machines Hit By Ransomware Attack
* China Denies Being Behind Major Microsoft Hack
* Apple Under Pressure Over iPhone Security After NSO Spyware Claims
* Chinese Hackers Hid Hacked Data In A Donald Trump Picture
* HP Patches Vulnerable Driver Lurking In Printers For 16 Years
* Hackers Got Past Windows Hello By Tricking A Webcam
* Swedish Man Sentenced For Gold-Backed Cryptocurrency Scam
* UK And White House Blame China For Microsoft Exchange Server Hack
* Facebook Catches Iranian Spies Catfishing US Military Targets

Krebs on Security

Unfortunately, at the time of this report, the Krebs resource was not availible.

https://packetstormsecurity.com/news/view/32499/Researchers-Find-New-Attack-Vector-Against-Kubernetes-Clusters.html
https://packetstormsecurity.com/news/view/32498/Kaseya-Has-Acquired-The-REvil-Ransomware-Decryption-Key.html
https://packetstormsecurity.com/news/view/32497/Israel-To-Examine-Whether-Spyware-Export-Rules-Should-Be-Tightened.html
https://packetstormsecurity.com/news/view/32496/Critical-Jira-Flaw-In-Atlassian-Could-Lead-To-RCE.html
https://packetstormsecurity.com/news/view/32495/NSO-Will-No-Longer-Talk-To-The-Press-About-Damning-Reports.html
https://packetstormsecurity.com/news/view/32494/Long-Awaited-Bill-Would-Force-Breach-Victims-To-Contact-CISA.html
https://packetstormsecurity.com/news/view/32493/740-Ransomware-Victims-Named-On-Data-Leak-Sites-In-Q2-2021.html
https://packetstormsecurity.com/news/view/32492/Saudi-Aramco-Denies-Breach-After-Hackers-Hawk-Stolen-Files.html
https://packetstormsecurity.com/news/view/32491/NPM-Package-Steals-Passwords-Via-Chromes-Account-Recovery-Tool.html
https://packetstormsecurity.com/news/view/32490/Home-And-Office-Routers-Come-Under-Attack-By-China-State-Actors-France-Warns.html
https://packetstormsecurity.com/news/view/32489/Researchers-Hid-Malware-Inside-An-AIs-Neurons-And-It-Worked-Scarily-Well.html
https://packetstormsecurity.com/news/view/32488/Fortinets-Security-Appliances-Hit-By-Remote-Code-Exec-Vuln.html
https://packetstormsecurity.com/news/view/32487/EU-Plans-To-Make-Bitcoin-Transfers-More-Traceable.html
https://packetstormsecurity.com/news/view/32486/MacOS-Being-Picked-Apart-By-49-XLoader-Data-Stealer.html
https://packetstormsecurity.com/news/view/32485/Why-Apples-Walled-Garden-Is-No-Match-For-Pegasus-Spyware.html
https://packetstormsecurity.com/news/view/32484/TSA-Announces-New-Pipeline-Security-Order.html
https://packetstormsecurity.com/news/view/32483/Hundreds-Of-Touchscreen-Ticket-Machines-Hit-By-Ransomware-Attack.html
https://packetstormsecurity.com/news/view/32482/China-Denies-Being-Behind-Major-Microsoft-Hack.html
https://packetstormsecurity.com/news/view/32481/Apple-Under-Pressure-Over-iPhone-Security-After-NSO-Spyware-Claims.html
https://packetstormsecurity.com/news/view/32480/Chinese-Hackers-Hid-Hacked-Data-In-A-Donald-Trump-Picture.html
https://packetstormsecurity.com/news/view/32479/HP-Patches-Vulnerable-Driver-Lurking-In-Printers-For-16-Years.html
https://packetstormsecurity.com/news/view/32478/Hackers-Got-Past-Windows-Hello-By-Tricking-A-Webcam.html
https://packetstormsecurity.com/news/view/32477/Swedish-Man-Sentenced-For-Gold-Backed-Cryptocurrency-Scam.html
https://packetstormsecurity.com/news/view/32476/UK-And-White-House-Blame-China-For-Microsoft-Exchange-Server-Hack.html
https://packetstormsecurity.com/news/view/32475/Facebook-Catches-Iranian-Spies-Catfishing-US-Military-Targets.html


Dark Reading

* Biden Administration Responds to Geopolitical Cyber Threats
* 7 Hot Cyber Threat Trends to Expect at Black Hat
* Law Firm for Ford, Pfizer, Exxon Discloses Ransomware Attack
* US Accuses China of Using Criminal Hackers in Cyber Espionage Operations 
* How Gaming Attack Data Aids Defenders Across Industries 
* NSO Group Spyware Used On Journalists & Activists Worldwide
* When Ransomware Comes to (Your) Town
* 7 Ways AI and ML Are Helping and Hurting Cybersecurity
* Breaking Down the Threat of Going All-In With Microsoft Security
* Researchers Create New Approach to Detect Brand Impersonation
* Recent Attacks Lead to Renewed Calls for Banning Ransom Payments
* 4 Future Integrated Circuit Threats to Watch
* How to Attract More Computer Science Grads to the Cybersecurity Field
* Attackers Exploited 4 Zero-Day Flaws in Chrome, Safari & IE
* State Dept. to Pay Up to $10M for Information on Foreign Cyberattacks
* CISA Launches New Website to Aid Ransomware Defenders
* Microsoft: Israeli Firm's Tools Used to Target Activists, Dissidents
* IoT-Specific Malware Infections Jumped 700% Amid Pandemic
* How to Bridge On-Premises and Cloud Identity 
* What to Look for in an Effective Threat Hunter

The Hacker News

* BIMI: A Visual Take on Email Authentication and Security
* How to Mitigate Microsoft Windows 10, 11 SeriousSAM Vulnerability
* Microsoft Warns of LemonDuck Malware Targeting Windows and Linux Systems
* New PetitPotam NTLM Relay Attack Lets Hackers Take Over Windows Domains
* Nasty macOS Malware XCSSET Now Targets Google Chrome, Telegram Software
* Wake up! Identify API Vulnerabilities Proactively, From Production Back to Code
* Dutch Police Arrest Two Hackers Tied to "Fraud Family" Cybercrime Ring
* Kaseya Gets Universal Decryptor to Help REvil Ransomware Victims
* APT Hackers Distributed Android Trojan via Syrian e-Government Portal
* Reduce End-User Password Change Frustrations
* Oracle Warns of Critical Remotely Exploitable Weblogic Server Flaws
* Another Hacker Arrested for 2020 Twitter Hack and Massive Bitcoin Scam
* Malicious NPM Package Caught Stealing Users' Saved Passwords From Browsers
* XLoader Windows InfoStealer Malware Now Upgraded to Attack macOS Systems
* Several New Critical Flaws Affect CODESYS Industrial Automation Software

https://www.darkreading.com/omdia/biden-administration-responds-to-geopolitical-cyber-threats/a/d-id/1341566?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/threat-intelligence/7-hot-cyber-threat-trends-to-expect-at-black-hat/d/d-id/1341564?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/threat-intelligence/law-firm-for-ford-pfizer-exxon-discloses-ransomware-attack/d/d-id/1341556?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/informationweek-home/us-accuses-china-of-using-criminal-hackers-in-cyber-espionage-operations-/d/d-id/1341552?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/theedge/how-gaming-attack-data-aids-defenders-across-industries-/b/d-id/1341526?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/nso-group-spyware-used-on-journalists-and-activists-worldwide/d/d-id/1341551?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/edge/theedge/when-ransomware-comes-to-(your)-town/b/d-id/1341550?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/application-security/7-ways-ai-and-ml-are-helping-and-hurting-cybersecurity/a/d-id/1341498?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/operations/breaking-down-the-threat-of-going-all-in-with-microsoft-security/a/d-id/1341492?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/endpoint/researchers-create-new-approach-to-detect-brand-impersonation/d/d-id/1341549?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/endpoint/recent-attacks-lead-to-renewed-calls-for-banning-ransom-payments/d/d-id/1341548?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/physical-security/4-future-integrated-circuit-threats-to-watch/a/d-id/1341487?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/careers-and-people/how-to-attract-more-computer-science-grads-to-the-cybersecurity-field/d/d-id/1341490?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/attackers-exploited-4-zero-day-flaws-in-chrome-safari-and-ie/d/d-id/1341542?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/state-dept-to-pay-up-to-$10m-for-information-on-foreign-cyberattacks/d/d-id/1341540?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/threat-intelligence/cisa-launches-new-website-to-aid-ransomware-defenders/d/d-id/1341539?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/threat-intelligence/microsoft-israeli-firms-tools-used-to-target-activists-dissidents/d/d-id/1341538?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/endpoint/iot-specific-malware-infections-jumped-700--amid-pandemic/d/d-id/1341537?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/vulnerabilities---threats/how-to-bridge-on-premises-and-cloud-identity-/a/d-id/1341512?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/careers-and-people/what-to-look-for-in-an-effective-threat-hunter/a/d-id/1341491?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
http://feedproxy.google.com/~r/TheHackersNews/~3/ROgjIHmdUVY/bimi-visual-take-on-email.html
http://feedproxy.google.com/~r/TheHackersNews/~3/HfUWu591DT8/how-to-mitigate-microsoft-windows-10-11.html
http://feedproxy.google.com/~r/TheHackersNews/~3/UbLN9-5JQ3k/microsoft-warns-of-lemonduck-malware.html
http://feedproxy.google.com/~r/TheHackersNews/~3/WPJDrP3D6Hw/new-petitpotam-ntlm-relay-attack-lets.html
http://feedproxy.google.com/~r/TheHackersNews/~3/JpdJMObI3dY/nasty-macos-malware-xcsset-now-targets.html
http://feedproxy.google.com/~r/TheHackersNews/~3/GASj_xiB8DA/wake-up-identify-api-vulnerabilities.html
http://feedproxy.google.com/~r/TheHackersNews/~3/W2-VCEVqpzU/dutch-police-arrest-two-hackers-tied-to.html
http://feedproxy.google.com/~r/TheHackersNews/~3/9NF6JpG3KTE/kaseya-gets-universal-decryptor-to-help.html
http://feedproxy.google.com/~r/TheHackersNews/~3/gLX9xr2xUiY/apt-hackers-distributed-android-trojan.html
http://feedproxy.google.com/~r/TheHackersNews/~3/rcOYj6ymYvY/reduce-end-user-password-change.html
http://feedproxy.google.com/~r/TheHackersNews/~3/Zd_2qghHdqs/oracle-warns-of-critical-remotely.html
http://feedproxy.google.com/~r/TheHackersNews/~3/daC7Pxf6UMA/another-hacker-arrested-for-2020.html
http://feedproxy.google.com/~r/TheHackersNews/~3/QyJiz3kF9n4/malicious-npm-package-caught-stealing.html
http://feedproxy.google.com/~r/TheHackersNews/~3/crF48NxsWMo/xloader-windows-infostealer-malware-now.html
http://feedproxy.google.com/~r/TheHackersNews/~3/BnByrOj1RPU/several-new-critical-flaws-affect.html


Security Week

* 'Holy Moly!': Inside Texas' Fight Against a Ransomware Hack
* Leading Threat to Industrial Security is Not What You Think
* GitLab Releases Open Source Tool for Hunting Malicious Code in Dependencies
* Enterprises Warned of New PetitPotam Attack Exposing Windows Domains
* Threat Actors Target Kubernetes Clusters via Argo Workflows
* House Passes Several Critical Infrastructure Cybersecurity Bills
* TikTok fined â‚¬750,000 for Violating Children's Privacy
* Dutch Police Arrest Alleged Member of 'Fraud Family' Cybercrime Gang
* Cyber Risk Management Firm Safe Security Raises $33 Million
* Industrial Cybersecurity Firm SynSaber Launches With $2.5M in Seed Funding
* Estonian Botnet Operator Pleads Guilty in U.S. Court
* Kaseya Obtains Universal Decryptor for Ransomware Attack Victims
* Akamai Software Update Triggers Internet Outages
* Bug Bounty and VDP Platform YesWeHack Raises $18.8 Million
* Atlassian Patches Critical Vulnerability in Jira Data Center Products
* Google Cloud Unveils New SOC, IDS Solutions
* China-Linked APT31 Abuses Hacked Routers in Attacks, France Warns
* iOS Security Update Patches Recently Disclosed Wi-Fi Vulnerability
* CISA Details Malware Used in Attacks Targeting Pulse Secure Devices
* Is Your SecOps Solution Keeping Up?
* Dell Patches Critical Vulnerabilities in OpenManage Enterprise
* UK Man Arrested in Spain, Charged in US With Twitter Hack
* Biden to Meet Next Month With Private Sector on Cyber Issues
* Google Cloud Introduces New Zero Trust Offerings for Government

Infosecurity Magazine

Unfortunately, at the time of this report, the Infosecuroty Magazine resource was not availible.

http://feedproxy.google.com/~r/securityweek/~3/3nQBxGVMXKE/holy-moly-inside-texas-fight-against-ransomware-hack
http://feedproxy.google.com/~r/securityweek/~3/B2AC7V6j7-E/leading-threat-industrial-security-not-what-you-think
http://feedproxy.google.com/~r/securityweek/~3/S3LhvGKgE-E/gitlab-releases-open-source-tool-hunting-malicious-code-dependencies
http://feedproxy.google.com/~r/securityweek/~3/xahkLRAf-PA/enterprises-warned-new-petitpotam-attack-exposing-windows-domains
http://feedproxy.google.com/~r/securityweek/~3/8YQup4vEMfY/threat-actors-target-kubernetes-clusters-argo-workflows
http://feedproxy.google.com/~r/securityweek/~3/1n0HJ2VL4ag/house-passes-several-critical-infrastructure-cybersecurity-bills
http://feedproxy.google.com/~r/securityweek/~3/ec4ogPADchI/tiktok-fined-%E2%82%AC750000-violating-childrens-privacy
http://feedproxy.google.com/~r/securityweek/~3/bKCj36f0Azw/dutch-police-arrest-alleged-member-fraud-family-cybercrime-gang
http://feedproxy.google.com/~r/securityweek/~3/0G8buk1Wml0/cyber-risk-management-firm-safe-security-raises-33-million
http://feedproxy.google.com/~r/securityweek/~3/SSpxGfU-QcQ/industrial-cybersecurity-firm-synsaber-launches-25m-seed-funding
http://feedproxy.google.com/~r/securityweek/~3/w7Vc98QVHS0/estonian-botnet-operator-pleads-guilty-us-court
http://feedproxy.google.com/~r/securityweek/~3/RW0iQ3hQFDc/kaseya-obtains-universal-decryptor-ransomware-attack-victims
http://feedproxy.google.com/~r/securityweek/~3/2MYIt2G1YYw/akamai-software-update-triggers-internet-outages
http://feedproxy.google.com/~r/securityweek/~3/Bu4FZztBU-0/bug-bounty-and-vdp-platform-yeswehack-raises-188-million
http://feedproxy.google.com/~r/securityweek/~3/adg3xCNNCqo/atlassian-patches-critical-vulnerability-jira-data-center-products
http://feedproxy.google.com/~r/securityweek/~3/YhAHNrEKpsc/google-cloud-unveils-new-soc-ids-solutions
http://feedproxy.google.com/~r/securityweek/~3/pf76t2WkXFI/china-linked-apt31-abuses-hacked-routers-attacks-france-warns
http://feedproxy.google.com/~r/securityweek/~3/rRuN538GlfI/ios-security-update-patches-recently-disclosed-wi-fi-vulnerability
http://feedproxy.google.com/~r/securityweek/~3/vfl56scBmp0/cisa-details-malware-used-attacks-targeting-pulse-secure-devices
http://feedproxy.google.com/~r/securityweek/~3/S5ajNGYXsaw/your-secops-solution-keeping
http://feedproxy.google.com/~r/securityweek/~3/ONuOQRFcCvc/dell-patches-critical-vulnerabilities-openmanage-enterprise
http://feedproxy.google.com/~r/securityweek/~3/XXlK4988DJQ/uk-man-arrested-spain-charged-us-twitter-hack
http://feedproxy.google.com/~r/securityweek/~3/TCVo4UBabnY/biden-meet-next-month-private-sector-cyber-issues
http://feedproxy.google.com/~r/securityweek/~3/TV9KmCPBp_4/google-cloud-introduces-new-zero-trust-offerings-government


KnowBe4 Security Awareness Training Blog RSS Feed

* Mission Possible: Turning Compliance Into Tangible Security
* Remote Employees Adopt Bad Cybersecurity Habits While Working from Home
* U.S. State Department Issues a Reward for Information on Foreign Cybercriminals Targeting Critical In
* Updated Ransomware Simulator Now With 23 Latest Infection Scenarios
* Microsoft Takes Down Homoglyph Domains
* [HEADS UP] 2021 Tokyo Olympics Mean Olympic-Themed Phishing Attacks
* Mint Mobile, Porting Numbers, and Identity Theft
* Microsoft Continues to be the Top Impersonated Brand in Phishing Attacks
* The Cost and Impact of Cybercrime Can Now Be Measured in a Single Minute
* CyberheistNews Vol 11 #28 [HEADS UP] Live Phishing Attack Uses New Infection Technique to Deliver Mal

ISC2.org Blog

* The Role of Culture in Compliance
* Malware, Cybercrime and Cloud Security
* Cybersecurity Professionals to Newcomers: Focus on Vendor-Neutral Certifications
* Be The Strongest Link In Your Organization's Supply Chain
* Trending: 4,500+ Cyber Pros Enroll in Free (ISC)2 Ransomware Course in Less Than a Month in Order to 

HackRead

* Defi protocol THORChain loses $8 million in "seemingly whitehat" attack
* Fake Windows 11 installers infecting devices with adware, malware
* Windows Defender update caught removing zip, exe, source code files
* WifiDemon - iPhone Wifi bug exposed devices to remote attacks
* Israeli spyware used in hacking phones of activists, journalists globally
* Misconfigured AWS bucket exposed 421GB of Artwork Archive data
* Google issues patches for Chrome flaw for Windows, Mac and Linux

Koddos

* Defi protocol THORChain loses $8 million in "seemingly whitehat" attack
* Fake Windows 11 installers infecting devices with adware, malware
* Windows Defender update caught removing zip, exe, source code files
* WifiDemon - iPhone Wifi bug exposed devices to remote attacks
* Israeli spyware used in hacking phones of activists, journalists globally
* Misconfigured AWS bucket exposed 421GB of Artwork Archive data
* Google issues patches for Chrome flaw for Windows, Mac and Linux

https://blog.knowbe4.com/mission-possible-turning-compliance-into-tangible-security
https://blog.knowbe4.com/remote-employees-adopt-bad-cybersecurity-habits-while-working-from-home
https://blog.knowbe4.com/u.s.-state-department-issues-a-reward-for-information-on-foreign-cybercriminals-targeting-critical-infrastructure
https://blog.knowbe4.com/updated-ransomware-simulator-now-with-23-latest-infection-scenarios
https://blog.knowbe4.com/microsoft-takes-down-homoglyph-domains
https://blog.knowbe4.com/heads-up-2021-tokyo-olympics-mean-olympic-themed-phishing-attacks
https://blog.knowbe4.com/mint-mobile-porting-numbers-and-identity-theft
https://blog.knowbe4.com/microsoft-continues-to-be-the-top-impersonated-brand-in-phishing-attacks
https://blog.knowbe4.com/the-cost-and-impact-of-cybercrime-can-now-be-measured-in-a-single-minute
https://blog.knowbe4.com/cyberheistnews-vol-11-28-heads-up-live-phishing-attack-uses-new-infection-technique-to-deliver-malware
http://feedproxy.google.com/~r/isc2Blog/~3/f6JUxw3vi4U/the-role-of-culture-in-compliance.html
http://feedproxy.google.com/~r/isc2Blog/~3/aP_knKTZ_P4/malware-cybercrime-and-cloud-security.html
http://feedproxy.google.com/~r/isc2Blog/~3/tW0DnutFwkE/cybersecurity-professionals-to-newcomers.html
http://feedproxy.google.com/~r/isc2Blog/~3/Q_L85lhtBY0/be-the-strongest-link-in-your-organizations-supply-chain.html
http://feedproxy.google.com/~r/isc2Blog/~3/983anbDO_Y8/trending-4500-cyber-pros-enroll.html
https://www.hackread.com/defi-protocol-thorchain-hacked-whitehat-attack/
https://www.hackread.com/fake-windows-11-installers-adware-malware/
https://www.hackread.com/windows-defender-update-zip-exe-source-code-files/
https://www.hackread.com/wifidemon-iphone-wifi-bug-remote-attacks/
https://www.hackread.com/israel-nso-pegasus-spyware-hacking-phones/
https://www.hackread.com/misconfigured-aws-bucket-artwork-archive-data/
https://www.hackread.com/google-patches-chrome-flaw-windows-mac-linux/
https://www.hackread.com/defi-protocol-thorchain-hacked-whitehat-attack/
https://www.hackread.com/fake-windows-11-installers-adware-malware/
https://www.hackread.com/windows-defender-update-zip-exe-source-code-files/
https://www.hackread.com/wifidemon-iphone-wifi-bug-remote-attacks/
https://www.hackread.com/israel-nso-pegasus-spyware-hacking-phones/
https://www.hackread.com/misconfigured-aws-bucket-artwork-archive-data/
https://www.hackread.com/google-patches-chrome-flaw-windows-mac-linux/


Naked Security

* Windows "PetitPotam" network attack - how to protect against it
* US court gets UK Twitter hack suspect arrested in Spain
* S3 Ep42: Viruses, Nightmares, patches, rewards and scammers [Podcast]
* Windows "HiveNightmare" bug could leak passwords - here's what to do!
* Apple iPhone patches are out - no news if recent Wi-Fi bug is fixed
* S3 Ep41: Crashing iPhones, PrintNightmares, and Code Red memories [Podcast]
* More PrintNightmare: "We TOLD you not to turn the Print Spooler back on!"
* Want to earn $10 million? Snitch on a cybercrook!
* The Code Red worm 20 years on - what have we learned?
* Home delivery scams get smarter - don't get caught out

Threat Post

* The True Impact of Ransomware Attacks
* Discord CDN and API Abuses Drive Wave of Malware Detections
* 5 Steps to Improving Ransomware Resiliency
* FIN7's Liquor Lure Compromises Law Firm with Backdoor
* Kaseya Obtains Universal Decryptor for REvil Ransomware
* FBI: Cybercriminals Eyeing Broadcast Disruption at Tokyo Olympics
* Phish Swims Past Email Security With Milanote Pages
* Critical Jira Flaw in Atlassian Could Lead to RCE
* Industrial Networks Exposed Through Cloud-Based Operational Tech
* Apple Issues Urgent iPhone Updates; None for Pegasus Zero-Day

Null-Byte

* These High-Quality Courses Are Only $49.99
* How to Perform Advanced Man-in-the-Middle Attacks with Xerosploit
* The Best-Selling VPN Is Now on Sale
* Unlock Facial Detection & Recognition on the Inexpensive ESP32-Based Wi-Fi Spy Camera
* Learn C# & Start Designing Games & Apps
* How to Set Up a Wi-Fi Spy Camera with an ESP32-CAM
* Get a Jump Start into Cybersecurity with This Bundle
* Hack Networks & Devices Right from Your Wrist with the Wi-Fi Deauther Watch
* This Top-Rated Course Will Make You a Linux Master
* Fingerprint Web Apps & Servers for Better Recon & More Successful Hacks

https://nakedsecurity.sophos.com/2021/07/26/windows-petitpotam-network-attack-how-to-protect-against-it/
https://nakedsecurity.sophos.com/2021/07/23/us-court-gets-uk-twitter-hack-suspect-arrested-in-spain/
https://nakedsecurity.sophos.com/2021/07/22/s3-ep42-viruses-nightmares-patches-rewards-and-scammers-podcast/
https://nakedsecurity.sophos.com/2021/07/21/windows-hivenightmare-bug-could-leak-passwords-heres-what-to-do/
https://nakedsecurity.sophos.com/2021/07/20/apple-iphone-patches-are-out-no-news-if-recent-wi-fi-bug-is-fixed/
https://nakedsecurity.sophos.com/2021/07/19/s3-ep41-crashing-iphones-printnightmares-and-code-red-memories-podcast/
https://nakedsecurity.sophos.com/2021/07/16/more-printnightmare-we-told-you-not-to-turn-the-print-spooler-back-on/
https://nakedsecurity.sophos.com/2021/07/16/want-to-earn-10-million-snitch-on-a-cybercrook/
https://nakedsecurity.sophos.com/2021/07/15/the-code-red-worm-20-years-on-what-have-we-learned/
https://nakedsecurity.sophos.com/2021/07/14/home-delivery-scams-get-smarter-dont-get-caught-out/
https://threatpost.com/true-impact-of-ransomware-attacks/168029/
https://threatpost.com/discord-malware-researchers/168096/
https://threatpost.com/improving-ransomware-resiliency/168091/
https://threatpost.com/fin7s-liquor-lure-law-firm-backdoor/168086/
https://threatpost.com/kaseya-universal-decryptor-revil-ransomware/168070/
https://threatpost.com/fbi-cybercriminals-broadcast-disruption-tokyo-olympics/168063/
https://threatpost.com/phish-email-security-milanote/168021/
https://threatpost.com/atlassian-critical-jira-flaw/168053/
https://threatpost.com/industrial-networks-exposed-cloud-operational-tech/168024/
https://threatpost.com/apple-iphone-pegasus-zero-day/168040/
https://null-byte.wonderhowto.com/how-to/these-high-quality-courses-are-only-49-99-0384714/
https://null-byte.wonderhowto.com/how-to/perform-advanced-man-middle-attacks-with-xerosploit-0384705/
https://null-byte.wonderhowto.com/how-to/best-selling-vpn-is-now-sale-0384691/
https://null-byte.wonderhowto.com/how-to/unlock-facial-detection-recognition-inexpensive-esp32-based-wi-fi-spy-camera-0294952/
https://null-byte.wonderhowto.com/how-to/learn-c-start-designing-games-apps-0384675/
https://null-byte.wonderhowto.com/how-to/set-up-wi-fi-spy-camera-with-esp32-cam-0246590/
https://null-byte.wonderhowto.com/how-to/get-jump-start-into-cybersecurity-with-bundle-0384648/
https://null-byte.wonderhowto.com/how-to/hack-networks-devices-right-from-your-wrist-with-wi-fi-deauther-watch-0296283/
https://null-byte.wonderhowto.com/how-to/top-rated-course-will-make-you-linux-master-0384628/
https://null-byte.wonderhowto.com/how-to/fingerprint-web-apps-servers-for-better-recon-more-successful-hacks-0302807/


IBM Security Intelligence

* How AI Will Transform Data Security
* API Abuse Is a Data Security Issue Here to Stay
* Thriving in Chaos: How Cyber Resilience Works
* This Chat is Being Recorded: Egregor Ransomware Negotiations Uncovered
* Beyond Ransomware: Four Threats Facing Companies Today
* How to Fix the Big Problems With Two-Factor and Multifactor Authentication
* Avoid Blind Spots: Is Your Incident Response Team Cloud Ready?
* How Data Discovery and Zero Trust Can Help Defend Against a Data Breach
* Two (or More) Is Better Than One: Digital Twin Tech for Cybersecurity
* FragAttacks: Everything You Need to Know

InfoWorld

* The uber-importance of docs
* 5 takeaways from recent agile and devops reports
* TypeScript 4.4 brings performance boosts
* SolidJS creator: JavaScript innovation isn't slowing down
* The importance of classifying analytics
* 3 creative ways to obtain cloud talent
* Microsoft sunsets Xamarin toolkit
* "Do More with R" video tutorials
* How to run R in Visual Studio Code
* An introduction to time series forecasting

C4ISRNET - Media for the Intelligence Age Military

* Israel pushes military digital transformation in the age of 'artificial intelligence war'
* Lawmakers want Pentagon to map supply chain risks, cut China products
* Space Force delivers software upgrades to satellite communications system
* Submarine leaders want to tap into JADC2 network without giving away their position
* To afford next-gen combat aircraft, the US Air Force will make cuts to ISR inventory
* National Reconnaissance Office wants a more distributed architecture
* Marines adopt DARPA force design software to build the Corps for future fight
* Path for DARPA tech to become part of military's JADC2 enterprise still unclear
* Planning for a rainy day in space: How America can build a resilient space future
* US Army matures tactical tools for trustworthy data, cyber op action plans

http://feedproxy.google.com/~r/SecurityIntelligence/~3/P5Lk-ogd2nI/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/Mn8UOFUorOc/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/1qCLWDwCKLs/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/-_KptVXw_LQ/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/Y_KmQlds5ck/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/6wgYI8thcU0/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/jkQvPvLrOec/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/PJym_RwnLKI/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/z-PhcOg6M3M/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/HWn1822RYV8/
https://www.infoworld.com/article/3626464/the-uber-importance-of-software-documentation.html#tk.rss_all
https://www.infoworld.com/article/3626460/5-takeaways-from-recent-agile-and-devops-reports.html#tk.rss_all
https://www.infoworld.com/article/3626459/typescript-44-brings-performance-boosts.html#tk.rss_all
https://www.infoworld.com/article/3626348/solidjs-creator-javascript-innovation-isnt-slowing-down.html#tk.rss_all
https://www.infoworld.com/article/3625233/the-importance-of-classifying-analytics.html#tk.rss_all
https://www.infoworld.com/article/3626476/3-creative-ways-to-obtain-cloud-talent.html#tk.rss_all
https://www.infoworld.com/article/3626453/microsoft-sunsets-xamarin-toolkit.html#tk.rss_all
https://www.infoworld.com/article/3411819/do-more-with-r-video-tutorials.html#tk.rss_all
https://www.infoworld.com/article/3625488/how-to-run-r-in-visual-studio-code.html#tk.rss_all
https://www.infoworld.com/article/3622246/an-introduction-to-time-series-forecasting.html#tk.rss_all
http://feedproxy.google.com/~r/c4isrnet/home/~3/oyKb-37z9Xc/
http://feedproxy.google.com/~r/c4isrnet/home/~3/JNcmFgxQ43Y/
http://feedproxy.google.com/~r/c4isrnet/home/~3/uNw_ghgAil8/
http://feedproxy.google.com/~r/c4isrnet/home/~3/oOESNoZmTOY/
http://feedproxy.google.com/~r/c4isrnet/home/~3/gGjxVQYLKG8/
http://feedproxy.google.com/~r/c4isrnet/home/~3/Aa29RPZdt-g/
http://feedproxy.google.com/~r/c4isrnet/home/~3/bLetcDIPCqM/
http://feedproxy.google.com/~r/c4isrnet/home/~3/2vUvawhc3ZM/
http://feedproxy.google.com/~r/c4isrnet/home/~3/NwuizRHtfLY/
http://feedproxy.google.com/~r/c4isrnet/home/~3/P1p6mk2XMmc/


The Hacker Corner

Conferences

* Marketing For Cybersecurity
* Cybersecurity Employment Market
* Cybersecurity Marketing Trends
* Is It Worth Public Speaking?
* Our Guide To Cybersecurity Marketing Campaigns
* How To Choose A Cybersecurity Marketing Agency
* The "New" Conference Concept: The Hybrid
* Best Ways To Market A Conference
* Marketing To Cybersecurity Companies
* Upcoming Black Hat Events (2021)

Google Zero Day Project

* An EPYC escape: Case-study of a KVM breakout
* Fuzzing iOS code on macOS at native speed

Capture the Flag (CTF)

CTF Time has links to a lot of current Capture the Flag competitions and information on past events.  Below is a list if
CTFs they have on thier calendar.

* Crypto CTF 2021
* UIUCTF 2021
* RTLxHA CTF 21
* RaRCTF 2021
* TSG CTF 2021
* BSides Noida CTF
* InCTF 2021
* Really Awesome CTF 2021
* Hacker's Playground 2021
* corCTF 2021

VulnHub Downloadable CTFs for your Cyber Range (Most use VirtualBox)

* HackathonCTF: 2
* Hackable: II
* VulnCMS: 1
* hacksudo: ProximaCentauri
* Tech_Supp0rt: 1

https://infosec-conferences.com/marketing-cybersecurity-services/
https://infosec-conferences.com/cybersecurity-employment-market/
https://infosec-conferences.com/cybersecurity-marketing-trends/
https://infosec-conferences.com/is-it-worth-public-speaking/
https://infosec-conferences.com/guide-to-cybersecurity-marketing-campaigns/
https://infosec-conferences.com/how-to-choose-a-marketing-agency/
https://infosec-conferences.com/hybrid-conference/
https://infosec-conferences.com/best-ways-to-market-a-conference/
https://infosec-conferences.com/cybersecurity-marketing/
https://infosec-conferences.com/upcoming-black-hat-events-2021/
https://googleprojectzero.blogspot.com/2021/06/an-epyc-escape-case-study-of-kvm.html
https://googleprojectzero.blogspot.com/2021/05/fuzzing-ios-code-on-macos-at-native.html
https://ctftime.org/event/1258
https://ctftime.org/event/1372
https://ctftime.org/event/1400
https://ctftime.org/event/1342
https://ctftime.org/event/1351
https://ctftime.org/event/1397
https://ctftime.org/event/1370
https://ctftime.org/event/1354
https://ctftime.org/event/1396
https://ctftime.org/event/1364
http://www.vulnhub.com/entry/hackathonctf_2,714/
http://www.vulnhub.com/entry/hackable_ii,711/
http://www.vulnhub.com/entry/vulncms_1,710/
http://www.vulnhub.com/entry/hacksudo_proximacentauri,709/
http://www.vulnhub.com/entry/tech_supp0rt_1,708/


Tools & Techniques

Packet Storm Security Tools Links

* Logwatch 7.5.6
* Lynis Auditing Tool 3.0.6
* American Fuzzy Lop plus plus 3.14c
* Hashcat Advanced Password Recovery 6.2.3 Source Code
* Hashcat Advanced Password Recovery 6.2.3 Binary Release
* Wireshark Analyzer 3.4.7
* UFONet 1.7
* Global Socket 1.4.33
* Zeek 4.0.3
* Stegano 0.9.9

Kali Linux Tutorials

* Regexploit : Find Regular Expressions Which Are Vulnerable To ReDoS (Regular Expression Denial Of Ser
* Cyberstalkers: How to Protect Yourself
* Data Breaches Aren't Going Away: Everything You Need to Know to Protect Your Business
* Orbitaldump : A Simple Multi-Threaded Distributed SSH Brute-Forcing Tool Written In Python
* ARTIF : An Advanced Real Time Threat Intelligence Framework To Identify Threats And Malicious Web Tra
* JWTweak : Detects The Algorithm Of Input JWT Token And Provide Options To Generate The New JWT Token 
* DNSrr : A Tool Written In Bash, Used To Enumerate All The Juicy Stuff From DNS
* Whisker : A C# Tool For Taking Over Active Directory User And Computer Accounts By Manipulating Their
* The-Bastion : Authentication, Authorization, Traceability And Auditability For SSH Accesses
* DNSStager : Hide Your Payload In DNS

GBHackers Analysis

* Critical Oracle Weblogic Flaw Let Remote Attacker Take Control of The System
* Millions of Printers Worldwide Vulnerable To The 16-Year-Old Bug
* Russian APT Hackers Launched A Mass Global Brute Force Attack to Hack Enterprise & Cloud Networks
* Hackers Use Western Digital My Book Zero-day Vulnerability to Mass-wipe Live Devices
* 5 Key Phases of Ethical Hacking

https://packetstormsecurity.com/files/163654/logwatch-7.5.6.tar.gz
https://packetstormsecurity.com/files/163629/lynis-3.0.6.tar.gz
https://packetstormsecurity.com/files/163549/AFLplusplus-3.14c.tar.gz
https://packetstormsecurity.com/files/163550/hashcat-6.2.3.tar.gz
https://packetstormsecurity.com/files/163551/hashcat-6.2.3.7z
https://packetstormsecurity.com/files/163513/wireshark-3.4.7.tar.xz
https://packetstormsecurity.com/files/163503/ufonet-v1.7.tar.gz
https://packetstormsecurity.com/files/163484/gsocket-1.4.33.tar.gz
https://packetstormsecurity.com/files/163430/zeek-4.0.3.tar.gz
https://packetstormsecurity.com/files/163389/Stegano-0.9.9.tar.gz
https://kalilinuxtutorials.com/regexploit/
https://kalilinuxtutorials.com/cyberstalkers-how-to-protect-yourself/
https://kalilinuxtutorials.com/data-breaches-arent-going-away-everything-you-need-to-know-to-protect-your-business/
https://kalilinuxtutorials.com/orbitaldump/
https://kalilinuxtutorials.com/artif/
https://kalilinuxtutorials.com/jwtweak/
https://kalilinuxtutorials.com/dnsrr/
https://kalilinuxtutorials.com/whisker/
https://kalilinuxtutorials.com/the-bastion-authentication-authorization-traceability-and-auditability-for-ssh-accesses/
https://kalilinuxtutorials.com/dnsstager/
https://gbhackers.com/critical-oracle-weblogic-flaw/
https://gbhackers.com/millions-of-printers-worldwide-vulnerable-to-the-16-year-old-bug/
https://gbhackers.com/a-mass-global-brute-force-attack/
https://gbhackers.com/western-digital-my-book-zero-day-vulnerability/
https://gbhackers.com/5-key-phases-of-ethical-hacking/


Weekly Cyber Security Video and Podcasts

SANS DFIR

*  Getting started in DFIR: Testing 1,2,3
*  DFIR Summit 2021
*  STAR Webcast: Dissecting BadBlood: an Iranian APT Campaign
*  FOR585: Smartphone Forensic Analysis In-Depth

Defcon Conference

*  DEF CON China Party 2021 - Keynote Interview Excerpt - Steve Wozniak, The Dark Tangent
*  DEF CON China Party 2021 - Whispers Among the Stars - James Pavur
*  DEF CON China Party 2021- Wall of Sheep: Hilarious Fails and the Sheep Behind Them - Riverside
*  DEF CON China Party -  Cooper Quintin- Detecting  Fake 4G Base Stations in Real Time

Hak5

*  HakByte: Use Android Studio to Learn Android App Security Part 3
*  A Look at Glytch's Pocket Hardware Hacking Kit
*  HakByte: Use Android Studio to Learn Android App Security Part 2

The PC Security Channel [TPSC]

*  Discord Ransomware
*  Windows 11: Better Security?

Eli the Computer Guy

*  Hacking Introduction
*  eBeggar Wednesday - ALPHA MALE Edition
*  "Easy" Computer Speech Recognition with Azure Cognitive Services and Python
*  How to Become a YouTuber

Security Now

*  REvil Vanishes! - Chrome Zero-Day Vulnerability, iOS WiFi SSID Bug, Patch Tuesday Review
*  REvil's Clever Crypto - Microsoft Fails to Patch PrintNightmare & Sodinokibi Malware's Crypto Design

Troy Hunt

*  Weekly Update 253

Intel Techniques: The Privacy, Security, & OSINT Show

* 226-Personal Ransomware Exposure
* 225-Lessons Learned This Week

https://www.youtube.com/watch?v=pSAW_T_WvME
https://www.youtube.com/watch?v=5uLg1xR3n8E
https://www.youtube.com/watch?v=TilYElMV3_g
https://www.youtube.com/watch?v=YOTZO_0U8Ls
https://www.youtube.com/watch?v=y16QQilQGsg
https://www.youtube.com/watch?v=90_4kKpgFuw
https://www.youtube.com/watch?v=4ZabsNgMHCM
https://www.youtube.com/watch?v=q68V-s12RKE
https://www.youtube.com/watch?v=kYd3HOVBcSk
https://www.youtube.com/watch?v=GI9eWmk54ro
https://www.youtube.com/watch?v=kMEU2oHpjds
https://www.youtube.com/watch?v=yRvofOgIRrM
https://www.youtube.com/watch?v=GwXlaZ_U8Ns
https://www.youtube.com/watch?v=oCTfScItu_8
https://www.youtube.com/watch?v=aicksOSUrHY
https://www.youtube.com/watch?v=Ninm-0fMkQo
https://www.youtube.com/watch?v=RpBlI0XVQsI
https://www.youtube.com/watch?v=_XxS5QgDLSY
https://www.youtube.com/watch?v=s1yRwe30u1w
https://www.youtube.com/watch?v=1prAdBK0MVY
https://soundcloud.com/user-98066669/226-personal-ransomware-exposure
https://soundcloud.com/user-98066669/225-lessons-learned-this-week


Trend Micro Anti-Malware Blog

* Our New Blog
* How Unsecure gRPC Implementations Can Compromise APIs, Applications
* XCSSET Mac Malware: Infects Xcode Projects, Performs UXSS Attack on Safari, Other Browsers, Leverages
* August Patch Tuesday Fixes Critical IE, Important Windows Vulnerabilities Exploited in the Wild
* Water Nue Phishing Campaign Targets C-Suite's Office 365 Accounts
* Mirai Botnet Exploit Weaponized to Attack IoT Devices via CVE-2020-5902
* Ensiko: A Webshell With Ransomware Capabilities
* Updates on ThiefQuest, the Quickly-Evolving macOS Malware
* Patch Tuesday: Fixes for 'Wormable' Windows DNS Server RCE, SharePoint Flaws
* New Mirai Variant Expands Arsenal, Exploits CVE-2020-10173

RiskIQ

* Taking a Closer Look at a Malicious Infrastructure Mogul
* Joining Microsoft is the Next Stage of the RiskIQ Journey
* Here's How Much Threat Activity is in Each Internet Minute
* Media Land: Bulletproof Hosting Provider is a Playground for Threat Actors
* Bit2check: Stolen Card Validation Service Illuminates A New Corner of the Skimming Ecosystem
* Microsoft Exchange is a Global Vulnerability. Patching Efforts Reveal Regional Inconsistencies 
* The Sysrv-hello Cryptojacking Botnet: Here's What's New
* This is How Your Attack Surface May Be Larger and More Exposed Than You Think
* MobileInter: A Popular Magecart Skimmer Redesigned For Your Phone
* DarkSide is Standing Down, But Its Affiliates Live On

FireEye

* Metasploit Wrap-Up
* What's New in InsightAppSec and tCell: Q2 2021 in Review
* [Security Nation] Brian Honan on creating Ireland's first CERT
* Microsoft SAM File Readability CVE-2021-36934: What You Need to Know
* Grow Your Career at Rapid7: North America Sales
* [The Lost Bots] Episode 1: External Threat Intelligence
* Rapid7 + XDR: Security that Moves as Fast as Your Business
* Rapid7 Acquires IntSights to Tackle the Expanding Threat Landscape
* Accelerating SecOps and Emergent Threat Response with the Insight Platform
* What's New in InsightVM: Q2 2021 in Review

http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/VLocAlEC6aw/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/yLGs0iLtVzA/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/HNag3mvlKiE/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/2Qegk0Ftsyo/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/sYOKqRcxgP8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/oQLXrWZw9F8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/sovwOLjfjZ8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/AQ9zdc6koag/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/IutV__qeMMo/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/XoGWlJFSQG8/
https://www.riskiq.com/blog/external-threat-management/malicious-infrastructure-mogul/
https://www.riskiq.com/blog/external-threat-management/riskiq-joins-microsoft-team/
https://www.riskiq.com/blog/external-threat-management/2021-evil-internet-minute/
https://www.riskiq.com/blog/external-threat-management/media-land-bulletproof-hosting-provider-is-a-playground-for-threat-actors/
https://www.riskiq.com/blog/external-threat-management/bit2check/
https://www.riskiq.com/blog/external-threat-management/microsoft-exchange-regional-patching/
https://www.riskiq.com/blog/external-threat-management/sysrv-hello-cryptojacking-botnet/
https://www.riskiq.com/blog/external-threat-management/attack-surface-exposed/
https://www.riskiq.com/blog/external-threat-management/mobile-inter/
https://www.riskiq.com/blog/external-threat-management/darkside-affiliates/
https://blog.rapid7.com/2021/07/23/metasploit-wrap-up-122/
https://blog.rapid7.com/2021/07/21/whats-new-in-insightappsec-q2-2021-in-review/
https://blog.rapid7.com/2021/07/21/security-nation-brian-honan/
https://blog.rapid7.com/2021/07/21/microsoft-sam-file-readability-cve-2021-36934-what-you-need-to-know/
https://blog.rapid7.com/2021/07/21/grow-your-career-at-rapid7-north-america-sales/
https://blog.rapid7.com/2021/07/19/lost-bots-vlog/
https://blog.rapid7.com/2021/07/19/extended-detection-response/
https://blog.rapid7.com/2021/07/19/rapid7-acquires-intsights/
https://blog.rapid7.com/2021/07/19/insight-platform-and-extended-detection-response/
https://blog.rapid7.com/2021/07/16/insightvm-release-roundup-q2-2021/


Proof of Concept (PoC) & Exploits

Packet Storm Security

* ElasticSearch 7.13.3 Memory Disclosure
* Microsoft SharePoint Server 2019 Remote Code Execution
* WordPress Simple Post 1.1 Cross Site Scripting
* Sage X3 Administration Service Authentication Bypass / Command Execution
* WordPress Backup Guard Authenticated Remote Code Execution
* Sequoia: A Deep Root In Linux's Filesystem Layer
* Ampache 4.4.2 Cross Site Scripting
* CSZ CMS 1.2.9 Arbitrary File Deletion
* News Portal Project 3.1 SQL Injection
* Online Shopping Portal 3.1 SQL Injection
* Vehicle Parking Management System 1.0 SQL Injection
* Vehicle Parking Management System 1.0 Cross Site Scripting
* KevinLAB BEMS 1.0 Authenticated File Path Traversal / Information Disclosure
* KevinLAB BEMS 1.0 Unauthenticated SQL Injection / Authentication Bypass
* KevinLAB BEMS 1.0 Undocumented Backdoor Account
* Dell OpenManage Enterprise Hardcoded Credentails / Privilege Escalation / Deserialization
* Microsoft Windows WFP Default Rules AppContainer Capability Bypass Privilege Escalation
* Webmin 1.973 Cross Site Request Forgery
* WordPress KN Fix Your Title 1.0.1 Cross Site Scripting
* Backdoor.Win32.IRCBot.gen Remote Command Execution
* WordPress Mimetic Books 0.2.13 Cross Site Scripting
* Trojan-Spy.Win32.SpyEyes.hqd Insecure Permissions
* Trojan-Spy.Win32.SpyEyes.abdb Insecure Permissions
* Dolibarr ERP/CRM 10.0.6 Login Brute Forcer
* Backdoor.Win32.Agent.bjev Insecure Permissions

CXSecurity

* Linux Kernel 2.6.19 
* Microsoft SharePoint Server 2019 Remote Code Execution (2)
* ElasticSearch 7.13.3 Memory Disclosure
* Sage X3 Administration Service Authentication Bypass / Command Execution
* Dell OpenManage Enterprise Hardcoded Credentails / Privilege Escalation / Deserialization
* Linux Kernel Netfilter Heap Out-Of-Bounds Write
* ForgeRock Access Manager/OpenAM 14.6.3 Remote Code Execution

https://packetstormsecurity.com/files/163648/elasticsearch7133-disclose.txt
https://packetstormsecurity.com/files/163644/mssharepointserver2019-exec.txt
https://packetstormsecurity.com/files/163641/wpsimplepost11-xss.txt
https://packetstormsecurity.com/files/163624/x3_adxsrv_auth_bypass_cmd_exec.rb.txt
https://packetstormsecurity.com/files/163623/wp_plugin_backup_guard_rce.rb.txt
https://packetstormsecurity.com/files/163621/sequoia-local-privilege-escalation-linux.txt
https://packetstormsecurity.com/files/163620/NS-21-003.txt
https://packetstormsecurity.com/files/163576/cszcms129-filedelete.txt
https://packetstormsecurity.com/files/163575/npp31-sql.txt
https://packetstormsecurity.com/files/163574/osp31-sql.txt
https://packetstormsecurity.com/files/163626/vpms10tb-sql.txt
https://packetstormsecurity.com/files/163625/vpms10av-xss.txt
https://packetstormsecurity.com/files/163573/ZSL-2021-5656.txt
https://packetstormsecurity.com/files/163572/ZSL-2021-5655.txt
https://packetstormsecurity.com/files/163571/ZSL-2021-5654.txt
https://packetstormsecurity.com/files/163570/dellome-hardcodedescalate.txt
https://packetstormsecurity.com/files/163561/GS20210720143742.tgz
https://packetstormsecurity.com/files/163559/webmin1973-xsrfexec.txt
https://packetstormsecurity.com/files/163555/wpknfixyourtitle101-xss.txt
https://packetstormsecurity.com/files/163547/MVID-2021-0300.txt
https://packetstormsecurity.com/files/163546/wpmimeticbooks0213-xss.txt
https://packetstormsecurity.com/files/163545/MVID-2021-0299.txt
https://packetstormsecurity.com/files/163542/MVID-2021-0298.txt
https://packetstormsecurity.com/files/163541/dolibarrerp1006-brute.txt
https://packetstormsecurity.com/files/163540/MVID-2021-0297.txt
https://cxsecurity.com/issue/WLB-2021070136
https://cxsecurity.com/issue/WLB-2021070136
https://cxsecurity.com/issue/WLB-2021070135
https://cxsecurity.com/issue/WLB-2021070134
https://cxsecurity.com/issue/WLB-2021070131
https://cxsecurity.com/issue/WLB-2021070121
https://cxsecurity.com/issue/WLB-2021070103
https://cxsecurity.com/issue/WLB-2021070099


Proof of Concept (PoC) & Exploits

Exploit Database

* [webapps] XOS Shop 1.0.9 - 'Multiple' Arbitrary File Deletion (Authenticated)
* [webapps] NoteBurner 2.35 - Denial Of Service (DoS) (PoC)
* [dos] Leawo Prof. Media 11.0.0.1 - Denial of Service (DoS) (PoC)
* [webapps] Elasticsearch ECE 7.13.3 - Anonymous Database Dump
* [webapps] Microsoft SharePoint Server 2019 - Remote Code Execution (2)
* [webapps] WordPress Plugin Simple Post 1.1 - 'Text field' Stored Cross-Site Scripting (XSS)
* [webapps] ElasticSearch 7.13.3 - Memory disclosure
* [webapps] CSZ CMS 1.2.9 - 'Multiple' Arbitrary File Deletion
* [webapps] KevinLAB BEMS 1.0 - File Path Traversal Information Disclosure (Authenticated)
* [webapps] KevinLAB BEMS 1.0 - Unauthenticated SQL Injection / Authentication Bypass
* [remote] KevinLAB BEMS 1.0 - Undocumented Backdoor Account
* [webapps] Webmin 1.973 - 'run.cgi' Cross-Site Request Forgery (CSRF)
* [webapps] WordPress Plugin KN Fix Your Title 1.0.1 - 'Separator' Stored Cross-Site Scripting (XSS)
* [webapps] PEEL Shopping 9.3.0 - 'id' Time-based SQL Injection
* [webapps] Dolibarr ERP/CRM 10.0.6 - Login Brute Force
* [webapps] WordPress Plugin Mimetic Books 0.2.13 - 'Default Publisher ID field' Stored Cross-Site Scri
* [webapps] WordPress Plugin LearnPress 3.2.6.8 - Privilege Escalation
* [webapps] WordPress Plugin LearnPress 3.2.6.7 - 'current_items' SQL Injection (Authenticated)
* [remote] Aruba Instant (IAP) - Remote Code Execution
* [local] Linux Kernel 2.6.19 
* [remote] Aruba Instant 8.7.1.0 - Arbitrary File Modification
* [webapps] Seagate BlackArmor NAS sg2000-2000.1331 - Command Injection
* [webapps] ForgeRock Access Manager/OpenAM 14.6.3 - Remote Code Execution (RCE) (Unauthenticated)
* [local] Argus Surveillance DVR 4.0 - Weak Password Encryption

Exploit Database for offline use

Kali has the Exploit-DB preinstalled and updates the database on a monthly basis.  The tool that they have added is
called "SearchSploit".  This can be installed on Linux, Mac, and Windows.  Using the tool is also quite simple.  In the
command line, type:

user@yourlinux:~$ searchsploit keyword1 keyword2

There is a second tool that uses searchsploit and a few other resources writen by 1N3 called "FindSploit".  It is also a
command line (CLI) tool used to search for exploits, but it also requires online access.

https://www.exploit-db.com/exploits/50155
https://www.exploit-db.com/exploits/50154
https://www.exploit-db.com/exploits/50153
https://www.exploit-db.com/exploits/50152
https://www.exploit-db.com/exploits/50151
https://www.exploit-db.com/exploits/50150
https://www.exploit-db.com/exploits/50149
https://www.exploit-db.com/exploits/50148
https://www.exploit-db.com/exploits/50147
https://www.exploit-db.com/exploits/50146
https://www.exploit-db.com/exploits/50145
https://www.exploit-db.com/exploits/50144
https://www.exploit-db.com/exploits/50143
https://www.exploit-db.com/exploits/50142
https://www.exploit-db.com/exploits/50140
https://www.exploit-db.com/exploits/50139
https://www.exploit-db.com/exploits/50138
https://www.exploit-db.com/exploits/50137
https://www.exploit-db.com/exploits/50136
https://www.exploit-db.com/exploits/50135
https://www.exploit-db.com/exploits/50135
https://www.exploit-db.com/exploits/50133
https://www.exploit-db.com/exploits/50132
https://www.exploit-db.com/exploits/50131
https://www.exploit-db.com/exploits/50130
https://www.exploit-db.com/searchsploit
https://github.com/1N3/Findsploit


Latest Hacked Websites

Published on Zone-h.org

Unfortunately, at the time of this report, the Zone-H.org last hacked feed was not availible.



Dark Web News

Darknet Live

Ethereum Dev Violated Bail Conditions by Signing into Coinbase
Former Ethereum Foundation member Virgil Griffith has been taken into custody after violating the terms of his bail by
signing into his Coinbase account. (via darknetlive.com)
Jury Convicts "XanaxKing2" of Selling Fentanyl Analogues
A jury convicted a California man of conspiring and manufacturing and distributing fentanyl pills through the darkweb. (via
darknetlive.com)
Student Sentenced for Reselling Drugs Sourced on the Darkweb
A student at the University of Chester was sentenced to prison for buying drugs on the darkweb and selling them locally.
(via darknetlive.com)
Dream Vendor "FatSam" Avoids Prison in Drug Case
A judge in the U.K. sentenced a Dream Market vendor to time served and community service instead of time behind
bars. (via darknetlive.com)

Dark Web Link

Crypto Short & Long: Crypto Needs Extra Than Vc Interest
Correcting misconceptions about institutional interest in crypto and why Circle's IPO could bring more regulatory clarity to
stable coins in the United States. So the consumer price index finally showed signs of inflation this week. And it came in
hot, with year-over-year inflation in the United States hitting 5.4 percent, well above the Federal Reserve's [...] The post 
Crypto Short & Long: Crypto Needs Extra Than Vc Interest appeared first on Dark Web Link | Deep web Onion Links |
Darknet News. 
Does Bitcoin Have The Scope To Exchange Traditional Currencies?
Let's take a look at why Bitcoin will prosper as a real currency. The first is that it is independent of any central entity in
terms of maintaining its value, being regulated, or being accepted by others. Bitcoin's security is based solely on math
and cryptography, allowing users to maintain complete control over their funds [...] The post Does Bitcoin Have The
Scope To Exchange Traditional Currencies? appeared first on Dark Web Link | Deep web Onion Links | Darknet News. 
Profiteering, Fraud, Discrimination - Jackson Palmer, Dogecoin Co-Founder Discloses Dark Side Of Cryptocurrency
Jackson Palmer, co-founder of Dogecoin,knocked the cryptocurrency industry and stated that he would no longer
participate in it. In a series of tweets, he explained his decision, calling cryptocurrency &#8220;an
integrallyhyper-capitalistic, right-wing, technology.&#8221; It's &#8220;built primarily to intensify the wealth of its
supporters through a mixture of tax avoidance, reduced controlling oversight, and enforced scarcity [...] The post 
Profiteering, Fraud, Discrimination &mdash; Jackson Palmer, Dogecoin Co-Founder Discloses Dark Side Of
Cryptocurrency appeared first on Dark Web Link | Deep web Onion Links | Darknet News. 

https://darknetlive.com/post/ethereum-dev-violated-bail-conditions-by-signing-into-coinbase/
https://darknetlive.com/post/xanaxking2-convicted-by-a-jury-in-california/
https://darknetlive.com/post/student-sentenced-for-reselling-drugs-sourced-on-the-darkweb/
https://darknetlive.com/post/dream-vendor-fatsam-avoids-prison-in-prescription-drug-case/
https://darkweblink.com/crypto-short-long/?utm_source=rss&utm_medium=rss&utm_campaign=crypto-short-long
https://darkweblink.com/crypto-short-long/
https://darkweblink.com
https://darkweblink.com
https://darkweblink.com/bitcoin-traditional-currencies/?utm_source=rss&utm_medium=rss&utm_campaign=bitcoin-traditional-currencies
https://darkweblink.com/bitcoin-traditional-currencies/
https://darkweblink.com/bitcoin-traditional-currencies/
https://darkweblink.com
https://darkweblink.com/dark-side-of-cryptocurrency/?utm_source=rss&utm_medium=rss&utm_campaign=dark-side-of-cryptocurrency
https://darkweblink.com/dark-side-of-cryptocurrency/
https://darkweblink.com/dark-side-of-cryptocurrency/
https://darkweblink.com


Advisories
US-Cert Alerts & bulletins

* &#8239;Cisco Releases Security Updates
* Drupal Releases Security Updates 
* 2021 CWE Top 25 Most Dangerous Software Weaknesses
* Malware Targeting Pulse Secure Devices
* Adobe Releases Security Updates for Multiple&#8239;Products&#8239;
* Apple Releases Security Updates
* Google Releases Security Updates for Chrome
* Significant Historical Cyber-Intrusion Campaigns Targeting ICS
* AA21-201A: Chinese Gas Pipeline Intrusion Campaign, 2011 to 2013 
* AA21-200B: Chinese State-Sponsored Cyber Operations: Observed TTPs
* Vulnerability Summary for the Week of July 12, 2021
* Vulnerability Summary for the Week of July 5, 2021

Zero Day Initiative Advisories

ZDI-CAN-14486: Oracle
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-14396: Foxit
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'ZhangJiaxing(@r0fm1a)
from Codesafe Team of Legendsec at Qi'anxin Group' was reported to the affected vendor on: 2021-07-23, 3 days ago.
The vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we
will coordinate the release of a public advisory.
ZDI-CAN-14206: Oracle
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous' was
reported to the affected vendor on: 2021-07-23, 3 days ago. The vendor is given until 2021-11-20 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-14458: Oracle
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous' was
reported to the affected vendor on: 2021-07-23, 3 days ago. The vendor is given until 2021-11-20 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-14222: Oracle
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous' was
reported to the affected vendor on: 2021-07-23, 3 days ago. The vendor is given until 2021-11-20 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-14272: Foxit

https://us-cert.cisa.gov/ncas/current-activity/2021/07/22/cisco-releases-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/07/22/drupal-releases-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/07/21/2021-cwe-top-25-most-dangerous-software-weaknesses
https://us-cert.cisa.gov/ncas/current-activity/2021/07/21/malware-targeting-pulse-secure-devices
https://us-cert.cisa.gov/ncas/current-activity/2021/07/21/adobe-releases-security-updates-multiple-products
https://us-cert.cisa.gov/ncas/current-activity/2021/07/21/apple-releases-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/07/21/google-releases-security-updates-chrome
https://us-cert.cisa.gov/ncas/current-activity/2021/07/20/significant-historical-cyber-intrusion-campaigns-targeting-ics
https://us-cert.cisa.gov/ncas/alerts/aa21-201a
https://us-cert.cisa.gov/ncas/alerts/aa21-200b
https://us-cert.cisa.gov/ncas/bulletins/sb21-200
https://us-cert.cisa.gov/ncas/bulletins/sb21-193
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/


A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'ZhangJiaxing(@r0fm1a)
from Codesafe Team of Legendsec at Qi'anxin Group' was reported to the affected vendor on: 2021-07-23, 3 days ago.
The vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we
will coordinate the release of a public advisory.
ZDI-CAN-14496: Oracle
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-14497: Oracle
A CVSS score 6.5 (AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:L) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-14491: Oracle
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-14521: Oracle
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-14502: Oracle
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-14506: Oracle
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-14494: Oracle
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-14487: Oracle
A CVSS score 6.5 (AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:L) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-14509: Oracle
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
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ZDI-CAN-14523: Oracle
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-14493: Oracle
A CVSS score 6.5 (AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:L) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-14490: Oracle
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-14524: Oracle
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-14492: Oracle
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-14501: Oracle
A CVSS score 6.5 (AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:L) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-14507: Oracle
A CVSS score 6.5 (AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:L) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-14489: Oracle
A CVSS score 6.5 (AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:L) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-14505: Oracle
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Lucas Leong
(@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-23, 3 days ago. The
vendor is given until 2021-11-20 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
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Packet Storm Security - Latest Advisories

Apple Security Advisory 2021-07-21-6
Apple Security Advisory 2021-07-21-6 - tvOS 14.7 addresses buffer overflow, bypass, code execution, integer overflow,
out of bounds read, out of bounds write, and use-after-free vulnerabilities.
Apple Security Advisory 2021-07-21-5
Apple Security Advisory 2021-07-21-5 - watchOS 7.6 addresses buffer overflow, bypass, code execution, integer
overflow, out of bounds read, out of bounds write, and use-after-free vulnerabilities.
Apple Security Advisory 2021-07-21-4
Apple Security Advisory 2021-07-21-4 - Security Update 2021-005 Mojave addresses code execution, double free,
information leakage, integer overflow, out of bounds read, and out of bounds write vulnerabilities.
Apple Security Advisory 2021-07-21-3
Apple Security Advisory 2021-07-21-3 - Security Update 2021-004 Catalina addresses buffer overflow, code execution,
double free, information leakage, integer overflow, out of bounds read, and out of bounds write vulnerabilities.
Apple Security Advisory 2021-07-21-2
Apple Security Advisory 2021-07-21-2 - macOS Big Sur 11.5 addresses buffer overflow, bypass, code execution,
information leakage, integer overflow, out of bounds read, out of bounds write, and use-after-free vulnerabilities.
Apple Security Advisory 2021-07-21-1
Apple Security Advisory 2021-07-21-1 - iOS 14.7 and iPadOS 14.7 addresses buffer overflow, bypass, code execution,
integer overflow, out of bounds read, out of bounds write, and use-after-free vulnerabilities.
Gentoo Linux Security Advisory 202107-52
Gentoo Linux Security Advisory 202107-52 - Multiple vulnerabilities have been found in Apache Velocity, the worst of
which could result in the arbitrary execution of code. Versions less than 2.3 are affected.
Gentoo Linux Security Advisory 202107-51
Gentoo Linux Security Advisory 202107-51 - Multiple vulnerabilities have been found in IcedTeaWeb, the worst of which
could result in the arbitrary execution of code. Versions less than 1.8.4-r1 are affected.
Asterisk Project Security Advisory - AST-2021-009
Depending on the timing, it is possible for Asterisk to crash when using a TLS connection if the underlying socket
parent/listener gets destroyed during the handshake.
Asterisk Project Security Advisory - AST-2021-008
If the IAX2 channel driver receives a packet that contains an unsupported media format it can cause a crash to occur in
Asterisk.
Asterisk Project Security Advisory - AST-2021-007
When Asterisk receives a re-INVITE without SDP after having sent a BYE request a crash will occur. This occurs due to
the Asterisk channel no longer being present while code assumes it is.
Ubuntu Security Notice USN-5021-1
Ubuntu Security Notice 5021-1 - Harry Sintonen and Tomas Hoger discovered that curl incorrectly handled TELNET
connections when the -t option was used on the command line. Uninitialized data possibly containing sensitive
information could be sent to the remote server, contrary to expectations. Harry Sintonen discovered that curl incorrectly
reused connections in the connection pool. This could result in curl reusing the wrong connections. Various other issues
were also addressed.
Red Hat Security Advisory 2021-2866-01
Red Hat Security Advisory 2021-2866-01 - The ovirt-engine package provides the Red Hat Virtualization Manager, a
centralized management platform that allows system administrators to view and manage virtual machines. The Manager
provides a comprehensive range of features including search capabilities, resource management, live migrations, and
virtual infrastructure provisioning. The ovirt-ansible-hosted-engine-setup package provides an Ansible role for deploying
Red Hat Virtualization Hosted-Engine. 
Red Hat Security Advisory 2021-2865-01
Red Hat Security Advisory 2021-2865-01 - The ovirt-engine package provides the manager for virtualization
environments. This manager enables admins to define hosts and networks, as well as to add storage, create VMs and
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manage user permissions. Issues addressed include code execution and denial of service vulnerabilities.
Red Hat Security Advisory 2021-2736-01
Red Hat Security Advisory 2021-2736-01 - The redhat-virtualization-host packages provide the Red Hat Virtualization
Host. These packages include redhat-release-virtualization-host, ovirt-node, and rhev-hypervisor. Red Hat Virtualization
Hosts are installed using a special build of Red Hat Enterprise Linux with only the packages required to host virtual
machines. RHVH features a Cockpit user interface for monitoring the host's resources and performing administrative
tasks. The redhat-virtualization-host packages provide the Red Hat Virtualization Host. These packages include
redhat-release-virtualization-host, ovirt-node, and rhev-hypervisor. Red Hat Virtualization Hosts are installed using a
special build of Red Hat Enterprise Linux with only the packages required to host virtual machines. RHVH features a
Cockpit user interface for monitoring the host's resources and performing administrative tasks. Issues addressed include
a use-after-free vulnerability.
Red Hat Security Advisory 2021-2779-01
Red Hat Security Advisory 2021-2779-01 - The OpenJDK 11 packages provide the OpenJDK 11 Java Runtime
Environment and the OpenJDK 11 Java Software Development Kit. This release of the Red Hat build of OpenJDK 11 for
Windows serves as a replacement for the Red Hat build of OpenJDK 11 and includes security and bug fixes, and
enhancements. For further information, refer to the release notes linked to in the References section. 
Red Hat Security Advisory 2021-2780-01
Red Hat Security Advisory 2021-2780-01 - The OpenJDK 11 packages provide the OpenJDK 11 Java Runtime
Environment and the OpenJDK 11 Java Software Development Kit. This release of the Red Hat build of OpenJDK 11 for
portable Linux serves as a replacement for the Red Hat build of OpenJDK 11 and includes security and bug fixes, and
enhancements. For further information, refer to the release notes linked to in the References section. 
Red Hat Security Advisory 2021-2777-01
Red Hat Security Advisory 2021-2777-01 - The OpenJDK 8 packages provide the OpenJDK 8 Java Runtime
Environment and the OpenJDK 8 Java Software Development Kit. This release of the Red Hat build of OpenJDK 8 for
Windows serves as a replacement for the Red Hat build of OpenJDK 8 and includes security and bug fixes, and
enhancements. For further information, refer to the release notes linked to in the References section. 
Red Hat Security Advisory 2021-2778-01
Red Hat Security Advisory 2021-2778-01 - The OpenJDK 8 packages provide the OpenJDK 8 Java Runtime
Environment and the OpenJDK 8 Java Software Development Kit. This release of the Red Hat build of OpenJDK 8 for
portable Linux serves as a replacement for the Red Hat build of OpenJDK 8 and includes security and bug fixes, and
enhancements. For further information, refer to the release notes linked to in the References section. 
Gentoo Linux Security Advisory 202107-50
Gentoo Linux Security Advisory 202107-50 - A vulnerability in Singularity could result in remote code execution. Versions
less than 3.7.4 are affected.
Gentoo Linux Security Advisory 202107-49
Gentoo Linux Security Advisory 202107-49 - Multiple vulnerabilities have been found in Chromium and Google Chrome,
the worst of which could result in the arbitrary execution of code. Versions less than 91.0.4472.164 are affected.
Ubuntu Security Notice USN-5020-1
Ubuntu Security Notice 5020-1 - It was discovered that Ruby incorrectly handled certain inputs. An attacker could
possibly use this issue to execute arbitrary code. It was discovered that Ruby incorrectly handled certain inputs. An
attacker could possibly use this issue to conduct port scans and service banner extractions. This issue only affected
Ubuntu 18.04 LTS, Ubuntu 20.04 LTS, Ubuntu 20.10, and Ubuntu 21.04. Various other issues were also addressed.
Red Hat Security Advisory 2021-2737-01
Red Hat Security Advisory 2021-2737-01 - The redhat-virtualization-host packages provide the Red Hat Virtualization
Host. These packages include redhat-release-virtualization-host. Red Hat Virtualization Hosts are installed using a
special build of Red Hat Enterprise Linux with only the packages required to host virtual machines. RHVH features a
Cockpit user interface for monitoring the host's resources and performing administrative tasks. Issues addressed include
a use-after-free vulnerability.
Ubuntu Security Notice USN-4336-2
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Ubuntu Security Notice 4336-2 - USN-4336-1 fixed several vulnerabilities in GNU binutils. This update provides the
corresponding update for Ubuntu 16.04 ESM. It was discovered that GNU binutils contained a large number of security
issues. If a user or automated system were tricked into processing a specially-crafted file, a remote attacker could cause
GNU binutils to crash, resulting in a denial of service, or possibly execute arbitrary code. Various other issues were also
addressed.





Sponsored Products

CSI Linux: Current Version: 2021.2

Download here.

CSI Linux  is an investigation platform focusing on OSINT, SOCMINT, SIGINT,
 Cyberstalking, Darknet, Cryptocurrency, (Online-Network-Disk) Forensics, 
 Incident Response, & Reverse Engineering/Malware Analysis.

CSI Linux has been rebuilt from the ground up on Ubuntu 20.04 LTS to provide long term support for the backend OS
and has become a powerful Investigation environment that comes in both the traditional Virtual Machine option and a
bootable image that you can install onto an external drive or USB to use as your daily driver or DFIR triage drive.  The
SIEM has been given an evolution boost with capability while being encapsulated into a Docker container
 
 CSI Linux Tutorials:
 
 PDF: Installation Document (CSI Linux Virtual Appliance)
 PDF: Installation Document (CSI Linux Bootable)
 Many more Tutorials can be found HERE

Cyber Secrets

Cyber Secrets is a community revolving around all layers of cybersecurity.  There are now multiple media types being
produced.  We have out video series and the printed media. 
 
 Video Access:
  * Amazon FireTV App - amzn.to/30oiUpE
  * YouTube - youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg

 Printed / Kindle Publications:
  * Cyber Secrets on Amazon - amzn.to/2UuIG9B

https://csilinux.com/download.html
https://csilinux.com/Documents/Setting%20up%20the%20CSI%20Linux%202021.1%20Virtual%20Appliance.pdf
https://csilinux.com/Documents/Setting%20up%20the%20CSI%20Linux%202021.1%20Bootable%20Image.pdf
https://csilinux.com/Tutorials.html
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https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg
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The Cyber Secrets publications on Amazon

The Cyber Weekl Awareness Report (WAR) is an Open Source Intelligence (AKA OSINT) resource centering around an
array of subjects ranging from Exploits, Advanced Persistent Threat, National Infrastructure, Dark Web, Digital Forensics
& Incident Response (DIFR), and the gambit of digital dangers. 
 
Items that focus on cyber defense and DFIR usually spotlight capabilities in the CSI Linux environment.  If interested in
helping evolve, please let us know.  The Cyber Secrets publications rotates between odd quarters issues focusing on
Blue Team and the even issues on Red Team. 

Other Publications from Information Warfare Center

https://amzn.to/35ixDWv
https://amzn.to/3mWXcUf
https://amzn.to/307EKhP
https://amzn.to/3kKZHqF
https://amzn.to/3j2nyBx
https://amzn.to/3mWWJkX
https://amzn.to/3lkHtwb
https://amzn.to/365GRq6
https://amzn.to/3j1Qk5o
https://amzn.to/36drn3k
https://amzn.to/304jae1


https://www.informationwarfarecenter.com
https://www.cyberqgroup.com

