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Friday, February 26 , 2015 

The Cyber Intelligence Report is an OSINT resource focusing on advanced persistent threats and other 
digital  dangers.  APTs fit  into  a cybercrime category directed at both business and political  targets.  
Attack  vectors include  system compromise, social engineering, and even traditional  espionage.   
 
V/r,  
Jeremy Martin  
 

Summary  

Symantec ThreatCon Low : Basic network posture 
This condition  applies when there is no discernible network  incident  activity  and no malicious code 
activity  with  a moderate or severe risk  rating.  Under  these conditions,  only  a routine  security posture, 
designed to defeat normal network  threats, is warranted.  Automated  systems and alerting  mechanisms 
should be used.  
 

Extra tips and videos  

 
It  has been a long time since the last Cyber Intelligence Report (CIR), and there 
has been a lot  going on since.  Below is a list  of several Cyber Secrets episodes 
along with  a couple new videos that covers what  a Red Team penetration test is 
along with  what  is entailed in a Social Engineering assessment.  As always, if  you 
have any suggestions on improving  the CIR or Cyber Secrets, feel free to let us 
know . 

 
CIR@informationwarfarecenter.com 

 

Cyber  Secrets:  

¶ Metasploit  Basics - Starting a new Project 

¶ Kali  Linux  using Tor, Filezilla,  nmap and OWAS-ZAP through  ProxyChains and more 

¶ Tor through  ProxyChains versus Torsocks on Kali  - .onion Darknets 

¶ Tor Hidden  Services on Kali  - OnionCat VPN 

¶ Removing the Green from  a Green Screen video using Premiere Pro CC - Chroma Key 

¶ After -Effects-Removing-Backgrounds-Transparency 

¶ Shodan Review with  Webcams, SCADA, and More 

¶ Kali  2 interface review  

¶ Open Source Intelligence (OSINT) Recon-NG 

¶ Fun with  Software Defined Radio (SDR), SDRSHARP, and Virtual  Radar 

¶ Sparta Vulnerability  Scanner on Kali  

¶ Owasp Zap Demo 
 

Explanations:  

¶ Red Team Explained 

¶ Social Engineering Explained 

  

mailto:CIR@informationwarfarecenter.com
https://www.youtube.com/watch?v=ZwK2NReSRFU
https://www.youtube.com/watch?v=uo70ixS3_0c
https://www.youtube.com/watch?v=Qzv71pQVlQk
https://www.youtube.com/watch?v=9UEAbobyF9M
https://www.youtube.com/watch?v=KRN2gz2E44w
https://www.youtube.com/watch?v=_QpyVllXWHQ
https://www.youtube.com/watch?v=XB-vjRCwa9E
https://www.youtube.com/watch?v=erLFRAxN6GQ
https://www.youtube.com/watch?v=poTuPeR3Hlk
https://www.youtube.com/watch?v=8Uda6-AzqTg
https://www.youtube.com/watch?v=ezD4KV3enzc
https://www.youtube.com/watch?v=MqWbe0ewKTQ
https://www.youtube.com/watch?v=sDU2ZcpxKjM
https://www.youtube.com/watch?v=mZhLmFXHJeY
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Article : 

 
Author  
Jeremy Martin  
Sr. Security Researcher & Consultant  
 
Red Team Penetration Testing services are used to assess your  potential  risk  by mimicking  common or 
targeted attack vectors.  This is done through  multiple  phases including  Open Source Intelligence (also 
known  as OSINT), Reconnaissance, Target Acquisition,  and Exploitation.  

 
During  the OSINT and Reconnaissance phases, aggressor squads attempt 
to identify  information  about the targets through  the open internet,  
proprietary  data caches, and several Darknet  networks.   Once the 
intelligence has been gathered, a debriefing  with  the clientõs Point of 
Contact occurs to discuss findings  and come to a mutual  agreement on 
what  systems, people, networks,  or locations are still  within  scope.  This 
needs to be done before any òattackó takes place.   
 

The Target Acquisition  phase includes scanning of target systems and vulnerability  identification.   
Depending on the type of test requested, this can be fast and loud  to test your  monitoring  capabilities or 
use aggressor methodologies to mimic  slow Advanced Persistent Threats to test your  employeeõs abilities 
to identify  real-life  attacks.  If  Social Engineering, Wireless, or Physical risk assessments are part of the 
Red Team activities, they will  start here.   
 
Social engineering is misunderstood  by many.  It  is a non-technical attack vector focusing on human 
weakness and the manipulation  of people to accomplish a specific goal.  Espionage has exploited  this for  
thousands of years.  It  is still  one of the greatest threats an organization  can encounter.   
 
There are several phases to social engineering ranging  from  Information  gathering, creating a rapport  
with  the target, and exploitation.   The attack vectors used include  Phishing, Pretexting, Baiting, 
Tailgating,  and Dumpster  diving.   Phishing is a technique of fraudulently  obtaining  private  information  
through  targeted emails and phone calls.  Baiting takes advantage of the victimõs curiosity  or greed using 
physical media infected with  malware to backdoor systems.  With  Tailgating  and Piggybacking, an 
attacker seeks entry  to a restricted area by walking  behind a person who  has legitimate  access or using 
fake credentials.  Dum pster diving  is in the nameé  Diving  into  dumpsters for  information.  
 
The final  phase is Exploitation  of found  vulnerabilities.   This can include  an unpatched server, a 
poorly  coded web application,  or even an employeeõs operational  security.  If  we are able to get 
through  your  defenses, we try  to escalate privileges  to see how far an attacker can get.  
Employing  advanced persistent threat or A.P.T. methods to connect to command and control  
servers is common while  incorporating  anti-detection techniques to evade intrusion  detection 
and anti-virus  systems for  long term operations. 
 
After  the Red Team Penetration Test is complete, we will  issue a report  with  
our findings.   This process usually  takes two  weeks to complete or more 
depending on scope.  We suggest a follow -up retest thirty  to sixty  days after to 
verify  identifie d vulnerabilities  were fixed.   
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News:  

 

News:  Information  Warfare  

¶ Espionage charges show how bitter  Poland's politics  remains - The Economist. 

¶ Estonia: 3 cigarette smugglers imprisoned  for  espionage - Fox News. 

¶ Iran's supreme leader involved  in espionage against Kingdom  - Saudi Gazette. 

¶ The Night  Manager episode 1 review: A thrilling  beginning  to espionage adaptation - 

Express.co.uk. 

¶ Secret Newsletter  Shows How  Canada's Spies Deal With  Facebook and Foreign Espionage. 

¶ Cyber Threats Teaming Up To U.S. Energy Networks  - Electric Light  & Power. 

¶ N-Dimension  Provides Critical  Information  to Harrison  REA Helping  Keep Cyber Threats at Bay 

- Business Wire (press release). 

¶ HCL,  Symantec to address cloud security, cyber threats - Firstpost. 

¶ Sen. Warner: Cyber threats are 'only  going to get worse' - Loudoun  Times-Mirror . 

¶ Federal Agencies Offer  Guidance on Sharing Information  About  Cyber Threats - Lexology 

(registration) . 

¶ Is DNSSEC Causing More Problems Than It  Solves?. 

¶ uKnowKids  Flaw Literally  Let Everyone Know  Kids. 

¶ Bill  Gates Saddened No One Is Asking  For Windows  Phone Backdoor. 

¶ NSA Data Center Brings 300 Million  Scares Daily  To Utah. 

¶ Linux  Mint  ISOs Found Backdoored After  Hack. 

¶ US DOJ Files Motion  Demanding  Apple  Unlocks iPhone. 

¶ Ransomware Scum Add  Joomla To Their List . 

¶ Linode Probe Into  2015 Crack Finds Fake 2FA Creds Flaw. 

¶ FBI Swoop In On Scottish Schoolboy. 

¶ Twitter  Bug Potentionally  Exposed 10,000 Passwords. 

¶ Senator Drafting  Bill  To Criminalize  Apple's  Refusal To Aid  Decryption . 

¶ 519070 Or Blank: The PIN That Can Pwn 80k Online  Security Cams. 

¶ Feds Look Left And  Right For Support And  See Everyone Backing Apple . 

¶ John McAfee Offers To Crack San Bernardino Shooter's iPhone. 

¶ How  Apple  Will  Fight The DoJ In iPhone Backdoor Crypto  Case. 

¶ Kaspersky Weighs Up The True Cost Of A Cyber Attack . 

¶ Hollywood  Hospital  Pays Ransom To Hackers. 

¶ Apple  Versus The FBI - In Plain English. 

¶ FBI iPhone Brouhaha Sparks Apple  Store Protest In San Francisco. 

¶ Glibc Vuln  Puts All  Linux  Machines At  Risk. 

¶ Documentary Claims GCHQ Intel  Used To Create Stuxnet. 

¶ Instagram Is Adding  Two-Factor Authentication . 

¶ Tim Cook Says Apple  Will  Fight US Government Over Court -Ordered iPhone Backdoor. 

¶ Students Hit  By University  Of Greenwich Data Breach. 

¶ Cyberattack Against  Iran Went Well  Beyond Stuxnet. 

¶ Countering  Violent  Extremism. 

¶ New  York JTTF Celebrates 35 Years. 

¶ HIG  Symposium. 

¶ Preparing for  the Pope. 

¶ ISIL and Antiquities  Trafficking . 

http://www.economist.com/news/europe/21693499-conservatives-and-liberals-are-still-struggling-over-meaning-polands-post-communist
http://www.economist.com/news/europe/21693499-conservatives-and-liberals-are-still-struggling-over-meaning-polands-post-communist
http://www.foxnews.com/world/2016/02/23/estonia-3-cigarette-smugglers-imprisoned-for-espionage.html
http://www.foxnews.com/world/2016/02/23/estonia-3-cigarette-smugglers-imprisoned-for-espionage.html
http://saudigazette.com.sa/saudi-arabia/irans-supreme-leader-involved-in-espionage-against-kingdom/
http://saudigazette.com.sa/saudi-arabia/irans-supreme-leader-involved-in-espionage-against-kingdom/
http://www.express.co.uk/showbiz/tv-radio/646239/BBC-The-Night-Manager-episode-One-review
http://www.express.co.uk/showbiz/tv-radio/646239/BBC-The-Night-Manager-episode-One-review
https://www.linkedin.com/shareArticle?mini=true&url=http://www.express.co.uk/showbiz/tv-radio/646239/BBC-The-Night-Manager-episode-One-review&title=The%20Night%20Manager%20episode%201%20review:%20A%20thrilling%20beginning%20to%20espionage%20adaptation%20-%20Express.co.uk
https://news.vice.com/article/secret-newsletter-shows-how-canadas-spies-deal-with-facebook-and-foreign-espionage
https://news.vice.com/article/secret-newsletter-shows-how-canadas-spies-deal-with-facebook-and-foreign-espionage
http://www.elp.com/articles/powergrid_international/print/volume-21/issue-2/features/cyber-threats-teaming-up-to-u-s-energy-networks.html
http://www.elp.com/articles/powergrid_international/print/volume-21/issue-2/features/cyber-threats-teaming-up-to-u-s-energy-networks.html
http://www.businesswire.com/news/home/20160223005081/en/N-Dimension-Critical-Information-Harrison-REA-Helping-Cyber
http://www.businesswire.com/news/home/20160223005081/en/N-Dimension-Critical-Information-Harrison-REA-Helping-Cyber
https://www.linkedin.com/shareArticle?mini=true&url=http://www.businesswire.com/news/home/20160223005081/en/N-Dimension-Critical-Information-Harrison-REA-Helping-Cyber&title=N-Dimension%20Provides%20Critical%20Information%20to%20Harrison%20REA%20Helping%20Keep%20Cyber%20Threats%20at%20Bay%20-%20Business%20Wire%20(press%20release)
http://tech.firstpost.com/news-analysis/hcl-symantec-to-address-cloud-security-cyber-threats-300922.html
http://tech.firstpost.com/news-analysis/hcl-symantec-to-address-cloud-security-cyber-threats-300922.html
http://www.loudountimes.com/news/article/sen._warner_cyber_threats_are_only_going_to_get_worse432
http://www.loudountimes.com/news/article/sen._warner_cyber_threats_are_only_going_to_get_worse432
http://www.lexology.com/library/detail.aspx?g=27997d39-6e62-4b6a-b442-c672dafcdf75
http://www.lexology.com/library/detail.aspx?g=27997d39-6e62-4b6a-b442-c672dafcdf75
https://www.linkedin.com/shareArticle?mini=true&url=http://www.lexology.com/library/detail.aspx?g=27997d39-6e62-4b6a-b442-c672dafcdf75&title=Federal%20Agencies%20Offer%20Guidance%20on%20Sharing%20Information%20About%20Cyber%20Threats%20-%20Lexology%20(registration)
https://packetstormsecurity.com/news/view/26357/Is-DNSSEC-Causing-More-Problems-Than-It-Solves.html
https://packetstormsecurity.com/news/view/26357/Is-DNSSEC-Causing-More-Problems-Than-It-Solves.html
https://packetstormsecurity.com/news/view/26356/uKnowKids-Flaw-Literally-Let-Everyone-Know-Kids.html
https://packetstormsecurity.com/news/view/26356/uKnowKids-Flaw-Literally-Let-Everyone-Know-Kids.html
https://packetstormsecurity.com/news/view/26355/Bill-Gates-Saddened-No-One-Is-Asking-For-Windows-Phone-Backdoor.html
https://packetstormsecurity.com/news/view/26355/Bill-Gates-Saddened-No-One-Is-Asking-For-Windows-Phone-Backdoor.html
https://packetstormsecurity.com/news/view/26354/NSA-Data-Center-Brings-300-Million-Scares-Daily-To-Utah.html
https://packetstormsecurity.com/news/view/26354/NSA-Data-Center-Brings-300-Million-Scares-Daily-To-Utah.html
https://packetstormsecurity.com/news/view/26353/Linux-Mint-ISOs-Found-Backdoored-After-Hack.html
https://packetstormsecurity.com/news/view/26353/Linux-Mint-ISOs-Found-Backdoored-After-Hack.html
https://packetstormsecurity.com/news/view/26352/US-DOJ-Files-Motion-Demanding-Apple-Unlocks-iPhone.html
https://packetstormsecurity.com/news/view/26352/US-DOJ-Files-Motion-Demanding-Apple-Unlocks-iPhone.html
https://packetstormsecurity.com/news/view/26351/Ransomware-Scum-Add-Joomla-To-Their-List.html
https://packetstormsecurity.com/news/view/26351/Ransomware-Scum-Add-Joomla-To-Their-List.html
https://packetstormsecurity.com/news/view/26350/Linode-Probe-Into-2015-Crack-Finds-Fake-2FA-Creds-Flaw.html
https://packetstormsecurity.com/news/view/26350/Linode-Probe-Into-2015-Crack-Finds-Fake-2FA-Creds-Flaw.html
https://packetstormsecurity.com/news/view/26349/FBI-Swoop-In-On-Scottish-Schoolboy.html
https://packetstormsecurity.com/news/view/26349/FBI-Swoop-In-On-Scottish-Schoolboy.html
https://packetstormsecurity.com/news/view/26348/Twitter-Bug-Potentionally-Exposed-10-000-Passwords.html
https://packetstormsecurity.com/news/view/26348/Twitter-Bug-Potentionally-Exposed-10-000-Passwords.html
https://packetstormsecurity.com/news/view/26347/Senator-Drafting-Bill-To-Criminalize-Apples-Refusal-To-Aid-Decryption.html
https://packetstormsecurity.com/news/view/26347/Senator-Drafting-Bill-To-Criminalize-Apples-Refusal-To-Aid-Decryption.html
https://packetstormsecurity.com/news/view/26346/519070-Or-Blank-The-PIN-That-Can-Pwn-80k-Online-Security-Cams.html
https://packetstormsecurity.com/news/view/26346/519070-Or-Blank-The-PIN-That-Can-Pwn-80k-Online-Security-Cams.html
https://packetstormsecurity.com/news/view/26345/Feds-Look-Left-And-Right-For-Support-And-See-Everyone-Backing-Apple.html
https://packetstormsecurity.com/news/view/26345/Feds-Look-Left-And-Right-For-Support-And-See-Everyone-Backing-Apple.html
https://packetstormsecurity.com/news/view/26344/John-McAfee-Offers-To-Crack-San-Bernardino-Shooters-iPhone.html
https://packetstormsecurity.com/news/view/26344/John-McAfee-Offers-To-Crack-San-Bernardino-Shooters-iPhone.html
https://packetstormsecurity.com/news/view/26343/How-Apple-Will-Fight-The-DoJ-In-iPhone-Backdoor-Crypto-Case.html
https://packetstormsecurity.com/news/view/26343/How-Apple-Will-Fight-The-DoJ-In-iPhone-Backdoor-Crypto-Case.html
https://packetstormsecurity.com/news/view/26342/Kaspersky-Weighs-Up-The-True-Cost-Of-A-Cyber-Attack.html
https://packetstormsecurity.com/news/view/26342/Kaspersky-Weighs-Up-The-True-Cost-Of-A-Cyber-Attack.html
https://packetstormsecurity.com/news/view/26341/Hollywood-Hospital-Pays-Ransom-To-Hackers.html
https://packetstormsecurity.com/news/view/26341/Hollywood-Hospital-Pays-Ransom-To-Hackers.html
https://packetstormsecurity.com/news/view/26340/Apple-Versus-The-FBI-In-Plain-English.html
https://packetstormsecurity.com/news/view/26340/Apple-Versus-The-FBI-In-Plain-English.html
https://packetstormsecurity.com/news/view/26339/FBI-iPhone-Brouhaha-Sparks-Apple-Store-Protest-In-San-Francisco.html
https://packetstormsecurity.com/news/view/26339/FBI-iPhone-Brouhaha-Sparks-Apple-Store-Protest-In-San-Francisco.html
https://packetstormsecurity.com/news/view/26338/Glibc-Vuln-Puts-All-Linux-Machines-At-Risk.html
https://packetstormsecurity.com/news/view/26338/Glibc-Vuln-Puts-All-Linux-Machines-At-Risk.html
https://packetstormsecurity.com/news/view/26337/Documentary-Claims-GCHQ-Intel-Used-To-Create-Stuxnet.html
https://packetstormsecurity.com/news/view/26337/Documentary-Claims-GCHQ-Intel-Used-To-Create-Stuxnet.html
https://packetstormsecurity.com/news/view/26336/Instagram-Is-Adding-Two-Factor-Authentication.html
https://packetstormsecurity.com/news/view/26336/Instagram-Is-Adding-Two-Factor-Authentication.html
https://packetstormsecurity.com/news/view/26335/Tim-Cook-Says-Apple-Will-Fight-US-Government-Over-Court-Ordered-iPhone-Backdoor.html
https://packetstormsecurity.com/news/view/26335/Tim-Cook-Says-Apple-Will-Fight-US-Government-Over-Court-Ordered-iPhone-Backdoor.html
https://packetstormsecurity.com/news/view/26334/Students-Hit-By-University-Of-Greenwich-Data-Breach.html
https://packetstormsecurity.com/news/view/26334/Students-Hit-By-University-Of-Greenwich-Data-Breach.html
https://packetstormsecurity.com/news/view/26333/Cyberattack-Against-Iran-Went-Well-Beyond-Stuxnet.html
https://packetstormsecurity.com/news/view/26333/Cyberattack-Against-Iran-Went-Well-Beyond-Stuxnet.html
https://www.fbi.gov/news/stories/2016/february/countering-violent-extremism/countering-violent-extremism
https://www.fbi.gov/news/stories/2016/february/countering-violent-extremism/countering-violent-extremism
https://www.fbi.gov/news/stories/2015/december/new-york-jttf-celebrates-35-years/new-york-jttf-celebrates-35-years
https://www.fbi.gov/news/stories/2015/december/new-york-jttf-celebrates-35-years/new-york-jttf-celebrates-35-years
https://www.fbi.gov/news/stories/2015/october/hig-symposium/hig-symposium
https://www.fbi.gov/news/stories/2015/october/hig-symposium/hig-symposium
https://www.fbi.gov/news/stories/2015/september/preparing-for-the-pope/preparing-for-the-pope
https://www.fbi.gov/news/stories/2015/september/preparing-for-the-pope/preparing-for-the-pope
https://www.fbi.gov/news/stories/2015/august/isil-and-antiquities-trafficking/isil-and-antiquities-trafficking
https://www.fbi.gov/news/stories/2015/august/isil-and-antiquities-trafficking/isil-and-antiquities-trafficking
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¶ Attacks on Arkansas Power Grid . 

¶ Oklahoma City  Bombing: 20 Years Later. 

¶ New  Most Wanted Terrorist . 

¶ FBI WMD  Exercise Tests Response to Chemical Attack . 

¶ Help  Identify  Individuals  Traveling  Overseas for  Combat. 

¶ FBI, Interpol  Host Critical  Infrastructure  Symposium. 

¶ Terrorist  Incident  Response Training . 

¶ A Conversation with  Our  Legal Attaché in Nairobi,  Part 2. 

¶ The Year in Review, Part 1. 

 

News:  HIPPA 

¶ Georgia loves the cloud, but now needs it to be HIPAA compliant - Network World . 

¶ Six-Figure January HIPAA Enforcement Activities Highlight Importance of Maintaining Privacy 

Protections - JD Supra (press release). 

¶ 7 ways to prepare for 2016 HIPAA audits - ModernMedicine . 

¶ Health Apps And HIPAA: OCR Publishes New Privacy Guidance For Health App Developers - 

Mondaq News Alerts (registration) . 

¶ New HIPAA Exception Allows Covered Entities to Report Behavioral Health Considerations 

Applicable to Possessing a ... - Lexology (registration) . 

 

News:  SCADA 

¶ SCADA Upgrade Boosts Spirits - Automation World . 

¶ Technavio Identifies Top Three Emerging Trends for the Global SCADA Market in Process 

Industry Through 2020 - Business Wire (press release). 

¶ Word up: BlackEnergy SCADA ha ckers change tactics - The Register. 

¶ PLC SCADA HMI VFD Field Instruments Training from Excel Automation Solutions for Career 

Growth - Digital Journal . 

¶ Global SCADA Market in Process Industries 2016-2020 - New Report Available - Digital Journal . 

 

News:  Cyber  Laws  & Legislation  

¶ Congressional Cyber Leadership through a Joint Committee - JURIST. 

¶ Cyber bill critics urge lawmakers to repeal recently passed law - The Hill . 

¶ 5 Ways to Clarify and Strengthen US Cybersecurity Law - Defense One. 

¶ Overnight Cybersecurity: Lawmakers cl ose to finalizing Apple  encryption bill - The Hill . 

¶ Aggie vows to fight for stronger cyber bullying law s in Texas - KBTX. 

¶ Apple isn't protecting a shooter's iPhone data ð they're defending digital privacy  

 

News:  Computer  Forensics  

¶ Cyber Crime Forensics, LLC Unveils Cybercrime Forensics Training Center to Train New Breed 

of Cyber Professionals - PR Newswire (press release). 

¶ Cyber Crime Forensics, LLC Unveils Cybercrime Forensics Training Center to Train New Breed 

of Cyber Professional - Officer.com (press release) (registration) (blog). 

¶ FBI done processing evidence at Malheur refuge, prosecutors say - OregonLive.com. 

¶ Apple, FBI and encryption ð four issues enterprises should care about - Diginomica . 

¶ Apple, FBI Escalate Crypto Fight - BankInfoSecurity.com. 

https://www.fbi.gov/news/stories/2015/august/attacks-on-arkansas-power-grid/attacks-on-arkansas-power-grid
https://www.fbi.gov/news/stories/2015/august/attacks-on-arkansas-power-grid/attacks-on-arkansas-power-grid
https://www.fbi.gov/news/stories/2015/april/oklahoma-city-bombing-20-years-later/oklahoma-city-bombing-20-years-later
https://www.fbi.gov/news/stories/2015/april/oklahoma-city-bombing-20-years-later/oklahoma-city-bombing-20-years-later
https://www.fbi.gov/news/stories/2015/january/new-most-wanted-terrorist/new-most-wanted-terrorist
https://www.fbi.gov/news/stories/2015/january/new-most-wanted-terrorist/new-most-wanted-terrorist
https://www.fbi.gov/news/stories/2014/december/fbi-wmd-exercise-tests-response-to-chemical-attack/fbi-wmd-exercise-tests-response-to-chemical-attack
https://www.fbi.gov/news/stories/2014/december/fbi-wmd-exercise-tests-response-to-chemical-attack/fbi-wmd-exercise-tests-response-to-chemical-attack
https://www.fbi.gov/news/stories/2014/october/help-identify-individuals-traveling-overseas-for-combat/help-identify-individuals-traveling-overseas-for-combat
https://www.fbi.gov/news/stories/2014/october/help-identify-individuals-traveling-overseas-for-combat/help-identify-individuals-traveling-overseas-for-combat
https://www.fbi.gov/news/stories/2014/july/fbi-interpol-host-critical-infrastructure-symposium/fbi-interpol-host-critical-infrastructure-symposium
https://www.fbi.gov/news/stories/2014/july/fbi-interpol-host-critical-infrastructure-symposium/fbi-interpol-host-critical-infrastructure-symposium
https://www.fbi.gov/news/stories/2014/may/terrorist-incident-response-training/terrorist-incident-response-training
https://www.fbi.gov/news/stories/2014/may/terrorist-incident-response-training/terrorist-incident-response-training
https://www.fbi.gov/news/stories/2014/january/a-conversation-with-our-legal-attache-in-nairobi-part-2/a-conversation-with-our-legal-attache-in-nairobi-part-2
https://www.fbi.gov/news/stories/2014/january/a-conversation-with-our-legal-attache-in-nairobi-part-2/a-conversation-with-our-legal-attache-in-nairobi-part-2
https://www.fbi.gov/news/stories/2013/december/the-year-in-review-part-1/the-year-in-review-part-1
https://www.fbi.gov/news/stories/2013/december/the-year-in-review-part-1/the-year-in-review-part-1
http://www.networkworld.com/article/3034982/iaas/georgia-loves-google-s-cloud-but-now-it-needs-hipaa-compliancy.html
http://www.networkworld.com/article/3034982/iaas/georgia-loves-google-s-cloud-but-now-it-needs-hipaa-compliancy.html
http://www.jdsupra.com/legalnews/six-figure-january-hipaa-enforcement-17363/
http://www.jdsupra.com/legalnews/six-figure-january-hipaa-enforcement-17363/
https://www.linkedin.com/shareArticle?mini=true&url=http://www.jdsupra.com/legalnews/six-figure-january-hipaa-enforcement-17363/&title=Six-Figure%20January%20HIPAA%20Enforcement%20Activities%20Highlight%20Importance%20of%20Maintaining%20Privacy%20Protections%20-%20JD%20Supra%20(press%20release)
http://medicaleconomics.modernmedicine.com/medical-economics/news/7-ways-prepare-2016-hipaa-audits
http://medicaleconomics.modernmedicine.com/medical-economics/news/7-ways-prepare-2016-hipaa-audits
http://www.mondaq.com/unitedstates/x/468378/Healthcare/Health+Apps+And+HIPAA+OCR+Publishes+New+Privacy+Guidance+For+Health+App+Developers
http://www.mondaq.com/unitedstates/x/468378/Healthcare/Health+Apps+And+HIPAA+OCR+Publishes+New+Privacy+Guidance+For+Health+App+Developers
https://www.linkedin.com/shareArticle?mini=true&url=http://www.mondaq.com/unitedstates/x/468378/Healthcare/Health+Apps+And+HIPAA+OCR+Publishes+New+Privacy+Guidance+For+Health+App+Developers&title=Health%20Apps%20And%20HIPAA:%20OCR%20Publishes%20New%20Privacy%20Guidance%20For%20Health%20App%20Developers%20-%20Mondaq%20News%20Alerts%20(registration)
http://www.lexology.com/library/detail.aspx?g=ca69de10-d14b-4e69-b486-85ccc9695181
http://www.lexology.com/library/detail.aspx?g=ca69de10-d14b-4e69-b486-85ccc9695181
https://www.linkedin.com/shareArticle?mini=true&url=http://www.lexology.com/library/detail.aspx?g=ca69de10-d14b-4e69-b486-85ccc9695181&title=New%20HIPAA%20Exception%20Allows%20Covered%20Entities%20to%20Report%20Behavioral%20Health%20Considerations%20Applicable%20to%20Possessing%20a%20...%20-%20Lexology%20(registration)
http://www.automationworld.com/scada/scada-upgrade-boosts-spirits
http://www.automationworld.com/scada/scada-upgrade-boosts-spirits
http://www.businesswire.com/news/home/20160212005013/en/Technavio-Identifies-Top-Emerging-Trends-Global-SCADA
http://www.businesswire.com/news/home/20160212005013/en/Technavio-Identifies-Top-Emerging-Trends-Global-SCADA
https://www.linkedin.com/shareArticle?mini=true&url=http://www.businesswire.com/news/home/20160212005013/en/Technavio-Identifies-Top-Emerging-Trends-Global-SCADA&title=Technavio%20Identifies%20Top%20Three%20Emerging%20Trends%20for%20the%20Global%20SCADA%20Market%20in%20Process%20Industry%20Through%202020%20-%20Business%20Wire%20(press%20release)
http://www.theregister.co.uk/2016/01/28/blackenergy_tv_station_attack/
http://www.theregister.co.uk/2016/01/28/blackenergy_tv_station_attack/
http://www.digitaljournal.com/pr/2847124
http://www.digitaljournal.com/pr/2847124
https://www.linkedin.com/shareArticle?mini=true&url=http://www.digitaljournal.com/pr/2847124&title=PLC%20SCADA%20HMI%20VFD%20Field%20Instruments%20Training%20from%20Excel%20Automation%20Solutions%20for%20Career%20Growth%20-%20Digital%20Journal
http://www.digitaljournal.com/pr/2845893
http://www.digitaljournal.com/pr/2845893
http://jurist.org/forum/2016/01/david-delaney-cyber-legislation.php
http://jurist.org/forum/2016/01/david-delaney-cyber-legislation.php
http://thehill.com/policy/cybersecurity/266956-cyber-bill-critics-urge-lawmakers-to-repeal-recently-passed-law
http://thehill.com/policy/cybersecurity/266956-cyber-bill-critics-urge-lawmakers-to-repeal-recently-passed-law
http://www.defenseone.com/ideas/2016/02/5-ways-clarify-and-strengthen-us-cybersecurity-law/125793/
http://www.defenseone.com/ideas/2016/02/5-ways-clarify-and-strengthen-us-cybersecurity-law/125793/
http://thehill.com/policy/cybersecurity/overnights/270488-overnight-cybersecurity-lawmakers-close-on-apple-approved-encryption
http://thehill.com/policy/cybersecurity/overnights/270488-overnight-cybersecurity-lawmakers-close-on-apple-approved-encryption
http://www.kbtx.com/content/news/Aggie-vows-to-fight-for-stronger-cyber-bullying-laws-in-Texas-369479412.html
http://www.kbtx.com/content/news/Aggie-vows-to-fight-for-stronger-cyber-bullying-laws-in-Texas-369479412.html
http://www.theguardian.com/commentisfree/2016/feb/18/san-bernardino-shooter-iphone-apple-tim-cook-fbi-decrypt-unlock
http://www.prnewswire.com/news-releases/cyber-crime-forensics-llc-unveils-cybercrime-forensics-training-center-to-train-new-breed-of-cyber-professionals-300214260.html
http://www.prnewswire.com/news-releases/cyber-crime-forensics-llc-unveils-cybercrime-forensics-training-center-to-train-new-breed-of-cyber-professionals-300214260.html
https://www.linkedin.com/shareArticle?mini=true&url=http://www.prnewswire.com/news-releases/cyber-crime-forensics-llc-unveils-cybercrime-forensics-training-center-to-train-new-breed-of-cyber-professionals-300214260.html&title=Cyber%20Crime%20Forensics,%20LLC%20Unveils%20Cybercrime%20Forensics%20Training%20Center%20to%20Train%20New%20Breed%20of%20Cyber%20Professionals%20-%20PR%20Newswire%20(press%20release)
http://www.officer.com/press_release/12167208/cyber-crime-forensics-llc-unveils-cybercrime-forensics-training-center-to-train-new-breed-of-cyber-professional
http://www.officer.com/press_release/12167208/cyber-crime-forensics-llc-unveils-cybercrime-forensics-training-center-to-train-new-breed-of-cyber-professional
https://www.linkedin.com/shareArticle?mini=true&url=http://www.officer.com/press_release/12167208/cyber-crime-forensics-llc-unveils-cybercrime-forensics-training-center-to-train-new-breed-of-cyber-professional&title=Cyber%20Crime%20Forensics,%20LLC%20Unveils%20Cybercrime%20Forensics%20Training%20Center%20to%20Train%20New%20Breed%20of%20Cyber%20Professional%20-%20Officer.com%20(press%20release)%20(registration)%20(blog)
http://www.oregonlive.com/oregon-standoff/2016/02/fbi_is_done_processing_evidenc.html
http://www.oregonlive.com/oregon-standoff/2016/02/fbi_is_done_processing_evidenc.html
http://diginomica.com/2016/02/23/apple-fbi-and-encryption-four-issues-enterprises-should-care-about/
http://diginomica.com/2016/02/23/apple-fbi-and-encryption-four-issues-enterprises-should-care-about/
http://www.bankinfosecurity.com/apple-fbi-escalate-crypto-fight-a-8889/op-1
http://www.bankinfosecurity.com/apple-fbi-escalate-crypto-fight-a-8889/op-1
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Malicious Logic:  

 

Exploits  

¶ Core FTP Server 1.2 Buffer Overflow . 

¶ Wireshark  Dissect_oml_attrs Out-Of-Bounds Read. 

¶ Wireshark  Add_ff_vht_compressed_beamforming_report  Out-Of-Bounds Read. 

¶ Wireshark  Dissect_ber_set Out-Of-Bounds Read. 

¶ Adobe Flash SimpleButton Creation Type Creation. 

¶ libquicktime  1.2.4 Integer Overflow . 

¶ OpenCms 9.5.2 Cross Site Scripting . 

¶ Ubiquiti  Networks  airCRM Cross Site Scripting . 

¶ InstantCoder 1.0 Local File Inclusion  /  Directory  Traversal. 

¶ Prezi Cross Site Scripting . 

¶ D-Link  DVG-N5402SP Cross Site Scripting . 

¶ WebSVN 2.3.3 Cross Site Scripting . 

¶ Oxwall  Forum 1.8.1 Cross Site Scripting . 

¶ Fiyo CMS 2.0.2.1 Cross Site Scripting . 

¶ ManageEngine Firewall  Analyzer  8.5 SQL Injection. 

¶ PLANET  IP ICA -5350V LFI /  XSS /  CSRF /  Bypass. 

¶ SOLIDserver 5.0.4 Local File Inclusion . 

¶ SamenBlog Weblog Service Cross Site Request Forgery /  Cross Site Scripting . 

¶ E-Cidade Directory  Traversal. 

¶ Thru  Managed File Transfer Portal 9.0.2 Insecure Direct Object Reference. 

¶ Thru  Managed File Transfer Portal 9.0.2 Insecure Direct Object Reference. 

¶ Thru  Managed File Transfer Portal 9.0.2 Insecure Direct Object Reference. 

¶ BlackBerry Enterprise Service 12 (BES12) Self-Service XSS /  SQL Injection. 

¶ Drupal  8.0.x-dev Cross Site Scripting . 

¶ Novell  Filr  1.2.0 Build  846 Cross Site Scripting 

¶ D-Link  DCS-930L Authenticated  Remote Command Execution 

¶ File Replication Pro <= 7.2.0 - Multiple  Vulnerabilities   

¶ Inductive  Automation  Ignition  7.8.1 Remote Leakage Of Shared Buffers 

¶ FTPShell Client  5.24 - (Create NewFolder)  Local Buffer Overflow   

¶ Wieland  wieplan  4.1 Document Parsing Java Code Execution Using XMLDecoder   

¶ Deepin Linux  15 - lastore-daemon Privilege Escalation  

¶ Microsoft  Windows  WebDAV  - Privilege Escalation (MS16-016)  

¶ Microsoft  Windows  - AFD.SYS Dangling  Pointer Privilege Escalation (MS14-040)  

¶ Delta Industrial  Automation  DCISoft 1.12.09 - Stack Buffer Overflow  Exploit   

¶ Windows  Kerberos Security Feature Bypass (MS16-014)  

¶ WordPress Extra User Details Plugin 0.4.2 - Privilege Escalation  

¶ IBM Lotus Domino  <= R8 Password Hash Extraction Exploit   

¶ Dell  OpenManage Server Administrator  8.2 - Authenticated  Directory  Traversal  
 

Shel l  Code 

¶ x86_64 Linux  shell_reverse_tcp with  Password - Polymorphic  Version v2 
 
  

https://packetstormsecurity.com/files/135906/coreftp12-overflow.txt
https://packetstormsecurity.com/files/135906/coreftp12-overflow.txt
https://packetstormsecurity.com/files/135904/GS20160223142614.tgz
https://packetstormsecurity.com/files/135904/GS20160223142614.tgz
https://packetstormsecurity.com/files/135903/GS20160223141815.tgz
https://packetstormsecurity.com/files/135903/GS20160223141815.tgz
https://packetstormsecurity.com/files/135902/GS20160223141641.tgz
https://packetstormsecurity.com/files/135902/GS20160223141641.tgz
https://packetstormsecurity.com/files/135901/GS20160223141520.tgz
https://packetstormsecurity.com/files/135901/GS20160223141520.tgz
https://packetstormsecurity.com/files/135899/libquicktime_CVE-2016-2399-PoC.py.txt
https://packetstormsecurity.com/files/135899/libquicktime_CVE-2016-2399-PoC.py.txt
https://packetstormsecurity.com/files/135896/SYSS-2015-063.txt
https://packetstormsecurity.com/files/135896/SYSS-2015-063.txt
https://packetstormsecurity.com/files/135895/VL-1728.txt
https://packetstormsecurity.com/files/135895/VL-1728.txt
https://packetstormsecurity.com/files/135894/VL-1738.txt
https://packetstormsecurity.com/files/135894/VL-1738.txt
https://packetstormsecurity.com/files/135898/VL-1723.txt
https://packetstormsecurity.com/files/135898/VL-1723.txt
https://packetstormsecurity.com/files/135897/dlinkdvgn5402sp-xss.txt
https://packetstormsecurity.com/files/135897/dlinkdvgn5402sp-xss.txt
https://packetstormsecurity.com/files/135886/websvn233-xss.txt
https://packetstormsecurity.com/files/135886/websvn233-xss.txt
https://packetstormsecurity.com/files/135891/VL-1740.txt
https://packetstormsecurity.com/files/135891/VL-1740.txt
https://packetstormsecurity.com/files/135887/fiyocms2021-xss.txt
https://packetstormsecurity.com/files/135887/fiyocms2021-xss.txt
https://packetstormsecurity.com/files/135884/mefa-sql.txt
https://packetstormsecurity.com/files/135884/mefa-sql.txt
https://packetstormsecurity.com/files/135865/planetip-lfibypassxsrfxss.txt
https://packetstormsecurity.com/files/135865/planetip-lfibypassxsrfxss.txt
https://packetstormsecurity.com/files/135889/solidserver-lfi.txt
https://packetstormsecurity.com/files/135889/solidserver-lfi.txt
https://packetstormsecurity.com/files/135888/samenblog-xssxsrf.txt
https://packetstormsecurity.com/files/135888/samenblog-xssxsrf.txt
https://packetstormsecurity.com/files/135885/ECIDADE-ADVISORY.txt
https://packetstormsecurity.com/files/135885/ECIDADE-ADVISORY.txt
https://packetstormsecurity.com/files/135864/SYSS-2015-064.txt
https://packetstormsecurity.com/files/135864/SYSS-2015-064.txt
https://packetstormsecurity.com/files/135862/SYSS-2015-059.txt
https://packetstormsecurity.com/files/135862/SYSS-2015-059.txt
https://packetstormsecurity.com/files/135861/SYSS-2015-058.txt
https://packetstormsecurity.com/files/135861/SYSS-2015-058.txt
https://packetstormsecurity.com/files/135860/bes12-sqlxss.txt
https://packetstormsecurity.com/files/135860/bes12-sqlxss.txt
https://packetstormsecurity.com/files/135851/drupalie78-xss.txt
https://packetstormsecurity.com/files/135851/drupalie78-xss.txt
https://packetstormsecurity.com/files/135866/SYSS-2015-055.txt
https://www.exploit-db.com/exploits/39437/
https://www.exploit-db.com/exploits/39439/
https://www.exploit-db.com/exploits/39455/
https://www.exploit-db.com/exploits/39417/
https://www.exploit-db.com/exploits/39438/
https://www.exploit-db.com/exploits/39433/
https://www.exploit-db.com/exploits/39432/
https://www.exploit-db.com/exploits/39446/
https://www.exploit-db.com/exploits/39443/
https://www.exploit-db.com/exploits/39442/
https://www.exploit-db.com/exploits/39489/
https://www.exploit-db.com/exploits/39495/
https://www.exploit-db.com/exploits/39486/
https://www.exploit-db.com/exploits/39388/
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CVE Advisories : 

 

Advisories  

¶ Android Calling Getpidcon Gets Wrong Security Context. 

The servicemanager, keystore and drmserver  all use getpidcon function  to get the security 

context of the caller from  a binder.  When combined with  a one way binder  transaction this results 

in getting the security context of the current  process which  might  allow  a selinux  mac bypass. 

¶ Red Hat Security Advisory 2016-0286-01.  

Red Hat Security Advisory  2016-0286-01 - Chromium  is an open-source web browser, powered 

by WebKit.  Two flaws were found  in the processing of malformed  web content. A web page 

containing  malicious content could cause Chromium  to crash, execute arbitrary  code, or disclose 

sensitive information  when visited  by the victim.  All  Chromium  users should  upgrade to these 

updated packages, which  contain Chromium  version 48.0.2564.116, which  corrects these issues. 

After  installing  the update, Chromium  must be restarted for  the changes to take effect. 

¶ Apache Tomcat Security Manager Bypass.  

ResourceLinkFactory.setGlobalContext() is a public  method and was accessible by web 

applications  running  under a security manager without  any checks. This allowed  a malicious 

web application  to inject a malicious global context that could in turn  be used to disrupt  other 

web applications and/or  read and write  data owned by other web applications. Apache Tomcat 

versions 7.0.0 through  7.0.67, 8.0.0.RC1 through  8.0.30, and 9.0.0.M1 through  9.0.0.M2 are 

affected. 

¶ Apache Tomcat Directory Disclosure.  

When accessing a directory  protected by a security constraint with  a URL that did  not end in a 

slash, Tomcat would  redirect to the URL with  the trailing  slash thereby confirming  the presence 

of the directory  before processing the security  constraint. It  was therefore possible for  a user to 

determine if  a directory  existed or not, even if  the user was not permitted  to view  the directory.  

The issue also occurred at the root of a web application  in which  case the presence of the web 

application was confirmed,  even if  a user did  not have access. Apache Tomcat versions 6.0.0 

through  6.0.44, 7.0.0 through  7.0.65, and 8.0.0.RC1 through  8.0.29. 

¶ Debian Security Advisory 3486-1.  

Debian Linux  Security Advisory  3486-1 - Several vulnerabilities  have been discovered in the 

chromium  web browser. 

¶ HP Security Bulletin HPSBHF03544 1.  

HP Security Bulletin  HPSBHF03544 1 - Potential security vulnerabilities  in cURL and libcur l have 

been addressed with  HPE iMC  PLAT and other HP and H3C products  using Comware 7. The 

vulnerabilities  could be exploited  remotely  resulting  in unauthorized  access. Revision 1 of this 

advisory.  

¶ Debian Security Advisory 3485-1.  

Debian Linux  Security Advisory  3485-1 - Alexander  Izmailov  discovered that didiwiki,  a wiki  

implementation,  failed to correctly validate  user-supplied  input,  thus allowing  a malicious user 

to access any part  of the filesystem. 

¶ Ubuntu Security Notice USN -2911-1.  

Ubuntu  Security Notice 2911-1 - It  was discovered that the Linux  kernel keyring  subsystem 

contained a race between read and revoke operations. A local attacker could use this to cause a 

denial of service (system crash). 

  

https://packetstormsecurity.com/files/135905/GS20160223142742.tgz
https://packetstormsecurity.com/files/135905/GS20160223142742.tgz
https://packetstormsecurity.com/files/135900/RHSA-2016-0286-01.txt
https://packetstormsecurity.com/files/135900/RHSA-2016-0286-01.txt
https://packetstormsecurity.com/files/135893/CVE-2016-0763.txt
https://packetstormsecurity.com/files/135893/CVE-2016-0763.txt
https://packetstormsecurity.com/files/135892/CVE-2015-5345.txt
https://packetstormsecurity.com/files/135892/CVE-2015-5345.txt
https://packetstormsecurity.com/files/135879/dsa-3486-1.txt
https://packetstormsecurity.com/files/135879/dsa-3486-1.txt
https://packetstormsecurity.com/files/135878/HPSBHF03544-1.txt
https://packetstormsecurity.com/files/135878/HPSBHF03544-1.txt
https://packetstormsecurity.com/files/135877/dsa-3485-1.txt
https://packetstormsecurity.com/files/135877/dsa-3485-1.txt
https://packetstormsecurity.com/files/135876/USN-2911-1.txt
https://packetstormsecurity.com/files/135876/USN-2911-1.txt
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¶ Ubuntu Security Notice USN -2911-2.  

Ubuntu  Security Notice 2911-2 - It  was discovered that the Linux  kernel keyring  subsystem 

contained a race between read and revoke operations. A local attacker could use this to cause a 

denial of service (system crash). 

¶ Ubuntu Security Notice USN -2909-1.  

Ubuntu  Security Notice 2909-1 - halfdog  discovered that OverlayFS, when mounting  on top of a 

FUSE mount,  incorrectly  propagated file  attributes, including  setuid. A local unprivileged  

attacker could use this to gain privileges.  halfdog  discovered that OverlayFS in the Linux  kernel 

incorrectly  propagated security sensitive extended attributes, such as POSIX ACLs. A local 

unpr ivileged  attacker could use this to gain privileges.  Various other issues were also addressed. 

¶ Ubuntu Security Notice USN -2910-1.  

Ubuntu  Security Notice 2910-1 - halfdog  discovered that OverlayFS, when mounting  on top of a 

FUSE mount,  incorrectly  propagated file  attributes, including  setuid. A local unprivileged  

attacker could use this to gain privileges.  halfdog  discovered that OverlayFS in the Linux  kernel 

incorrectly  propagated security sensitive extended attributes, such as POSIX ACLs. A local 

unprivileged  attacker could use this to gain privileges.  Various other issues were also addressed. 

¶ Ubuntu Security Notice USN -2908-2.  

Ubuntu  Security Notice 2908-2 - halfdog  discovered that OverlayFS, when mounting  on top of a 

FUSE mount,  incorrectly  propagated file  attributes, including  setuid. A local unprivileged  

attacker could use this to gain privileges.  halfdog  discovered that OverlayFS in the Linux  kernel 

incorrectly  propagated security  sensitive extended attributes, such as POSIX ACLs. A local 

unprivileged  attacker could use this to gain privileges.  Various other issues were also addressed. 

¶ Ubuntu  Security Notice USN-2908-3.  

Ubuntu  Security Not ice 2908-3 - halfdog  discovered that OverlayFS, when mounting  on top of a 

FUSE mount,  incorrectly  propagated file  attributes, including  setuid. A local unprivileged  

attacker could use this to gain privileges.  halfdog  discovered that OverlayFS in the Linux  kernel 

incorrectly  propagated security sensitive extended attributes, such as POSIX ACLs. A local 

unprivileged  attacker could use this to gain privileges.  Various other issues were also addressed. 

¶ Ubuntu Security Notice USN -2908-1.  

Ubuntu  Security Notice 2908-1 - halfdog  discovered that OverlayFS, when mounting  on top of a 

FUSE mount,  incorrectly  propagated file  attributes, including  setuid. A local unprivileged  

attacker could use this to gain privileges.  halfdog  discovered that OverlayFS in the Linux  kernel 

incorrectly  propagated security sensitive extended attributes, such as POSIX ACLs. A local 

unprivileged  attacker could use this to gain privileges.  Various other issues were also addressed. 

¶ Ubuntu Security Notice USN -2907-2.  

Ubuntu  Security Notice 2907-2 - halfdog  discovered that OverlayFS, when mounting  on top of a 

FUSE mount,  incorrectly  propagated file  attributes, including  setuid. A local unprivileged  

attacker could use this to gain privileges.  halfdog  discovered that OverlayFS in the Linux  kernel 

incorrectly  propagated security sensitive extended attributes, such as POSIX ACLs. A local 

unprivileged  attacker could use this to gain privileges.  Various other issues were also addressed. 

 

  

https://packetstormsecurity.com/files/135875/USN-2911-2.txt
https://packetstormsecurity.com/files/135875/USN-2911-2.txt
https://packetstormsecurity.com/files/135874/USN-2909-1.txt
https://packetstormsecurity.com/files/135874/USN-2909-1.txt
https://packetstormsecurity.com/files/135873/USN-2910-1.txt
https://packetstormsecurity.com/files/135873/USN-2910-1.txt
https://packetstormsecurity.com/files/135872/USN-2908-2.txt
https://packetstormsecurity.com/files/135872/USN-2908-2.txt
https://packetstormsecurity.com/files/135871/USN-2908-3.txt
https://packetstormsecurity.com/files/135871/USN-2908-3.txt
https://packetstormsecurity.com/files/135870/USN-2908-1.txt
https://packetstormsecurity.com/files/135870/USN-2908-1.txt
https://packetstormsecurity.com/files/135869/USN-2907-2.txt
https://packetstormsecurity.com/files/135869/USN-2907-2.txt
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Zone-h  Attack  Statistics : 

 
  

 

N°  Notifier  Single def.  Mass def.  Total def.  Homepage def.  Subdir def.  

 

1.  Barbaros -DZ  3448  157  3605  1223  2382  

2.  Ashiyane Digital Security Team  3023  4214  7237  1379  5858  

3.  Hmei7  2864  1513  4377  775  3602  

4.  LatinHackTeam  1438  1266  2704  2254  450  

5.  iskorpitx  1324  955  2279  786  1493  

6.  Fatal Error  1208  2163  3371  2991  380  

7.  HighTech  1067  4057  5124  4129  995  

8.  chinahacke r  889  1344  2233  4 2229  

9.  MCA-CRB 854  626  1480  374  1106  

10.  By_aGReSiF  759  1431  2190  804  1386  

11.  Index Php  713  282  995  228  767  

12.  oroboruo  680  892  1572  1219  353  

13.  3n_byt3  674  1955  2629  929  1700  

14.  HEXB00T3R  613  622  1235  407  828  

15.  br wsk007  612  261  873  31  842  

16.  Red Eye  604  1568  2172  2133  39  

17.  d3b~X  602  642  1244  64  1180  

18.  Swan  590  271  861  264  597  

19.  uykusuz001  561  153  714  38  676  

20.  1923Turk  553  1618  2171  471  1700  

21.  Dr.SHA6H  544  1302  1846  1499  347  

22.  Over -X  517  1783  23 00  1390  910  

23.  Mafia Hacking Team  509  600  1109  330  779  

24.  ZoRRoKiN  484  278  762  218  544  

25 . Digital Boys Underground Team  476  446  922  190  732  

 

http://www.zone-h.org/archive/special=1/notifier=Barbaros-DZ
http://www.zone-h.org/archive/special=1/notifier=Ashiyane%20Digital%20Security%20Team
http://www.zone-h.org/archive/special=1/notifier=Hmei7
http://www.zone-h.org/archive/special=1/notifier=LatinHackTeam
http://www.zone-h.org/archive/special=1/notifier=iskorpitx
http://www.zone-h.org/archive/special=1/notifier=Fatal%20Error
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/archive/special=1/notifier=chinahacker
http://www.zone-h.org/archive/special=1/notifier=MCA-CRB
http://www.zone-h.org/archive/special=1/notifier=By_aGReSiF
http://www.zone-h.org/archive/special=1/notifier=Index%20Php
http://www.zone-h.org/archive/special=1/notifier=oroboruo
http://www.zone-h.org/archive/special=1/notifier=3n_byt3
http://www.zone-h.org/archive/special=1/notifier=HEXB00T3R
http://www.zone-h.org/archive/special=1/notifier=brwsk007
http://www.zone-h.org/archive/special=1/notifier=Red%20Eye
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/archive/special=1/notifier=Swan
http://www.zone-h.org/archive/special=1/notifier=uykusuz001
http://www.zone-h.org/archive/special=1/notifier=1923Turk
http://www.zone-h.org/archive/special=1/notifier=Dr.SHA6H
http://www.zone-h.org/archive/special=1/notifier=Over-X
http://www.zone-h.org/archive/special=1/notifier=Mafia%20Hacking%20Team
http://www.zone-h.org/archive/special=1/notifier=ZoRRoKiN
http://www.zone-h.org/archive/special=1/notifier=Digital%20Boys%20Underground%20Team
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