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CYBER SECRETS

Social engineering (SE) has always been an extremely valuable and effective
method for gathering information and exploiting vulnerabilities. ~ From HUMINT U S I N G
to cyber warfare, SEi s an i nvaluable asset to ati

episode covers the Social Engineering Toolkit (SET) P E
http://youtu.be/cosWCrXSpt8 O S c

TO DENY YOUR

IN THE NEWS
NSA META data used in drone strikes / DOJ Hacking : US centric. ADVERSARY VITAL
When those two stories hit the news, you have to think that what Edward
Snowden did is completely justified. NSA claims that they only look at META MISSION INFORMATION
data of your communications and the ex-Director just announced that they

authorized kill commands using drone strikes against targets solely on META

data. To quote the Church Lady (Dana Carvey), 0 We il $ nhatts p e c i aTheé
Department of Justicenow wants to use malware & exploitation asa legal means Thiak. Protect. OPSEC. @
to track suspects. Well, if that is the case,s h o u | thksetidwly classifiedd c y b pigsi

we a p olmegprotected under the 2nd Amendment for the right to bear arms and
1st Amendment of Freedom of Speech? With neither the current administration
or Eric Holder, the top Law Enforcement officer in the US willing to go on record
as stating no Americans on American soil will be killed by a government owned
drone (look up Rand P a u filibuster), thisisascarysi t uati oné

Image is an oldie but goodie from 10SS.go»

Top 5 Defacers

0Chai expl odJdust §ké :hackers, lawyers and politicians are constantly

looking for loop holes or vulnerabilities to exploit. Think of it this way. The

Patriot Act allows for the circumvention of the 4% Amendment in possible 250 -
terrorist cases. Attorney General John Ashcroft twisted the definition of 200 -
0¢é r r o roi iclude organized crime. Now the definition of 0t e r r alsoi 150 -
covers Title 18 U.S.C10300r Computer Fraud and Abuse Act. Now anyone with 100 -
a computer that violates that stature (easy to do) can be considered a cyber- 50 -
terrorist. The National Defense Authorization Act (DoD budget) 2011had a piece 0 . . . . .
snuck in that the 0 b a tgtrloeu malwois both outside AND inside the United

9
Statesborder, giving the DoD the option to hunt U.S. citizen terrorists inside the '4?& ~Q/+ &e& .&’Z} ~&€3@
United States. With the addition of the drone act, technically, a drone could be ?&@ &2&%\ 5\2& A\
used against a 14 year old cyber-terrorist because he would be considered an %0\‘@

electronic enemy combatant. As the Ancient Chinese curse roughly translates,
OMay you live in interesting times6é Well, theseare interesting times we live in.
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FBI IN THE NEWS:

Terrorism

Alleged War Criminal Arrested

Coordinated Effort Results in Multiple Charges Against Jordanian National and Family Members
FBI Offers $2,000 Reward in Albuguerque Pipe Bombs Case

Glen Burnie Man Pleads Guilty to lllegal Possession of Guns and Improvised Explosive Devices

Mustafa Kamel Mustafa, al/k/a 6Abu Hamza, 6 Convicted
Technology

Clovis Defendant Sentenced, Bakersfield Defendant PleadsGuilty in Laser Strike Case
President of HigherEducat i on Soft ware Provider Pleads Guilty t

Computer Systems

Two Men Arraigned on Federal Charge for Aiming Laser Pointer at Aircraft
U.S. Charges Five Chinese Military Hackers for Cyber Espionage Against U.S. Corporations and a Labor
Organization for Commercial Advantage

Human Trafficking / CPKP

Albany Man Pleads Guilty to Distribution of Child Pornography

Antelope Valley Man Pleads Guilty to Federal Charge of Producing Child Pornography Related to Molestation of
Relative

California Man Pleads Guilty to Online Enticement of a West Michigan Child

Cincinnati Man Sentenced to 240 Years in Prison for Producing Child Pornography

Defendant Pleads Guilty to Federal Offense of Sex Trafficking of a Child

FBI Seeking Public Assistance in Identifying Victims of Suspected Serial Child Predator in Southeast U.S.
Fort Hall Man Sentenced for Abusive Sexual Contact of Minor

Gates Man Pleads Guilty to Child Pornography Charge

Laredoan Who Fled to Mexico Indicted on Kidnapping Charges

Laurel Man Sentenced to More Than Six Years in Prison for Transportation of Child Pornography
Linn County Man Sentenced on Federal Child Pornography Charges

Local Man Sentenced for Producing Child Pornography

Man Pleads Guilty to Enticing a Child

Man Sentenced to Prison for Abusive Sexual Contact with a Person Under the Age of 12 Years
Manchester Woman Sentenced to 15 Years on Child Exploitation Charge

Maryland Man Sentenced to 51 Months in Prison for Traveling to Engage in lllicit Sexual Conduct with a Minor
and Possession of Child Pornography

Milwaukee Man Indicted for Sex Trafficking

Mississippi Man Pleads Guilty to Abusive Sexual Contact with a Minor Under the Age of 12

Navajo Man Sentenced to Federal Prison for Child Sex Abuse Conviction

Olympia Man Who Preyed on 16-Year-Old Convicted of Production and Possession of Child Pornography
Pittsburgh Man Sentenced to 12 Years in Prison for Sex Trafficking of a Child

Texas Man I ndicted on Federal Hate Crime and Kidnap
Orientation

Toldeo Man Sentenced to 15 Years in Prison for Human Trafficking

Union County Man Sentenced to 63 Months in Prison for Distributing Images of Child Sexual Abuse
West Hartford Man Charged with Using the Internet to Distribute Obscene Materials to a Minor
Wisconsin Dells Man Sentenced to 72 Months for Distributing Child Pornography
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http://www.fbi.gov/pittsburgh/press-releases/2014/u.s.-charges-five-chinese-military-hackers-for-cyber-espionage-against-u.s.-corporations-and-a-labor-organization-for-commercial-advantage?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=322428
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http://www.fbi.gov/losangeles/press-releases/2014/antelope-valley-man-pleads-guilty-to-federal-charge-of-producing-child-pornography-related-to-molestation-of-relative?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=323646
http://www.fbi.gov/detroit/press-releases/2014/california-man-pleads-guilty-to-online-enticement-of-a-west-michigan-child?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=322063
http://www.fbi.gov/cincinnati/press-releases/2014/cincinnati-man-sentenced-to-240-years-in-prison-for-producing-child-pornography?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=321681
http://www.fbi.gov/albany/press-releases/2014/defendant-pleads-guilty-to-federal-offense-of-sex-trafficking-of-a-child-2?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=324194
http://www.fbi.gov/atlanta/press-releases/2014/fbi-seeking-public-assistance-in-identifying-victims-of-suspected-serial-child-predator-in-southeast-u.s?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=323240
http://www.fbi.gov/saltlakecity/press-releases/2014/fort-hall-man-sentenced-for-abusive-sexual-contact-of-minor?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=323601
http://www.fbi.gov/buffalo/press-releases/2014/gates-man-pleads-guilty-to-child-pornography-charge?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=323322
http://www.fbi.gov/sanantonio/press-releases/2014/laredoan-who-fled-to-mexico-indicted-on-kidnapping-charges?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=321681
http://www.fbi.gov/baltimore/press-releases/2014/laurel-man-sentenced-to-more-than-six-years-in-prison-for-transportation-of-child-pornography?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=321938
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http://www.fbi.gov/washingtondc/press-releases/2014/maryland-man-sentenced-to-51-months-in-prison-for-traveling-to-engage-in-illicit-sexual-conduct-with-a-minor-and-possession-of-child-pornography-1?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=323646
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http://www.fbi.gov/jackson/press-releases/2014/mississippi-man-pleads-guilty-to-abusive-sexual-contact-with-a-minor-under-the-age-of-12?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=322145
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http://www.fbi.gov/seattle/press-releases/2014/olympia-man-who-preyed-on-16-year-old-convicted-of-production-and-possession-of-child-pornography?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=321938
http://www.fbi.gov/pittsburgh/press-releases/2014/pittsburgh-man-sentenced-to-12-years-in-prison-for-sex-trafficking-of-a-child?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=323601
http://www.fbi.gov/dallas/press-releases/2014/texas-man-indicted-on-federal-hate-crime-and-kidnapping-charges-for-assault-based-on-victims-sexual-orientation?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=321938
http://www.fbi.gov/dallas/press-releases/2014/texas-man-indicted-on-federal-hate-crime-and-kidnapping-charges-for-assault-based-on-victims-sexual-orientation?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=321938
http://www.fbi.gov/cleveland/press-releases/2014/toldeo-man-sentenced-to-15-years-in-prison-for-human-trafficking?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=322997
http://www.fbi.gov/newark/press-releases/2014/union-county-man-sentenced-to-63-months-in-prison-for-distributing-images-of-child-sexual-abuse?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=321938
http://www.fbi.gov/boston/press-releases/2014/west-hartford-man-charged-with-using-the-internet-to-distribute-obscene-materials-to-a-minor?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=322063
http://www.fbi.gov/milwaukee/press-releases/2014/wisconsin-dells-man-sentenced-to-72-months-for-distributing-child-pornography?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=323601
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IN THE NEWS:
SCADA/ICS
Air Traffic Contr ol System Failure Caused by Memory Shortage- A Cyber Attack?
Exclusive: Air traffic system failure caused by computer memory shortage
US Public Utility Compromised By Brétarce Cyber Attack

Legal

'‘Anons' Cuffed By Australian Federal Police

Cisco's John Chambers Tells Obama To Back Off Snooping

DOJ asks for new authority to hack and search remote computers

EFF Blows Snapchat A Raspberry In Report

ExNSA Director Admits 'We Kill People Based On Metadata' witheCtiike

FBI Seeks License To Hack Botnfected PCs

Freedom Act Passes US House, Despite Valley Concerns

Glenn Greenwald dishes on waitht took to work with Edward Snowden

Glenn Greenwald: NSA Believes It Should Be Able To Monitor All Communication

Hearings to watch this week & Scooplet: Global cyber talks forming o Talker: Feds want easier hackingd Hagel
talks cyber on Sunday shows d Cybersecurity lobbying way up

Microsoft Challenges FBI Gag Order And Wins

Microsoft Says Tor Can't Foil NSA Surveillance

More Google 'Forget' Requests Emerge After EU Ruling

'‘No Place to Hide' a vital discu ssion on Snowden's revelations

NSA / EFF Respond To Cell Phone Recordings In Bahamas

Russian Hacker Charged in Biggest U.S Hacking Case Doesn't Want Extradition to U.S A
U.S. Indictment ©Chinese Hackers Could Be Awkward For The NSA

US To Charge Chinese Military Officials With Cyber Spying

Governement

Air Force wants its fingerprints on DoD's Joint Information Environment

China Bans Windows 8 From Government Computers

DARPA Is Weaponizing Oculus Rift For Cyberwar

51 wt! {SGa /@80SNJ C2dzyRIFI{iA2ya 6AGK Wtfly - Q
FBI Could Hire Hackers On Cannabis To Fight Cybercrime

Hackers steal Ukraine crisis data from Belgian foreign ministry

I nt el agencies donot share cybe rFBltofficaksays s t hat coul
Iranian Ajax Security Team targets US Defense Industry

Navy sysadmin went on hacking spree at sea

NSA Reportedly Intercepts US-made Internet Routers to Install Spyware

Recent Word Zero-Day Used In Attacks Against Taiwan Government

Terrorist Group ARQaeda Uses New Encryption Softwares After NSA Revelations

The man with the Pentagon checkbook

U.S. must crack down on China's cyber threats

U.S. Plays CatchUp with China on Cyber Warfare

Video: Soldiers Update: Cyber Defenders

Vietham government sites defaced by Chinese hackers, as sea tensions ignite
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http://i.nl03.net/ltr6/?_m=3n.009a.579.lv0aof6qwg.c8q
http://service.meltwaternews.com/mnews/redirect.html?docId=3417444285&userId=2470803&agentId=623805&type=2&s=55387&url=http%3A%2F%2Fwww.cnbc.com%2Fid%2F101665010
http://service.meltwaternews.com/mnews/redirect.html?docId=3420625400&userId=2470803&agentId=623805&type=2&s=48977&url=http%3A%2F%2Fwww.computerworld.com.my%2Fresource%2Findustries%2Fus-must-crack-down-on-chinas-cyber-threats%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=3413796910&userId=2470803&agentId=623805&type=2&s=1440&url=http%3A%2F%2Fnews.yahoo.com%2Fu-plays-catch-china-cyber-094500484.html
http://service.meltwaternews.com/mnews/redirect.html?docId=3415889011&userId=2470803&agentId=623805&type=2&s=100086&url=http%3A%2F%2Fwww.dvidshub.net%2Fvideo%2F336539%2Fsoldiers-update-cyber-defenders
http://service.meltwaternews.com/mnews/redirect.html?docId=3419908767&userId=2470803&agentId=623805&type=2&s=99130&url=http%3A%2F%2Fwww.nextgov.com%2Fcybersecurity%2Fthreatwatch%2F2014%2F05%2Fnetwork-intrusion-vietnam-government-sites-defaced%2F1051%2F
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Technology

oYour Photos Are being Used6 phishing scam targeting Facebook users

2014 Internet Security Threat Report

Anti -DDoS Services Abused to Carry Out DDoS Attack with 1.5 Billion Requests/Minute
Authentic8 joins secure browser wars by revisiting the thin clewith a dash of SSO (451 Research Impact
Report)

Bitcoin Blockchain Allegedly Infected With Stoned Virus

BlackShades Malware Bust Ends In Nedi/Arrests Worldwide

Bulletin (SB14-132)Vulnerability Summar y for the Week of May 5, 2014

Cybercriminals targeting ufkly sources to carry out higtrofile exploits

Dispelling The Myths Of Cyber Security

Dynamic Analysis tools for Android Fail to Detect Malware with Heuristic Evasion Techniques
eBay Faces Backlash On Hack Delays

eBay Faces Investiians Over Massive Data Breach

eBay Makes Users Change Their Passwords After Hack

eBay Says Database Leak Dump Offers Are Fake

Extracting the Evidence

Facebook Wants To Listén To Your Music And Videos

Google account passwords stden in phishing attack

Hackers now crave patches, and Microsoft's giving them just what they want

How to Manage Big Datads Big Security Challenge
Interdependence: Good for community, bad for the l1oT

Is Elderwood the digital arms dealer that fuelled attacks on Google?

Leaked Screenshots Suggest New Gmail Interface Coming Soon

LifeLock Pulls Wallet App Over Credit Card Leak Fears

LOL, Jar File Malware Just Goes Viral Through Facebook Messages

Microsoft Ignores Critical Internet Explorer Zéday Bug, Leaving Users Open To Attack
Microsoft Promise&ix For Internet Explorer Zero Day Flaw

NBC Leaks Private Amazon Keys In Github Glenn Gaffe

NBC To Air Edward Snowden Interview

Phishers Cast Wider Net, Now Asking for Multiple Emails

Retailers Join Forces To Share Threat Intelligence

Schneider Electric Asks Users To Patch Heartbleed Agai

Security-vendor snake oil: 7 promises that don't deliver

Silverlight Finally Becomes Popular... With Criminals

Snowden's First Move Against The NSA Was A Party In Hawaii

US retailers set up center for cyber intelligence sharing

Windows XP Is Extinct - So Why Are So Many Companies Still On It?

Yahoo! Gets Hit By Nasty XSS Flaw In Comments


http://service.meltwaternews.com/mnews/redirect.html?docId=3417377161&userId=2470803&agentId=623805&type=2&s=19164&url=http%3A%2F%2Fwww.net-security.org%2Fsecworld.php%3Fid%3D16844
http://thehackernews.tradepub.com/c/pubRD.mpl/?sr=ps&_t=ps:w_cnd01hac::&ch=_rssnews&qf=w_sym175&_m=01.00ev.1.0.0
http://i.nl03.net/ltr6/?_m=3n.009a.577.lv0aof6qwg.c7k
http://thehackernews.tradepub.com/c/pubRD.mpl/?sr=ps&_t=ps:w_cnd01hac::&ch=_rssnews&qf=w_autb01&_m=01.00ev.1.0.0
http://thehackernews.tradepub.com/c/pubRD.mpl/?sr=ps&_t=ps:w_cnd01hac::&ch=_rssnews&qf=w_autb01&_m=01.00ev.1.0.0
http://packetstormsecurity.com/news/view/24107/Bitcoin-Blockchain-Allegedly-Infected-With-Stoned-Virus.html
http://packetstormsecurity.com/news/view/24112/BlackShades-Malware-Bust-Ends-In-Nearly-100-Arrests-Worldwide.html
http://service.meltwaternews.com/mnews/redirect.html?docId=3415210137&userId=2470803&agentId=623805&type=2&s=215061&url=http%3A%2F%2Fwww.us-cert.gov%2Fncas%2Fbulletins%2FSB14-132
http://service.meltwaternews.com/mnews/redirect.html?docId=3420968129&userId=2470803&agentId=623805&type=2&s=19164&url=http%3A%2F%2Fwww.net-security.org%2Fsecworld.php%3Fid%3D16858
http://service.meltwaternews.com/mnews/redirect.html?docId=3419829273&userId=2470803&agentId=623805&type=2&s=97680&url=http%3A%2F%2Fwww.darkreading.com%2Frisk%2Fdispelling-the-myths-of-cyber-security%2Fa%2Fd-id%2F1251171
http://i.nl03.net/ltr6/?_m=3n.009a.579.lv0aof6qwg.c9a
http://packetstormsecurity.com/news/view/24123/eBay-Faces-Backlash-On-Hack-Delays.html
http://packetstormsecurity.com/news/view/24132/eBay-Faces-Investigations-Over-Massive-Data-Breach.html
http://packetstormsecurity.com/news/view/24120/eBay-Makes-Users-Change-Their-Passwords-After-Hack.html
http://packetstormsecurity.com/news/view/24130/eBay-Says-Database-Leak-Dump-Offers-Are-Fake.html
http://service.meltwaternews.com/mnews/redirect.html?docId=3413579170&userId=2470803&agentId=623805&type=2&s=82364&url=http%3A%2F%2Fwww.thonline.com%2Fnews%2Ftechnology%2Farticle_fe4d95d7-51e8-551e-b632-f682f320ab56.html
http://packetstormsecurity.com/news/view/24124/Facebook-Wants-To-Listen-In-To-Your-Music-And-Videos.html
http://service.meltwaternews.com/mnews/redirect.html?docId=3415341347&userId=2470803&agentId=623805&type=2&s=19164&url=http%3A%2F%2Fwww.net-security.org%2Fsecworld.php%3Fid%3D16835
http://service.meltwaternews.com/mnews/redirect.html?docId=3413930880&userId=2470803&agentId=623805&type=2&s=6458&url=http%3A%2F%2Fwww.networkworld.com%2Fnews%2F2014%2F051114-hackers-now-crave-patches-and-281483.html
http://service.meltwaternews.com/mnews/redirect.html?docId=3417063453&userId=2470803&agentId=623805&type=2&s=215346&url=http%3A%2F%2Fdata-informed.com%2Fmanage-big-datas-big-security-challenges%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=3414985828&userId=2470803&agentId=623805&type=2&s=68694&url=http%3A%2F%2Fwww.computerworlduk.com%2Fin-depth%2Fsecurity%2F3516003%2Finterdependence-good-for-community-bad-for-the-iot%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=3421123866&userId=2470803&agentId=623805&type=2&s=210&url=http%3A%2F%2Fwww.theguardian.com%2Ftechnology%2F2014%2Fmay%2F15%2Felderwood-digital-arms-dealer-google
http://i.nl03.net/ltr6/?_m=3n.009a.577.lv0aof6qwg.c7u
http://packetstormsecurity.com/news/view/24108/LifeLock-Pulls-Wallet-App-Over-Credit-Card-Leak-Fears.html
http://i.nl03.net/ltr6/?_m=3n.009a.579.lv0aof6qwg.c95
http://packetstormsecurity.com/news/view/24126/Microsoft-Ignores-Critical-Internet-Explorer-Zero-Day-Bug-Leaving-Users-Open-To-Attack.html
http://packetstormsecurity.com/news/view/24131/Microsoft-Promises-Fix-For-Internet-Explorer-Zero-Day-Flaw.html
http://packetstormsecurity.com/news/view/24115/NBC-Leaks-Private-Amazon-Keys-In-Github-Glenn-Gaffe.html
http://packetstormsecurity.com/news/view/24127/NBC-To-Air-Edward-Snowden-Interview.html
http://service.meltwaternews.com/mnews/redirect.html?docId=3416310280&userId=2470803&agentId=623805&type=2&s=135138&url=http%3A%2F%2Fblog.trendmicro.com%2Ftrendlabs-security-intelligence%2Fphishers-cast-wider-net-now-asking-for-multiple-emails%2F
http://packetstormsecurity.com/news/view/24104/Retailers-Join-Forces-To-Share-Threat-Intelligence.html
http://packetstormsecurity.com/news/view/24116/Schneider-Electric-Asks-Users-To-Patch-Heartbleed-Again.html
http://service.meltwaternews.com/mnews/redirect.html?docId=3415183482&userId=2470803&agentId=623805&type=2&s=3337&url=http%3A%2F%2Fwww.computerworld.com%2Fs%2Farticle%2F9248267%2FSecurity_vendor_snake_oil_7_promises_that_don_39_t_deliver
http://packetstormsecurity.com/news/view/24111/Silverlight-Finally-Becomes-Popular...-With-Criminals.html
http://packetstormsecurity.com/news/view/24122/Snowdens-First-Move-Against-The-NSA-Was-A-Party-In-Hawaii.html
http://service.meltwaternews.com/mnews/redirect.html?docId=3421633072&userId=2470803&agentId=623805&type=2&s=19164&url=http%3A%2F%2Fwww.net-security.org%2Fsecworld.php%3Fid%3D16865
http://service.meltwaternews.com/mnews/redirect.html?docId=3416369828&userId=2470803&agentId=623805&type=2&s=2692&url=http%3A%2F%2Fwww.forbes.com%2Fsites%2Frobertbowman%2F2014%2F05%2F12%2Fwindows-xp-is-extinct-so-why-are-so-many-companies-still-on-it%2F
http://packetstormsecurity.com/news/view/24113/Yahoo-Gets-Hit-By-Nasty-XSS-Flaw-In-Comments.html
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This section of the CIR is dedicated to inform the public
exploits, tools, and whitepapers that m ay directly affect
the security posture of an organization. The term
OProof of Concept (PoC) o
exploit. Many of these PoCs will eventually find
themselves in malicious logic such as viruses, Trojans,
and root kits.

EXPLOITS & TOOLS

Tool Tip: sqglmap

Sglmap is an extremely powerful tool that can help prove SQL injection vulnerabilities when found in
scanning tools such as OWASP ZAP by validating if it was exploitable. It can even be used to remotely
dump databases orrun server side commands.

--mobile allows you to mimic traffic from several of the common sell phones. This can help obfuscate
some of your remote attacks.

Metasploit Releases
Symantec WorkspaceStreaming Arbitrary File Upload

Exploits

Allplayer 5.9 Memory Corruption

AoA Audio Extractor Basic 2.3.7- ActiveX Exploit

AoA DVD Creator 2.6.2 Active -X Overflow

AoA MP4 Converter 4.1.2 - ActiveX Exploit

check_dhcp - Nagios Plugins <= 2.0.1- Arbitrary Option File Read
Clipperz Password Manager Code Execution

CyberLink Power2Go Essential 9.0.10@.0 Overflow

Easy Address Book Web Server 1.6 Stack Buffer Overflow
Easy File Management Web Server 5.3 Stack Buffer Overflow
Easy File Sharing Web Server 6.8 Stack Buffer Overflow
Elastic Search File Read / Append

HP Release Control 9.20.0000 Build 395 XXE

Intel Ideo Video 4.5 Memory Corruption

K-Lite CODEC 10.45 Memory Corruption

Linux Kernel 3.15-rc4 PTY Race Condition

Nagios Plugins 2.0.1 check_dhcp Arbitrary File Read
Oracle JavaMail SMTP Header Injection

Realplayer 16.0.3.51 Memory Corruption

Skybox 6.x Authentication Bypass / Information Disclosure
WIinAMP 5.666 Memory Corruption

WordPress cnhk-slideshow Shell Upload


http://www.exploit-db.com/exploits/33521
http://packetstormsecurity.com/files/126638/Allplayer-5.9-Memory-Corruption.html
http://www.exploit-db.com/exploits/33431
http://packetstormsecurity.com/files/126715/AoA-DVD-Creator-2.6.2-Active-X-Overflow.html
http://www.exploit-db.com/exploits/33433
http://www.exploit-db.com/exploits/33387
http://packetstormsecurity.com/files/126713/Clipperz-Password-Manager-Code-Execution.html
http://packetstormsecurity.com/files/126724/CyberLink-Power2Go-Essential-9.0.1002.0-Overflow.html
http://www.exploit-db.com/exploits/33454
http://www.exploit-db.com/exploits/33453
http://www.exploit-db.com/exploits/33352
http://packetstormsecurity.com/files/126609/Elastic-Search-File-Read-Append.html
http://packetstormsecurity.com/files/126703/HP-Release-Control-9.20.0000-Build-395-XXE.html
http://packetstormsecurity.com/files/126640/Intel-Ideo-Video-4.5-Memory-Corruption.html
http://packetstormsecurity.com/files/126613/K-Lite-CODEC-10.45-Memory-Corruption.html
http://packetstormsecurity.com/files/126603/Linux-Kernel-3.15-rc4-PTY-Race-Condition.html
http://packetstormsecurity.com/files/126658/Nagios-Plugins-2.0.1-check_dhcp-Arbitrary-File-Read.html
http://packetstormsecurity.com/files/126721/Oracle-JavaMail-SMTP-Header-Injection.html
http://packetstormsecurity.com/files/126637/Realplayer-16.0.3.51-Memory-Corruption.html
http://packetstormsecurity.com/files/126585/Skybox-6.x-Authentication-Bypass-Information-Disclosure.html
http://packetstormsecurity.com/files/126636/WinAMP-5.666-Memory-Corruption.html
http://packetstormsecurity.com/files/126702/WordPress-cnhk-slideshow-Shell-Upload.html
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Web Vulnerabilities
Aleph 500 Cross Site Scripting
Aleph 500 SQL Injection
Artikel CMS Cross Site Scripting
BarracudaDrive 6.7.2 Cross Site Scripting
Binatone DT 850W Router Cross Site Request Forgery
Broadcom PIPA C211 Information Disclosure
BSS Continuity CMS 4.222640.0 Authentication Bypass
BSS Continuity CMS 4.2.22640.0 Code Execution
BSS Continuity CMS 4.2.22640.0 SQL Injection
ClassAd Cross Site Sripting
Cobbler 2.6.0 Arbitrary File Read
Construtiva CIS Manager SQL Injection
CoSoSys Endpoint Protector 4 SQL Injection / Backdoor
CRMAPP SQL Injection
DIR-605L Disclosure / By pass
D-Link Cross Site Scripting / Information Disclosure
Dotclear 2.6.2 Arbitrary File Upload
Dotclear 2.6.2 Authentication Bypass
Dotclear 2.6.2 SQL Injection
Dotclear Media Manager Authenticated Arbitrary File Upload
Easy Address Book Web Server 1.6 Buffe Overflow
Easy File Management Web Server 5.3 Buffer Overflow
EGroupware 1.8.006 Cross Site Request Forgery / Code Injection
Flowplayer Cross Site Scripting
Flying Cart Cross Site Scripting
Fog Imaging System 0.32 Cross Site Scripting
GetSimple CMS 3.3.1 Coss Site Scripting
NULL Page Mitigations On Windows 8 x86
PayPal Filter Bypass
Perseus' Java Hopper Cross Site Scripting
PHP-Nuke Web Links SQL Injection
SafeNet Sentinel Diredory Traversal
Seo Panel 3.4.0 Cross Site Scripting
SIP Server By Kerne.org SQL Injection / Backup Disclosure
SMART iPBX SQL injection
SpiceWorks 7.2.00174 Cross Site Scripting
Symantec Workspace Streaming Arbitrary File Upload
UPS Web/SNMP -Manager CS121 Login Bypass
Web Terra 1.1 Remote Command Execution
Wiser 2.10 Backup Disclosure
WordPress bib2html 0.9.3 Cross Site Scripting
WordPress Conversion Ninja Cross Site Scripting
WordPress Simple Popup Cross Site Scripting
XOOPS Glossaire 1.0 SQL Injection


http://packetstormsecurity.com/files/126654/Aleph-500-Cross-Site-Scripting.html
http://packetstormsecurity.com/files/126635/Aleph-500-SQL-Injection.html
http://packetstormsecurity.com/files/126737/Artikel-CMS-Cross-Site-Scripting.html
http://packetstormsecurity.com/files/126645/BarracudaDrive-6.7.2-Cross-Site-Scripting.html
http://packetstormsecurity.com/files/126758/Binatone-DT-850W-Router-Cross-Site-Request-Forgery.html
http://packetstormsecurity.com/files/126601/Broadcom-PIPA-C211-Information-Disclosure.html
http://packetstormsecurity.com/files/126739/BSS-Continuity-CMS-4.2.22640.0-Authentication-Bypass.html
http://packetstormsecurity.com/files/126740/BSS-Continuity-CMS-4.2.22640.0-Code-Execution.html
http://packetstormsecurity.com/files/126742/BSS-Continuity-CMS-4.2.22640.0-SQL-Injection.html
http://packetstormsecurity.com/files/126736/ClassAd-Cross-Site-Scripting.html
http://packetstormsecurity.com/files/126607/Cobbler-2.6.0-Arbitrary-File-Read.html
http://packetstormsecurity.com/files/126659/Construtiva-CIS-Manager-SQL-Injection.html
http://packetstormsecurity.com/files/126769/CoSoSys-Endpoint-Protector-4-SQL-Injection-Backdoor.html
http://packetstormsecurity.com/files/126696/CRMAPP-SQL-Injection.html
http://packetstormsecurity.com/files/126738/DIR-605L-Disclosure-Bypass.html
http://packetstormsecurity.com/files/126779/D-Link-Cross-Site-Scripting-Information-Disclosure.html
http://packetstormsecurity.com/files/126767/Dotclear-2.6.2-Arbitrary-File-Upload.html
http://packetstormsecurity.com/files/126766/Dotclear-2.6.2-Authentication-Bypass.html
http://packetstormsecurity.com/files/126768/Dotclear-2.6.2-SQL-Injection.html
http://packetstormsecurity.com/files/126777/Dotclear-Media-Manager-Authenticated-Arbitrary-File-Upload.html
http://packetstormsecurity.com/files/126757/Easy-Address-Book-Web-Server-1.6-Buffer-Overflow.html
http://packetstormsecurity.com/files/126756/Easy-File-Management-Web-Server-5.3-Buffer-Overflow.html
http://packetstormsecurity.com/files/126643/EGroupware-1.8.006-Cross-Site-Request-Forgery-Code-Injection.html
http://packetstormsecurity.com/files/126646/Flowplayer-Cross-Site-Scripting.html
http://packetstormsecurity.com/files/126735/Flying-Cart-Cross-Site-Scripting.html
http://packetstormsecurity.com/files/126608/Fog-Imaging-System-0.32-Cross-Site-Scripting.html
http://packetstormsecurity.com/files/126598/GetSimple-CMS-3.3.1-Cross-Site-Scripting.html
http://packetstormsecurity.com/files/126761/NULL-Page-Mitigations-On-Windows-8-x86.html
http://packetstormsecurity.com/files/126616/PayPal-Filter-Bypass.html
http://packetstormsecurity.com/files/126734/Perseus-Java-Hopper-Cross-Site-Scripting.html
http://packetstormsecurity.com/files/126697/PHP-Nuke-Web-Links-SQL-Injection.html
http://packetstormsecurity.com/files/126725/SafeNet-Sentinel-Directory-Traversal.html
http://packetstormsecurity.com/files/126706/Seo-Panel-3.4.0-Cross-Site-Scripting.html
http://packetstormsecurity.com/files/126698/SIP-Server-By-Kerne.org-SQL-Injection-Backup-Disclosure.html
http://packetstormsecurity.com/files/126699/SMART-iPBX-SQL-injection.html
http://packetstormsecurity.com/files/126596/SpiceWorks-7.2.00174-Cross-Site-Scripting.html
http://packetstormsecurity.com/files/126722/Symantec-Workspace-Streaming-Arbitrary-File-Upload.html
http://packetstormsecurity.com/files/126656/UPS-Web-SNMP-Manager-CS121-Login-Bypass.html
http://packetstormsecurity.com/files/126759/Web-Terra-1.1-Remote-Command-Execution.html
http://packetstormsecurity.com/files/126700/Wiser-2.10-Backup-Disclosure.html
http://packetstormsecurity.com/files/126782/WordPress-bib2html-0.9.3-Cross-Site-Scripting.html
http://packetstormsecurity.com/files/126781/WordPress-Conversion-Ninja-Cross-Site-Scripting.html
http://packetstormsecurity.com/files/126763/WordPress-Simple-Popup-Cross-Site-Scripting.html
http://packetstormsecurity.com/files/126701/XOOPS-Glossaire-1.0-SQL-Injection.html
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Denial of Service
TFTPD32 / TFTPD64 4.5 Denial Of Service
Core FTP Server Version 1.2, build 535, 32bit - Crash P.O.C.
Wireshark 1.10.7- DoS PoC
Mozilla Firefox 29.0 - Null Pointer Dereference Vulnerability

Tools
Config Push snmpset Utility
Hook Analyser Malware Tool 3 .1
Lynis Auditing Tool 1.5.3
MIM EDefang Email Scanner 2.75
Netgrafio 0.1
privacylDEA 0.9
rcrypt 1.4
Secure Internet Live Conferencing 1.1.12
Suricata IDPE 2.0.1
Tinc Virtual Private Network Daemon 1.0.24
Tor-ramdisk i686 UClibc-based Linux Distribution
x86 20140520
Web-Based Firewall Logging Tool 1.00


http://packetstormsecurity.com/files/126615/TFTPD32-TFTPD64-4.5-Denial-Of-Service.html
http://www.exploit-db.com/exploits/33495
http://www.exploit-db.com/exploits/33384
http://www.exploit-db.com/exploits/33386
http://packetstormsecurity.com/files/126621/Config-Push-snmpset-Utility.html
http://packetstormsecurity.com/files/126717/Hook-Analyser-Malware-Tool-3.1.html
http://packetstormsecurity.com/files/126723/Lynis-Auditing-Tool-1.5.3.html
http://packetstormsecurity.com/files/126760/MIMEDefang-Email-Scanner-2.75.html
http://packetstormsecurity.com/files/126589/Netgrafio-0.1.html
http://packetstormsecurity.com/files/126602/privacyIDEA-0.9.html
http://packetstormsecurity.com/files/126778/rcrypt-1.4.html
http://packetstormsecurity.com/files/126584/Secure-Internet-Live-Conferencing-1.1.12.html
http://packetstormsecurity.com/files/126765/Suricata-IDPE-2.0.1.html
http://packetstormsecurity.com/files/126597/Tinc-Virtual-Private-Network-Daemon-1.0.24.html
http://packetstormsecurity.com/files/126744/Tor-ramdisk-i686-UClibc-based-Linux-Distribution-x86-20140520.html
http://packetstormsecurity.com/files/126744/Tor-ramdisk-i686-UClibc-based-Linux-Distribution-x86-20140520.html
http://packetstormsecurity.com/files/126695/Web-Based-Firewall-Logging-Tool-1.00.html

This section of the CIR is dedicated to inform the
public of website defacements that have targeted
either larger organizations or government agencies.
The perpetrators of these attacks are all over the
world and have different reasons for hacking that

range from curiosity to hacktavism to state
sponsored espionage/cyberwarfare activity.

WEBSITE DEFACEMENTS: (1042)
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Domain

whois.nic.ht
www.cmbrumadinho.mg.gov.br
pcl6.lacesm.ufsm.br/lumetjoe/
camarabarroso.mg.gov.br
www.camaranf.pb.gov.br/editor/...
jandairaprefeitura.ba.gov.br/e...
www.servidor2.cvj.sc.gov.br/im...
imprensa.cvj.sc.gov.br/images/...
www.iz.sp.gov.brarquivodigital...
agora.cvj.sc.gov.br/images/r.html

www.munichalamarca.gob.pe/imag.

www.munibellavistasm.gob.pe/im...
blk.disnakertrans.jabarprov.go...
ezabinhphuoc.gov.vn
rutalibertador.mintur.gob.vel/i...
muzeu.rksgov.net
sf.yining.gov.cn/ali.html
covertlab.stanford.edu/subpage...
WwWw.mines.gov.mw
www.comune.monteiasi.ta.it
rakernas.mahkamahagung.go.id
www.yakumuseoagua.gob.ec
www.museociudadquito.gob.ec

www.ce ntrodeartecontemporaneo. .
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Ashiyane Digital Security Team  ssie www.taopon.go.th/project.php Linux mirror
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Ashiyane Digital Security Team =iy www.umphang.go.th/project.php Linux mirror
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Ashiyane Digital Security Team =iy www.obtnayom.go.th/project.php Linux mirror
Ashiyane Digital Security Team =iz www.talook.go.th/project.php Linux mirror
Ashiyane Digital Security Team =iz www.maekummee.go.th/project.php  Linux mirror
Ashiyane Digital Security Team  issisy www.lumkao.go.th/project.php Linux mirror
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http://www.zone-h.org/archive/special=1/notifier=d3b~X
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http://www.zone-h.org/mirror/id/22394957
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22394941
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22394841
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22394801
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22394887
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22394578
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22394453
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22394069
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22392945
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22392639
http://www.zone-h.org/archive/special=1/notifier=d3b~X
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http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22392082
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d3b~X — www.khukkhak.go.th/images/nyet... Linux mirror
d3b~X il khlungcity.go.th/images/nyet.qgif Linux mirror
d3b~X — www.saoklongyai.go.th/images/n... Linux mirror
d3b~X il phliocity.go.th/images/nyet.qgif Linux mirror
d3b~X — noenphracity.go.th/images/nyet... Linux mirror
d3b~X il www.kasetsuwan.go.th/images/ny...  Linux mirror
d3b~X iy ramrrs.gov.rs/gantengim Linux mirror
d3b~X il bansangcity.go.th/images/nyet.qif Linux mirror
d3b~X — hantapao.go.th/images/nyet.gif Linux mirror
d3b~X B transparencia.ro.gov.br/nyet.qgif Win 2003 mirror
d3b~X — www.banhoy.go.th/images/nyet.qgif Linux mirror
d3b~X il kaorai.go.th/images/nyet.qgif Linux mirror
d3b~X — huayyai.go.th/images/nyet.gif Linux mirror
d3b~X B www.revistacedocsemerefeitur... Win 2008 mirror
d3b~X - kaper.go.th/images/nyet.gif Linux mirror
d3b~X [N ) suap.egov.regione.abruzzo.it/n... Linux mirror
d3b~X Bl desarrollo.inifap.gob.mx/nyet.gif Win 2003 mirror
d3b~X B microbio.santacasa.tche.br/nye... Win 2003 mirror
d3b~X =i litx.santacasa.tche.br/nyet.gif Win 2003 mirror
d3b~X B test.undp.kg/nyet.gif Linux mirror
d3b~X (e cec.entel.cl/nyet.qgif Win 2003 mirror
d3b~X B biomol.santacasa.tche.br/nyet.gif Win 2003 mirror
d3b~X L} www.ccouestguyanais.fr/nyet.gif Linux mirror
d3b~X B www.elazigsuurunleri.gov.tr/ny... Win 2003 mirror
d3b~X 0 i www.suivicni.interieur.gouv.f... Linux mirror
d3b~X Bl hdnd.bariavungtau.gov.vn/imag... Linux mirror
d3b~X ElSdr www.suttertonsurgery.nhs.uk/ny... Win 2003 mirror
d3b~X B pfmis.mohp.gov.np/nyet.qgif Win 2003 mirror
d3b~X i download.baladia.gov.kw/nyet.gif Win 2003 mirror
d3b~X [N ) aliweb.provincia.roma.it/nyet.qgif Win 2003 mirror
DARKWAR?2 I b www.munisanluis.gob.pe Linux mirror
Dbuzz B www.letrasanazonicas.ufam.edu.... Linux mirror
Dbuzz By WWW.SSig.gov.my F5 BigP  mirror
Dbuzz — www.pn-sorong.go.id Linux mirror
Dbuzz ] www.paksong.go.th/news/ Linux mirror
Dbuzz B samep.ufam.edu.br Linux mirror
Dbuzz B www.anpuham.ufam.edu.br/anpuha... Linux mirror
Dbuzz ) bappeda.banjarkab.go.id Linux mirror
Dbuzz ] www?2.suratthani.go.th/xibo/ind... Win 2008 mirror
Dbuzz ==, mufti.kelantan.gov.my Linux mirror
Dbuzz ] office.bangkok.go.th/csod/ Win 2003 mirror
Dbuzz il inno.pyol.go.th/Dbuzgif Unknown mirror
Dbuzz EXsr healthylife.ias.gov.mo/product... Win 2003 mirror
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http://www.zone-h.org/mirror/id/22390355
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22388323
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22388269
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22387869
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22386330
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22385548
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22385465
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22381854
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22378657
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22374232
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22374229
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22372917
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22374187
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22374183
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22353692
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22345073
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22340221
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22339051
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22345111
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22340103
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22340018
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/mirror/id/22339899
http://www.zone-h.org/archive/special=1/notifier=DARKWAR2
http://www.zone-h.org/mirror/id/22427924
http://www.zone-h.org/archive/special=1/notifier=Dbuzz
http://www.zone-h.org/mirror/id/20712805
http://www.zone-h.org/archive/special=1/notifier=Dbuzz
http://www.zone-h.org/mirror/id/20699313
http://www.zone-h.org/archive/special=1/notifier=Dbuzz
http://www.zone-h.org/mirror/id/20718992
http://www.zone-h.org/archive/special=1/notifier=Dbuzz
http://www.zone-h.org/mirror/id/20698380
http://www.zone-h.org/archive/special=1/notifier=Dbuzz
http://www.zone-h.org/mirror/id/20709938
http://www.zone-h.org/archive/special=1/notifier=Dbuzz
http://www.zone-h.org/mirror/id/20709937
http://www.zone-h.org/archive/special=1/notifier=Dbuzz
http://www.zone-h.org/mirror/id/20699259
http://www.zone-h.org/archive/special=1/notifier=Dbuzz
http://www.zone-h.org/mirror/id/20680530
http://www.zone-h.org/archive/special=1/notifier=Dbuzz
http://www.zone-h.org/mirror/id/20682770
http://www.zone-h.org/archive/special=1/notifier=Dbuzz
http://www.zone-h.org/mirror/id/20682747
http://www.zone-h.org/archive/special=1/notifier=Dbuzz
http://www.zone-h.org/mirror/id/20682740
http://www.zone-h.org/archive/special=1/notifier=Dbuzz
http://www.zone-h.org/mirror/id/20657839

Deface

dfy

dfy

dfy

dfy

dfy

dfy

dfy

dfy

dfy
DiE_AucH
DiE_AucH
DiE_AucH
Dr.HaCKkEr
Dr.H|D
Dr.SHAGH
Dr.SHAGH
Dr.SHAGH
Dr.SHANO
Dr.SHANO
Dr.SHANO
Dr.SHANO
Dracl10lcdde
Dracl10lcdde
Dracl10lcdde
Dracl10lcdde
Dracl10lcdde
Dracl10lcdde
Dracl10lcdde
Dracl10lcdde
Dracl10lcdde
Dracl1l0lcode
Dracl10lcode
Dracl1l0lcode
Drac10lcode
Drac10lcode
Drac10lcode
Drac10lcode
Drac10lcode
Drac10lcode
Drac10lcode
Drac10lcode
Drac10lcode
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www.brejo.ma.gov.br
tambonnathung.go.th/person/1.jpg
hpcl2.anamai.moph.go.th/v1/
gjjwjc.gov.cn/view.php?id=567
www.dsjmj.gov.cn/FullText.aspx...
www.zljmz.gov.cn/view.php?id=178
otp.moc.go.th/index_gen.php?pa...
www.lkzfcg.gov.cn/dfy.htm
gov.shunging.gov.cn/Detail.php...
www.shunging.gov.cn/Detail.php...
www.juzfaltasvalleviejo.catama...
www.juzfaltasvalleviejo.catama...
www.pasodesafrancisco.gob.ar
ausregistry.com.au/news
coc.gov.sa

WWW.jo.gov.mr
www.unhcr.or.id/en/news/
Www.comune.carzano.tn.it
contraplano.sesctv.org.br
artesvisuais.sesctv.org.br
mirada.sescsp.org.br
internetlivre.sescsp.org.br
iss.usa.tzyj.gov.cn/coli.txt
iss.forum.tzyj.gov.cn/coli.txt
iss.news.tzyj.gov.cn/coli.txt
iss.coli.tzyj.gov.cn/coli.txt
iss.onani.tzyj.gov.cn/coli.txt
issglobetzyj.gov.cn/coli.txt
iss.tzyj.gov.cn/coli.txt
nnc.tzyj.gov.cn/coli.txt
tom.tzyj.gov.cn/coli.txt
lga4.tzyj.gov.cn/coli.txt
scxseg.tzyj.gov.cn/coli.txt
xzscf.tzyj.gov.cn/coli.txt
Igxxa.tzyj.gov.cn/coli.txt
scxx.tzyj.gov.cn/coli.txt
Isvc.tzyj.gov.cn/coli.txt
sfvcc.tzyj.gov.cn/coli.txt
eomro.tzyj.gov.cn/coli.txt
goverment.tzyj.gov.cn/coli.txt
Iga.globe.tzyj.gov.cbli.txt
lgaxamuel.tzyj.gov.cn/coli.txt
Igastation.tzyj.gov.cn/coli.txt
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Linux
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Win 2003
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http://www.zone-h.org/mirror/id/20735046
http://www.zone-h.org/archive/special=1/notifier=dfy
http://www.zone-h.org/mirror/id/20734999
http://www.zone-h.org/archive/special=1/notifier=dfy
http://www.zone-h.org/mirror/id/20697977
http://www.zone-h.org/archive/special=1/notifier=dfy
http://www.zone-h.org/mirror/id/20698052
http://www.zone-h.org/archive/special=1/notifier=dfy
http://www.zone-h.org/mirror/id/20697994
http://www.zone-h.org/archive/special=1/notifier=dfy
http://www.zone-h.org/mirror/id/20674951
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http://www.zone-h.org/mirror/id/20683350
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http://www.zone-h.org/mirror/id/20658239
http://www.zone-h.org/archive/special=1/notifier=dfy
http://www.zone-h.org/mirror/id/20658238
http://www.zone-h.org/archive/special=1/notifier=DiE_AucH
http://www.zone-h.org/mirror/id/20717344
http://www.zone-h.org/archive/special=1/notifier=DiE_AucH
http://www.zone-h.org/mirror/id/20717315
http://www.zone-h.org/archive/special=1/notifier=DiE_AucH
http://www.zone-h.org/mirror/id/20706668
http://www.zone-h.org/archive/special=1/notifier=Dr.HaCkEr
http://www.zone-h.org/mirror/id/20755325
http://www.zone-h.org/archive/special=1/notifier=Dr.HjD
http://www.zone-h.org/mirror/id/22376802
http://www.zone-h.org/archive/special=1/notifier=Dr.SHA6H
http://www.zone-h.org/mirror/id/22424292
http://www.zone-h.org/archive/special=1/notifier=Dr.SHA6H
http://www.zone-h.org/mirror/id/20734768
http://www.zone-h.org/archive/special=1/notifier=Dr.SHA6H
http://www.zone-h.org/mirror/id/22396434
http://www.zone-h.org/archive/special=1/notifier=Dr.SHANO
http://www.zone-h.org/mirror/id/22420371
http://www.zone-h.org/archive/special=1/notifier=Dr.SHANO
http://www.zone-h.org/mirror/id/22420369
http://www.zone-h.org/archive/special=1/notifier=Dr.SHANO
http://www.zone-h.org/mirror/id/22420368
http://www.zone-h.org/archive/special=1/notifier=Dr.SHANO
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http://www.zone-h.org/archive/special=1/notifier=Drac-101cdde
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http://www.zone-h.org/archive/special=1/notifier=Drac-101cdde
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http://www.zone-h.org/mirror/id/22395150
http://www.zone-h.org/archive/special=1/notifier=Drac-101cdde
http://www.zone-h.org/mirror/id/22395149
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395380
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395379
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395378
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395377
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395376
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395375
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395374
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395373
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395372
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395082
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395081
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395080
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DrXx

E

E

E

Egy Eagle
Error 7rB
EvLaT _
EvLaT_
EvLaT _
EvLaT_
EvLaT_
EvLaT_
EvLaT_
EvLaT_
EvLaT_
EvreN

EvreN

Fatal Error
Fatal Error
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Igachina.tzyj.gov.cn/coli.txt
lga-nrws.tzyj.gov.cn/coli.txt
pocong.tzyj.gov.cn/coli.txt
doacoes.tzyj.gov.cn/coli.txt
bbs.tzyj.gov.cn/coli.txt
sonf.tzyj.gov.cn/coli.txt
cong.tzyj.gov.cn/coli.txt
Igo.tzyj.gov.cn/coli.txt
lgi.tzyj.gov.cn/coli.txt
lgt.tzyj.gov.cn/coli.txt
lgg.tzyj.gov.cn/caltxt
lgr.tzyj.gov.cn/coli.txt
Ige.tzyj.gov.cn/coli.txt
lgz.tzyj.gov.cn/coli.txt
lgs.tzyj.g@.cn/coli.txt
lga.tzyj.gov.cn/coli.txt
Igv.tzyj.gov.cn/coli.txt
lgp.tzyj.gov.cn/coli.txt
Igy.tzyj.gov.cn/coli.txt
Igu.tzyj.gov.cn/coli.txt
Igc.tzyj.gov.cn/coli.txt
lgd.tzyj.gov.cn/coli.txt
Igb.tzyj.gov.cn/coli.txt
www.jhedu.gov.cn/coli.htm

snk.cri2.go.th/data/research_1...

www.pyblz.gov.cn/E.htm
www.lylzrd.gov.cn/E.htm
www.ymsta.gov.cn/E.htm
www.sisaketedul.go.th
jiic.hnforestry.gov.cn/z.txt
www.defesa.gov.cv
www.mjedrh.gov.cv
WWW.Mmirex.gov.cv
WWW.Mesci.gov.cv
Www.mai.gov.cv
www.dgt.gov.cv
www.cvrep.gov.cv/index.php

www.codexcaboverde.gov.cv

website.gov.cv
nyjl.gxqts.gov.cn/EvreN.htm
jndyjy.gov.cn/EvreN.htm
digesto.scba.gov.ar
portal.ssn.gov.ar
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Win 2003
Win 2003
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Win 2003
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Win 2003
Linux

Win 2003
Win 2003
Win 2003
Unknown
Win 2003
Win 2008
Win 2008
Win 2008
Win 2008
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Win 2008
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Win 2003
Win 2003
Win 2003
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mirror
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http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395079
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395078
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395077
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395076
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395075
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395074
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395073
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395011
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395010
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395009
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395008
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395007
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395006
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395005
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22394996
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22394995
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22394994
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22394993
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22394992
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22394991
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22394990
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22394989
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22394988
http://www.zone-h.org/archive/special=1/notifier=Drac-101code
http://www.zone-h.org/mirror/id/22395387
http://www.zone-h.org/archive/special=1/notifier=DrXx
http://www.zone-h.org/mirror/id/20731570
http://www.zone-h.org/archive/special=1/notifier=E
http://www.zone-h.org/mirror/id/22342328
http://www.zone-h.org/archive/special=1/notifier=E
http://www.zone-h.org/mirror/id/22341976
http://www.zone-h.org/archive/special=1/notifier=E
http://www.zone-h.org/mirror/id/22342315
http://www.zone-h.org/archive/special=1/notifier=Egy%20Eagle
http://www.zone-h.org/mirror/id/20709886
http://www.zone-h.org/archive/special=1/notifier=Error%207rB
http://www.zone-h.org/mirror/id/22391870
http://www.zone-h.org/archive/special=1/notifier=EvLaT_
http://www.zone-h.org/mirror/id/22386782
http://www.zone-h.org/archive/special=1/notifier=EvLaT_
http://www.zone-h.org/mirror/id/22386789
http://www.zone-h.org/archive/special=1/notifier=EvLaT_
http://www.zone-h.org/mirror/id/22386788
http://www.zone-h.org/archive/special=1/notifier=EvLaT_
http://www.zone-h.org/mirror/id/22386786
http://www.zone-h.org/archive/special=1/notifier=EvLaT_
http://www.zone-h.org/mirror/id/22386785
http://www.zone-h.org/archive/special=1/notifier=EvLaT_
http://www.zone-h.org/mirror/id/22386783
http://www.zone-h.org/archive/special=1/notifier=EvLaT_
http://www.zone-h.org/mirror/id/22386781
http://www.zone-h.org/archive/special=1/notifier=EvLaT_
http://www.zone-h.org/mirror/id/22386779
http://www.zone-h.org/archive/special=1/notifier=EvLaT_
http://www.zone-h.org/mirror/id/22386772
http://www.zone-h.org/archive/special=1/notifier=EvreN
http://www.zone-h.org/mirror/id/22423997
http://www.zone-h.org/archive/special=1/notifier=EvreN
http://www.zone-h.org/mirror/id/22423993
http://www.zone-h.org/archive/special=1/notifier=Fatal%20Error
http://www.zone-h.org/mirror/id/22399587
http://www.zone-h.org/archive/special=1/notifier=Fatal%20Error
http://www.zone-h.org/mirror/id/22397377

Fatal Error

Fatal Error

Fatal Error

Fatal Error
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HACKED BY LIBERO
HACKED BY LIBERO
HACKED BY LIBERO
HACKED BY WORMS LIBYAN
HACKERS (WLH)
HACKED BY WORMS LIBYAN
HACKERS (WLH)
HackerTop
hard_hakerz

hasnain haxor
HighTech

HighTech

HighTech

HighTech

HighTech

HighTech

HighTech

HighTech

=k
=hr
e
Sh
=y
g

gy
B
I*h¥
i
=k
il
i,y
il
il
il
il
il
=)
B

I+h

CIR

www.ssn.gob.ar

ssn.gov.ar
www.parkwoodsurgery.nhs.uk
www.parkwooddrivesurgery.nhs.uk
forum.jkmwpkl.gov.my
blog.jkmwpkl.gov.my
www.redcross.or.th/old/english...
www.pioneermea.com/indonesia.php
faisalabadartscouncil.gov.pki/f...
www.pamanna.go.id
www.mvhuidobro.gov.ar
nongrawiang.go.th/home/images/...
nongmuang.gdah/Joomlal5s/image...
suwannakarm.go.th/webnews/imag...
www.kradian.go.th/images/x.gif
huayyang.go.th

cmarea3.go.th

bmd.go.th

www.intema.gov.ar

intema.gob.ar
cmagistratura.gov.ar/blog/
360kuahya.gov.tr
ccptntlaocai.gov.vn
www.bttc.gov.vn
www.adalarmuftulugu.gov.tr
turista.victoriaguanajuato.gob.mx
www.munivillavil.gov.ar
www.villadelasrosas.gob.ar

mafmm.gov.ly/worms.txt

labour.gov.ly/worms.txt

wigb.gov.au
soytedaklak.gov.vn/forumsyt/
innovation.gop.pk/blog/hacked.
www.ct.ingv.it/ck.htm
ssp.se.gov.br
novo.ceac.se.gov.br
celtikcihem.meb.gov.tr/xk.txt
vitoriadojari.ap.gov.br
www.laranjaldojari.ap.gov.br
www.codise.se.gov.br
www.observatorio.se.gov.br
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Win 2012
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http://www.zone-h.org/archive/special=1/notifier=Fatal%20Error
http://www.zone-h.org/mirror/id/22397376
http://www.zone-h.org/archive/special=1/notifier=Fatal%20Error
http://www.zone-h.org/mirror/id/22397375
http://www.zone-h.org/archive/special=1/notifier=Fatal%20Error
http://www.zone-h.org/mirror/id/22346648
http://www.zone-h.org/archive/special=1/notifier=Fatal%20Error
http://www.zone-h.org/mirror/id/22346603
http://www.zone-h.org/archive/special=1/notifier=fiofa%20fado
http://www.zone-h.org/mirror/id/22338744
http://www.zone-h.org/archive/special=1/notifier=fiofa%20fado
http://www.zone-h.org/mirror/id/22338743
http://www.zone-h.org/archive/special=1/notifier=GantengersCrew
http://www.zone-h.org/mirror/id/22411279
http://www.zone-h.org/archive/special=1/notifier=GantengersCrew
http://www.zone-h.org/mirror/id/22397077
http://www.zone-h.org/archive/special=1/notifier=Green%20Effect
http://www.zone-h.org/mirror/id/20755355
http://www.zone-h.org/archive/special=1/notifier=H4x0r-x0x
http://www.zone-h.org/mirror/id/20733255
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20LIBERO
http://www.zone-h.org/mirror/id/22426297
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20LIBERO
http://www.zone-h.org/mirror/id/22423036
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20LIBERO
http://www.zone-h.org/mirror/id/22423009
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20LIBERO
http://www.zone-h.org/mirror/id/22413849
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20LIBERO
http://www.zone-h.org/mirror/id/22413841
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20LIBERO
http://www.zone-h.org/mirror/id/22413834
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20LIBERO
http://www.zone-h.org/mirror/id/22413832
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20LIBERO
http://www.zone-h.org/mirror/id/22413814
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20LIBERO
http://www.zone-h.org/mirror/id/22410249
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20LIBERO
http://www.zone-h.org/mirror/id/22410244
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20LIBERO
http://www.zone-h.org/mirror/id/20726737
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20LIBERO
http://www.zone-h.org/mirror/id/22391671
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20LIBERO
http://www.zone-h.org/mirror/id/22392203
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20LIBERO
http://www.zone-h.org/mirror/id/22392173
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20LIBERO
http://www.zone-h.org/mirror/id/22391097
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20LIBERO
http://www.zone-h.org/mirror/id/20724435
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20LIBERO
http://www.zone-h.org/mirror/id/20676424
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20LIBERO
http://www.zone-h.org/mirror/id/20673967
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20WORMS%20LIBYAN%20HACKERS%20%28WLH%29
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20WORMS%20LIBYAN%20HACKERS%20%28WLH%29
http://www.zone-h.org/mirror/id/22421998
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20WORMS%20LIBYAN%20HACKERS%20%28WLH%29
http://www.zone-h.org/archive/special=1/notifier=HACKED%20BY%20WORMS%20LIBYAN%20HACKERS%20%28WLH%29
http://www.zone-h.org/mirror/id/22391535
http://www.zone-h.org/archive/special=1/notifier=Hacker-Top
http://www.zone-h.org/mirror/id/22373733
http://www.zone-h.org/archive/special=1/notifier=hard_hakerz
http://www.zone-h.org/mirror/id/20708513
http://www.zone-h.org/archive/special=1/notifier=hasnain%20haxor
http://www.zone-h.org/mirror/id/20683082
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/22417299
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20759589
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20759335
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/22413002
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20745723
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20745720
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20759333
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20759331
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HighTech B www.saude.se.gov.br Linux mirror
HighTech B www.midiajovem.se.gov.br Linux mirror
HighTech B www.ceac.se.gov.br Linux mirror
HighTech B novo.codise.se.gov.br Linux mirror
HighTech B www.sine.pb.gov.br Linux mirror
HighTech B imeq.pb.gov.br Linux mirror
HighTech B www.ideme.pb.gov.br Linux mirror
HighTech B www.iass.pb.gov.br Linux mirror
HighTech B www.casamilitar.pb.gov.br Linux mirror
HighTech B www.uniedu.sed.sc.gov.br Linux mirror
HighTech —r jurnal.informatika.lipi.go.id Linux mirror
HighTeh B www.nte.sed.sc.gov.br Linux mirror
HighTech B detran.pb.gov.br Linux mirror
HighTech B www.codata.pb.gov.br Linux mirror
HighTech =i www.corumba.ms.gov.br Linux mirror
HighTech ) www.gadmriobamba.gob.ec/ck.htm Linux mirror
HighTech (W} albo.comune.picinisco.fr.it/ck... Linux mirror
HighTech B funad.pb.gov.br Linux mirror
HighTech =i www.empasa.pb.gov.br Linux mirror
HighTech B www.emater.pb.gov.br Linux mirror
HighTech =i www.der.pb.gov.br Linux mirror
HighTech B www.agevisa.pb.gov.br Linux mirror
HighTech =i www.cev.pb.gov.br Linux mirror
HighTech B www.ideme2.pb.gov.br Linux mirror
HighTech =i sudema.pb.gov.br Linux mirror
HighTech B suplan.pb.gov.br Linux mirror
HighTech =i www.arpb.pb.gov.br Linux mirror
HighTech B museuvirtualjoseamerico.pb.gov.br Linux mirror
HighTech =i www.lotep.pb.gov.br Linux mirror
HighTech ) www.sdp.gob.hn Linux mirror
HighTech i portofirme.mg.gov.br Linux mirror
HighTech B web.pm.ro.gov.br Linux mirror
HighTech =i www.saotomedasletras.mg.gov.br Linux mirror
HighTech ) camarasonora.ms.gov.br Linux mirror
HighTech B picadacafe.rs.gov.br Linux mirror
HighTech B WWWw.cvj.sc.gov.br/images/ck.htm Linux mirror
hitcher Elvr benxetrungtam.hoabinh.gov.vn/i... Linux mirror
HITLEr 737 7 old.sdxtjs.gov.cn/r4bia.htm Win 2003 mirror
Hmei7 =) www.cagd.gov.gh/qg2.htm Linux mirror
Hmei7 ) www.complejoingapirca.gob.ec/q... Linux mirror
Hmei7 =) forums.imf.org Linux mirror
Hmei7 i Ipsci.nfe.go.th/Ipsci/template... Win 2003 mirror
Hmei7 (W liberailbene.regione.pugliit... Linux mirror
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http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20759353
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20759351
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20759337
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20759336
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20726233
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20725363
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20725357
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20725294
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20725218
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/22397262
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/22397225
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/22397325
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20725209
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20725132
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20719146
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/22391826
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/22388349
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20725268
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20725262
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20725260
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20725253
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20725242
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20725587
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20725573
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20725502
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20725428
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20725423
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20725390
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20725373
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/22380067
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20710002
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20689299
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20698055
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20672066
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/20666986
http://www.zone-h.org/archive/special=1/notifier=HighTech
http://www.zone-h.org/mirror/id/22330737
http://www.zone-h.org/archive/special=1/notifier=hitcher
http://www.zone-h.org/mirror/id/22396971
http://www.zone-h.org/archive/special=1/notifier=HiTLEr%20737
http://www.zone-h.org/mirror/id/20754362
http://www.zone-h.org/archive/special=1/notifier=Hmei7
http://www.zone-h.org/mirror/id/22416441
http://www.zone-h.org/archive/special=1/notifier=Hmei7
http://www.zone-h.org/mirror/id/22412026
http://www.zone-h.org/archive/special=1/notifier=Hmei7
http://www.zone-h.org/mirror/id/20755220
http://www.zone-h.org/archive/special=1/notifier=Hmei7
http://www.zone-h.org/mirror/id/22323362
http://www.zone-h.org/archive/special=1/notifier=Hmei7
http://www.zone-h.org/mirror/id/22410516
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Hmei7 =y hcdmarcospaz.gob.ar/qqg.htm Linux mirror
Hmei7 ) hcdmarcospaz.gov.ar/qqg.htm Linux mirror
Hmei7 i spn.selangor.gov.my/qqg.htm Linux mirror
Hmei7 == www.camaradediputados.gob.do/i... ~ Win 2003 mirror
ifactoryx B www.konyaea.gov.tr/images/habe... Win 2008 mirror
ifactoryx B www.cumradevlethastanesi.gov.t... Win 2003 mirror
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