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The IWC CIR is an OSINT resource focusing on
advanced persistent threats and other digital
dangers. APTs fit into a cybercrime category
directed at both business and political targets.
Attack vectors include system compromise, social
engineering, and even traditional espionage.

SUMMARY

Gover nment spying, Hear
Many on the Internet are pushing to encrypt

everything. Tor is an easy way to do just that. The
more users and proxies, the more anonymous the
sources will become. Tor is alive and well. So are
many of the underground back markets. Silk Road

is back along with a few others.

The Tor Project:http://www.torproject.org
Agora: http://agorahooawayyfoe.onion
Andromeda:http://andromedam363aux.onion
Black Bank: http://wztyb7vlfcw6l4xd.onion
Grams:http://grams7enufi7jmdl.onion

Hydra: http://hydrampvvnunildl.onion
Pandora:http://pandorajodgp5zrr.onion

The Pirate Bay:http://ijntlesnev507zysa.onion
Silk Road: http://silkroad6ownowfk.onion

Hard drive crash? Getting the Click -o-Death? In
this episode of Cyber Secrets, weperform surgery
while doing a head stack replacement in a mobile
clean room while using tools from Salvation data.
http://youtu.be/DDWXZJPgbHM

Stay Tuned:
Cyber Secrets Web Series

1 IMAGINATION

A CRYPTO NERD'S

HIS LAPTOPs ENCRYPTED.
LETS BUILD A MILLION-DOLLAR,
CLOSTER To CRACK \T.
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ACTUALLY HAPPEN:

HIS LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH
THIS $5 WRENCH UNTIL
HE TEUS LS THE PASSWORD.
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Another comic from XKCD. This is an old one about security, but it
has never been more valid. http://xkcd.com/538/

Top 5 Defacers
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IN THE NEWS

Legal

19-Year-Old Teenager Arrested for Exploiting Heartbleed Bug to Steal Data

AIG Cyber Insurance Covers Bodily Harm

Apple, Google, Intel, And Adobe Dodge $9bn Antitrust Suit

Brazilian President Signs Internet Bill Of Rights Into Law

Dutch Court Accepts to Extradite Russian Hacker involved in Biggest US Hac king Case
Facebook, Skype, And Gmail Face Ban In Russia Due To Daté&nooping Legislation
Heartbleed Hacker Arrested In Canada After Mounties Swoop

Lavabit Loses Contempt Appeal

Silk Road Dealer Plead Guilty For Selling lllegal Drugs for Bitcoins

U.S. Agent Lures Romanian Hackers In Subway Data Heist

US Watchdog To Propose New Net Neutrality Rules

Government

Canadian Tax Man Says Hundreds Pierced By Heartbleed SSL Skewer
Espionage Hacking Grows, With More From East Europe

GAO Says SEC Security Issues Put Financial Data At Risk

Hackers Attack Spokeo, UN Civil Aviat ion Org In Nine Site Crime Spree
NIST Removes Dual_EC_DRBG Random Number Generator from Recommendations
Obama: NSA Must Reveal Bugs Like Heartbleed, Unless They Help The NSA
Pakistan Mulls Cyber Security Bill To Keep NSA At Bay

Pentagon To Triple Its Security Workforce By 2016

Privacy Fears Over FBI Facial Recognition Database

Sabu Hacked Foreign Govt Sites While Under FBI Control

The Hackers Who Recovered NASA's Lost Lunar Photos

You Could Soon Use Bitcoin To Support Political Campaigns

Mobile

Android Bitcoin -Mining Malware found on Google Play Store

Android Users Under Siege As Banking Trojan Threat Grows

Chrome Remote Desktop for Android to Control Your PC from Anywhere

Feedly Android App Javascript Injection vulnerability exposes Millions of Users to Hackers
Galaxy S5 Fingerprint Scanner Hacked Wth Glue Mould

iBanking Android Malware targeting Facebook Users with Web Injection techniques

New Facebook 'Nearby Friends' Can Track Your GPS Location Continuously

Reddit Users Discover iOS Malware Threat

Warning: Malware Campaign targeting Jailbroken Apple iOS Devices

SCADA/ICS
Sat Comms Kit Riddled With Backdoors For Hackers


http://thehackernews.com/2014/04/19-year-old-teenager-arrested-for_16.html
http://packetstormsecurity.com/news/view/24005/AIG-Cyber-Insurance-Covers-Bodily-Harm.html
http://packetstormsecurity.com/news/view/24017/Apple-Google-Intel-And-Adobe-Dodge-9bn-Antitrust-Suit.html
http://packetstormsecurity.com/news/view/24004/Brazilian-President-Signs-Internet-Bill-Of-Rights-Into-Law.html
http://thehackernews.com/2014/04/dutch-court-accepts-to-extradite_19.html
http://packetstormsecurity.com/news/view/24009/Facebook-Skype-And-Gmail-Face-Ban-In-Russia-Due-To-Data-Snooping-Legislation.html
http://packetstormsecurity.com/news/view/23974/Heartbleed-Hacker-Arrested-In-Canada-After-Mounties-Swoop.html
http://packetstormsecurity.com/news/view/23973/Lavabit-Loses-Contempt-Appeal.html
http://thehackernews.com/2014/04/silk-road-dealer-plead-guilty-for_25.html
http://packetstormsecurity.com/news/view/23982/U.S.-Agent-Lures-Romanian-Hackers-In-Subway-Data-Heist.html
http://packetstormsecurity.com/news/view/24007/US-Watchdog-To-Propose-New-Net-Neutrality-Rules.html
http://packetstormsecurity.com/news/view/23960/Canadian-Tax-Man-Says-Hundreds-Pierced-By-Heartbleed-SSL-Skewer.html
http://packetstormsecurity.com/news/view/23993/Espionage-Hacking-Grows-With-More-From-East-Europe.html
http://packetstormsecurity.com/news/view/23988/GAO-Says-SEC-Security-Issues-Put-Financial-Data-At-Risk.html
http://packetstormsecurity.com/news/view/23989/Hackers-Attack-Spokeo-UN-Civil-Aviation-Org-In-Nine-Site-Crime-Spree.html
http://thehackernews.com/2014/04/nist-removes-dualecdrbg-random-number.html
http://packetstormsecurity.com/news/view/23963/Obama-NSA-Must-Reveal-Bugs-Like-Heartbleed-Unless-They-Help-The-NSA.html
http://packetstormsecurity.com/news/view/23961/Pakistan-Mulls-Cyber-Security-Bill-To-Keep-NSA-At-Bay.html
http://packetstormsecurity.com/news/view/23966/Pentagon-To-Triple-Its-Security-Workforce-By-2016.html
http://packetstormsecurity.com/news/view/23962/Privacy-Fears-Over-FBI-Facial-Recognition-Database.html
http://packetstormsecurity.com/news/view/24010/Sabu-Hacked-Foreign-Govt-Sites-While-Under-FBI-Control.html
http://packetstormsecurity.com/news/view/23998/The-Hackers-Who-Recovered-NASAs-Lost-Lunar-Photos.html
http://packetstormsecurity.com/news/view/23996/You-Could-Soon-Use-Bitcoin-To-Support-Political-Campaigns.html
http://thehackernews.com/2014/04/android-bitcoin-mining-malware-found-on.html
http://packetstormsecurity.com/news/view/24001/Android-Users-Under-Siege-As-Banking-Trojan-Threat-Grows.html
http://thehackernews.com/2014/04/control-your-pc-from-anywhere-using.html
http://thehackernews.com/2014/04/feedly-android-app-javascript-injection.html
http://packetstormsecurity.com/news/view/23972/Galaxy-S5-Fingerprint-Scanner-Hacked-With-Glue-Mould.html
http://thehackernews.com/2014/04/ibanking-android-malware-targeting.html
http://thehackernews.com/2014/04/facebook-nearby-friends-track-Gps-location.html
http://packetstormsecurity.com/news/view/23984/Reddit-Users-Discover-iOS-Malware-Threat.html
http://thehackernews.com/2014/04/iphone-ios-Malware-targeting-apple-account.html
http://packetstormsecurity.com/news/view/23999/Sat-Comms-Kit-Riddled-With-Backdoors-For-Hackers.html
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Technology

Apple Splats New SSL Snooping Bug

AuDA Starts Final Round Of DNSSEC Tests

Bank Of England Seeks Hackers To Defend Vaults

Big Risk For Small Businesses Who Ignore Data Security

Chrome Has A Different Take On Certificate Revocation

Critic al Update Makes Zeus Even Tougher To Remove

Desktop Viruses Coming to Your TV and Connected Home Appliances
Google Accidentally Cracks Its Own CAPTCHA

Google Admits Its Reading Your Emails

Google Might Reward Secure Websites With Better Ranking

Google To Refund Buyers Of Fake Antivirus App

Hacker exploits Heartbleed bug to Hijack VPN Sessions

Hackers Attempt To Blackmail Plastic Surgeons

Heartbleed Bug Could Be A Scapegoat For Older Breaches
Heartbleed Clean Up Shrinks Tor Network By An Eighth

In Cisco Probe, Misuse Or Compromise Spotted On All Firms' Networks
Innocent Surfers Drafted Into Zombie Army By Sneaky XSS

Inside The 'DarkMarket' Prototype

It's Insanely Easy To Hack Hospital Equipment

It's Time To Encrypt The Entire Internet

Kid Breaks Into Airport, Stows Away In Wheel Well Of Jet

Kimble Wins Back His Cars And Cash

LaCie Warns Of Suspected Credit Card Data Breach

Lost Codes Spark Haneda Scramble

Malicious Chrome Extension Hijacks CryptoCurrencies and Wallets
Michaels / Aaron Brothers Hit In Credit Card Breach

Microsoft OneDrive Secretly Modifies your BackUp Files

Mozilla Offers $10k To Av oid Heartbleed Style Code Errors

Netcraft Adds Heartbleed Sniffing To Site -Scanning Browser Tool
Netflix To Franken: Comcast Takeover Harms Consumers

New Zero-Day Vuln erability CVE -20141776 Affects all Versions of Internet Explorer Browser
Number Of Hacker Attacks On Websites Have Risen Sharply
OpenBSD Forks, Prunes, Fixes OpenSSL

Oracle Addresses 104 More Security Issues

ORACLE Subdomain Page Defaced by Indian Hacker

Oracle Working On At Least 13 Heartbleed Fixes

Personal Data Theft Jumps From 11% To 18% In 6 Months

Reddit Gets Caught Censoring

Router Backdoors "Closed' Can Be Reopened

Routers TCP 32764 Backdoor Vulnerability Secretly ReActivated Again
Russian Facebook 'VKontakte' Dramatically Fires Original Founder 'Pavel Durov'
Several Tor Exit Nodes Vulnerable To Heartbleed Bug

Tech Giants Spend Millions To Stop Another Heartbleed

Using Facebook Notes To DDoS Any Website

Viber's Poor Data Security Practices Threaten Users' Privacy
Vulnerability Allows Anyone to DDoS Websites Using Facebook Servers


http://packetstormsecurity.com/news/view/24002/Apple-Splats-New-SSL-Snooping-Bug.html
http://packetstormsecurity.com/news/view/24016/AuDA-Starts-Final-Round-Of-DNSSEC-Tests.html
http://packetstormsecurity.com/news/view/24006/Bank-Of-England-Seeks-Hackers-To-Defend-Vaults.html
http://packetstormsecurity.com/news/view/23995/Big-Risk-For-Small-Businesses-Who-Ignore-Data-Security.html
http://packetstormsecurity.com/news/view/23990/Chrome-Has-A-Different-Take-On-Certificate-Revocation.html
http://packetstormsecurity.com/news/view/23991/Critical-Update-Makes-Zeus-Even-Tougher-To-Remove.html
http://thehackernews.com/2014/04/Viruses-Malware-hacking-Internet-of-things-TV.html
http://packetstormsecurity.com/news/view/23975/Google-Accidentally-Cracks-Its-Own-CAPTCHA.html
http://packetstormsecurity.com/news/view/23967/Google-Admits-Its-Reading-Your-Emails.html
http://packetstormsecurity.com/news/view/23968/Google-Might-Reward-Secure-Websites-With-Better-Ranking.html
http://packetstormsecurity.com/news/view/23994/Google-To-Refund-Buyers-Of-Fake-Antivirus-App.html
http://thehackernews.com/2014/04/hacker-exploits-heartbleed-bug-to.html
http://packetstormsecurity.com/news/view/23969/Hackers-Attempt-To-Blackmail-Plastic-Surgeons.html
http://packetstormsecurity.com/news/view/23965/Heartbleed-Bug-Could-Be-A-Scapegoat-For-Older-Breaches.html
http://packetstormsecurity.com/news/view/23980/Heartbleed-Clean-Up-Shrinks-Tor-Network-By-An-Eighth.html
http://packetstormsecurity.com/news/view/24012/In-Cisco-Probe-Misuse-Or-Compromise-Spotted-On-All-Firms-Networks.html
http://packetstormsecurity.com/news/view/24018/Innocent-Surfers-Drafted-Into-Zombie-Army-By-Sneaky-XSS.html
http://packetstormsecurity.com/news/view/24008/Inside-The-DarkMarket-Prototype.html
http://packetstormsecurity.com/news/view/24019/Its-Insanely-Easy-To-Hack-Hospital-Equipment.html
http://packetstormsecurity.com/news/view/23976/Its-Time-To-Encrypt-The-Entire-Internet.html
http://packetstormsecurity.com/news/view/23986/Kid-Breaks-Into-Airport-Stows-Away-In-Wheel-Well-Of-Jet.html
http://packetstormsecurity.com/news/view/23983/Kimble-Wins-Back-His-Cars-And-Cash.html
http://packetstormsecurity.com/news/view/23971/LaCie-Warns-Of-Suspected-Credit-Card-Data-Breach.html
http://packetstormsecurity.com/news/view/24000/Lost-Codes-Spark-Haneda-Scramble.html
http://thehackernews.com/2014/04/malicious-chrome-extension-hijacks.html
http://packetstormsecurity.com/news/view/23978/Michaels-Aaron-Brothers-Hit-In-Credit-Card-Breach.html
http://thehackernews.com/2014/04/microsoft-onedrive-secretly-modifies.html
http://packetstormsecurity.com/news/view/24014/Mozilla-Offers-10k-To-Avoid-Heartbleed-Style-Code-Errors.html
http://packetstormsecurity.com/news/view/23981/Netcraft-Adds-Heartbleed-Sniffing-To-Site-Scanning-Browser-Tool.html
http://packetstormsecurity.com/news/view/24013/Netflix-To-Franken-Comcast-Takeover-Harms-Consumers.html
http://thehackernews.com/2014/04/new-zero-day-vulnerability-cve-2014.html
http://packetstormsecurity.com/news/view/24003/Number-Of-Hacker-Attacks-On-Websites-Have-Risen-Sharply.html
http://packetstormsecurity.com/news/view/23992/OpenBSD-Forks-Prunes-Fixes-OpenSSL.html
http://packetstormsecurity.com/news/view/23977/Oracle-Addresses-104-More-Security-Issues.html
http://thehackernews.com/2014/04/oracle-subdomain-defaced-using.html
http://packetstormsecurity.com/news/view/23970/Oracle-Working-On-At-Least-13-Heartbleed-Fixes.html
http://packetstormsecurity.com/news/view/23964/Personal-Data-Theft-Jumps-From-11-To-18-In-6-Months.html
http://packetstormsecurity.com/news/view/23987/Reddit-Gets-Caught-Censoring.html
http://packetstormsecurity.com/news/view/23997/Router-Backdoors-Closed-Can-Be-Reopened.html
http://thehackernews.com/2014/04/router-manufacturers-secretly-added-tcp.html
http://thehackernews.com/2014/04/pavel-durov-ceo-of-russian-facebook.html
http://thehackernews.com/2014/04/several-tor-exit-nodes-vulnerable-to.html
http://packetstormsecurity.com/news/view/24015/Tech-Giants-Spend-Millions-To-Stop-Another-Heartbleed.html
http://packetstormsecurity.com/news/view/24020/Using-Facebook-Notes-To-DDoS-Any-Website.html
http://thehackernews.com/2014/04/vibers-poor-data-security-practices.html
http://thehackernews.com/2014/04/vulnerability-allows-anyone-to-ddos.html
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Warhol Works Recovered From Old Amiga Disks

Websites Fixing Heartbleed Bug, VPNs Still Vulnerable

Windows XP Security Update With Bug Error Causes Havoc

ZeusS Botnet Updating Infected Systems with Rootkit -Equipped Trojan

Papers

[EZINE] (FuckTheSystem) FTS Zine 5

Linux x86 Reverse Engneering

Wifi Packet Capturing / Session Hijacking Using Wireshark

Call for Papers
Hack Miami 2014 Call For Papers
ROOTCON 8 Call For Papers


http://packetstormsecurity.com/news/view/24011/Warhol-Works-Recovered-From-Old-Amiga-Disks.html
http://packetstormsecurity.com/news/view/23985/Websites-Fixing-Heartbleed-Bug-VPNs-Still-Vulnerable.html
http://packetstormsecurity.com/news/view/23979/Windows-XP-Security-Update-With-Bug-Error-Causes-Havoc.html
http://thehackernews.com/2014/04/zeus-banking-trojan-botnet-rootkit-malware.html
http://www.exploit-db.com/papers/32984
http://packetstormsecurity.com/files/126225/Linux-x86-Reverse-Engineering.html
http://packetstormsecurity.com/files/126315/Wifi-Packet-Capturing-Session-Hijacking-Using-Wireshark.html
http://packetstormsecurity.com/files/126169/Hack-Miami-2014-Call-For-Papers.html
http://packetstormsecurity.com/files/126222/ROOTCON-8-Call-For-Papers.html
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This section of the CIR is dedicated to inform the public
exploits, tools, and whitepapers that may directly affect
the security posture of an organization. The term
OProof of Concept (PoC) o6 |
exploit. Many of these PoCs will eventually find
themselves in malicious logic such as viruses, Trojans,
and root kits.

EXPLOITS & TOOLS

Exploits
Acunetix 8 build 20120704 - Remote Stack Based Overflow
Adobe Flash Player Regular Expression Heap Overflow
Adobe Reader for Android 11.1.3 - Arbitrary JavaScript Execution
Apple Mac OS X Lion Kernel <= xnu -1699.32.7 except xntl699.24.8 NFS Mount- Privilege Escalation Exploit
AudioCoder 0.8.29 - Memory Corruption (SEH)
BlazeDVD Pro Player 6.1- Stack Based Buffer Overflow Jump ESP
Heartbleed OpenSSL- Information Leak Exploit (2) - DTLS Support
ibstat $PATH Privilege Escalation
JRuby Sandbox 0.2.2 Sandbox Escape
Kolibri 2.0 GET Request- Stack Buffer Overflow
MP3Info 0.8.5a- SEH Buffer Overflow Exploit
MS14-012 Internet Explorer CMarkup Use -After -Free
MS14-012 Microsoft Internet Explorer CMarkup Use -After -Free
MS14-017 Microsoft Word RTF Object Confusion
NRPE <= 2.15- Remote Command Execution
Quantum vmPRO 3.1.2 - Privilege Escalation
SAP Router - Timing Attack Password Disclosu re
Sercomm TCP/32674 Backdoor Reactivation
Unitrends Enterprise Backup 7.3.0- Unauthenticated Root RCE
WInRAR Filename Spoofing
Mac OS X NFS Mount Privilege Escalation
Wireshark 1.8.12/1.10.5 wiretap/mpeg.c Stack Buffer Overflow

Website
AlienVault 4.3.1 - Unauthenticated SQL Injection
ApPHP MicroBlog 1.0.1 - Multiple Vulnerability (LFI/RCE)
Bonefire 0.7.1- Reinstall Admin Account Exploit
CMSimple 4.4, 4.4.2- Remote File Inclusion
Depot WiFi 1.0.0 iOS- Multiple Vulnerabilities
dompdf 0.6.0 (dompdf.php, read param) - Arbitrary File Read
eScan Web Management Console Command Injection
kitForm CRM E xtension 0.43 (sorter.php, sorter_value param)- SQL Injection
NETGEAR N600 WIRELESS DUAL BAND WNDR3400 - Multiple Vulnerabilities


http://www.exploit-db.com/exploits/32997
http://www.exploit-db.com/exploits/32959
http://www.exploit-db.com/exploits/32884
http://www.exploit-db.com/exploits/32813
http://www.exploit-db.com/exploits/32585
http://www.exploit-db.com/exploits/32737
http://www.exploit-db.com/exploits/32998
http://www.exploit-db.com/exploits/32700
http://www.exploit-db.com/exploits/33028
http://www.exploit-db.com/exploits/33027
http://www.exploit-db.com/exploits/32358
http://www.exploit-db.com/exploits/32851
http://www.exploit-db.com/exploits/32904
http://www.exploit-db.com/exploits/32793
http://www.exploit-db.com/exploits/32925
http://www.exploit-db.com/exploits/32370
http://www.exploit-db.com/exploits/32919
http://www.exploit-db.com/exploits/32938
http://www.exploit-db.com/exploits/32885
http://www.exploit-db.com/exploits/32752
http://packetstormsecurity.com/files/126336/Mac-OS-X-NFS-Mount-Privilege-Escalation.html
http://packetstormsecurity.com/files/126337/Wireshark-1.8.12-1.10.5-wiretap-mpeg.c-Stack-Buffer-Overflow.html
http://www.exploit-db.com/exploits/33006
http://www.exploit-db.com/exploits/33030
http://www.exploit-db.com/exploits/32999
http://www.exploit-db.com/exploits/32930
http://www.exploit-db.com/exploits/33026
http://www.exploit-db.com/exploits/33004
http://www.exploit-db.com/exploits/32869
http://www.exploit-db.com/exploits/32983
http://www.exploit-db.com/exploits/32883
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No-CMS 0.6.6 rev 1 Admin Account Hijacking / RCE Exploit via Static Encryption Key
PDF Album v1.7 iOS - File Include Web Vulnerability

PTCeffect 4.6- LFI & SQL Injection Vulnerabilities

Sagem Fast 3304/2 - Authentication Bypass

Sixnet Sixview 2.4.1- Web Console Directory Traversal

Teracom Modem T2-B-Gawv1.4U10Y-BI - CSRF Vulnerability

WD Arkeia Virtual Appliance 10.2.9 - Local File Inclusion

Wordpress Quick Page/Post Redirect Plugin 5.0.3 - Multiple Vulnerabilities
WordPress Theme LineNity 1.20 - Local File Inclusion

Wordpress Twitget Plugin 3.3.1 - Multiple Vulnerabilities

Wordpress Work -The-Flow Plugin 1.2.1 - Arbitrary File Upload

Xerox DocuShare- SQL Injection

Depot WiFi 1.0.0 Code Execution / Local File Inclusion

VideoWhisper 7 Cross Site Scripting

Tools

AlEngine 0.6

Fwknop Port Knocking Utility 2.6.1

Lynis Auditing Tool 1.5.1

Nmap Port Scanner 6.45

OpenStego Free Steganography Solution 0.6.1


http://www.exploit-db.com/exploits/32976
http://www.exploit-db.com/exploits/32866
http://www.exploit-db.com/exploits/32941
http://www.exploit-db.com/exploits/32859
http://www.exploit-db.com/exploits/32973
http://www.exploit-db.com/exploits/32943
http://www.exploit-db.com/exploits/33005
http://www.exploit-db.com/exploits/32867
http://www.exploit-db.com/exploits/32861
http://www.exploit-db.com/exploits/32868
http://www.exploit-db.com/exploits/33003
http://www.exploit-db.com/exploits/32886
http://packetstormsecurity.com/files/126331/Depot-WiFi-1.0.0-Code-Execution-Local-File-Inclusion.html
http://packetstormsecurity.com/files/126334/VideoWhisper-7-Cross-Site-Scripting.html
http://packetstormsecurity.com/files/126212/AIEngine-0.6.html
http://packetstormsecurity.com/files/126151/Fwknop-Port-Knocking-Utility-2.6.1.html
http://packetstormsecurity.com/files/126319/Lynis-Auditing-Tool-1.5.1.html
http://packetstormsecurity.com/files/126192/Nmap-Port-Scanner-6.45.html
http://packetstormsecurity.com/files/126253/OpenStego-Free-Steganography-Solution-0.6.1.html

\srael: d from ¥
Message t© rop of bloo
d every d ‘.; painfulto com

A an

or your crimes
d the patient, s3Y v
nd that victo!

he answer

the price f
C” you will pay stine an

is near
ne people of PaIEstnE g, a i

This section of the CIR is dedicated to inform the
public of website defacements that have targeted
either larger organizations or government ag encies.
The perpetrators of these attacks are all over the
world and have different reasons for hacking that
range from curiosity to hacktavism to state
sponsored espionage/cybemwarfare activity.

#  WEBSITE DEFACEMENTS : (404

Notifier L " Domain oS View

1337 I 0 +# www.nira.org.ng Linux mirror
@Df Brazil Hack Team EE] +# www.prefeitura.tenorio.pb.gov.... Linux mirror
@Df Brazil Hack Team EE % www.lajinha.mg.gov.br//editor/... Linux mirror
@Df Brazil Hack Team EE] + revistaeletronica.ssp.ba.gov.b.. Linux mirror
@Df Brazil Hack Team El + www.jjwscwh.gov.cn Win 2003 mirror
@Df Brazil Hack Team EE + cururupu.ma.gov.br/editor/images/ Linux mirror
@Df Brazil Hack Team EE + www.barradomendes.ba.gov.br/ed... Linux mirror
404 (Death) == < dppkad.karanganyarkab.go.id/ga... Linux mirror
ADNIN_YK == < bpmp2t.pad ang.go.id/x.txt Linux mirror
4ADNIN_YK [ 0 ¥ www.mairie -de-collegien.fr/x.txt Linux mirror
4Ri3 60ndrOn9 EE % municubulco.gob.gt/xxx.htm Linux mirror
4Ri3 60ndron9 EE + munichiantla.gob.gt/xxx.htm Linux mirror
4Ri3 60ndrOn9 = ¥ can.gob.clixxx.htm Linux mirror
Admin07 == < www.pt -jakarta.go.id/root.html Linux mirror
AL.MaX HaCKEr — 7 www.mfpt.gouv.ne Linux mirror
Ali_ D3COD3R ¥r yd.fyjt.gov.cn/ali.html Win 2003  mirror
Ali_ D3COD3R #r ygc.fyjt.gov.cn/ ali.html Win 2003  mirror
Ali_D3COD3R ¥r yq.fyjt.gov.cn/ali.html Win 2003  mirror
AlsancakTim EE +r www.muniprogreso.gob.pe Linux mirror
Annihilator EEl +# esud2014.nute.ufsc.br Linux mirror
Annihilator E # nute.ufsc.br Linux mirror
Annihilator =l +r cidades.nute.ufsc.br Linux mirror
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Iranian_Dark_Coders_Team
Iranian_Dark_Coders_Team
JINX

JINX

JINX

JNX

JINX

JINX

JINX

JINX

JINX

JINX

JINX

JINX

JINX

JINX

JINX

JINX

JINX

JINX

JINX

JINX

JINX

JINX

JINX

JINX

JINX

JINX

JINX

JINX

j.a.cl2

Kedaong Cyber Team
Kedaong Cyber Team
Kedaong Cyber Team
KSSM

lafanga

LINUX STUNTER
Lopht Crews

Malware Dot ID
Malware Dot ID
Malware Dot ID
Malware Dot ID
Malware Dot ID
Maniak k4sur

Maniak k4sur
mdn_newbie
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¥r thungluang -rb.go.th/images/int...
7r sukhothai.energy.go.th/Intrude...

W www.lukdan.go.th/errors/404/Bl...
7r www.sakon -pao.go.th/Dark.Coder...
¥r www.mecnt.gou v.cd

7 www.ambardc -londres.gouv.cd

¥r saintlouis-madrid.cef.fr

¥r paroissesvp-clichy.cef.fr

Tr www.paroisse -stbenoit-varades-...
r www.abbaye -aiguebelle.cef.fr

¥r svcatalan-nogaro-catho32.cef.fr

¥r saintremilesmonts.cef.fr

¥r st-paul-val-allier-cl.cef.fr

r www.paroissestecatherinedupeti...
T www.musiquesacree-nantes.cef.fr
¥r quimper -steir-odet.cef.fr

7r ecolejeannedarelyon.cef.fr

7 www.saintjeandelacommanderie.c...
¥ saintecroixenchateaubriant-nan...
¥r retraites-avec-jerusalem.cef.fr

Tr www.paroisse -steclotilde-stege...
7r catholique-cherbourg.cef.fr

T www.ndesperance -paroisse38.cef.fr
T www.paroisse -stsebastiensurloi...
+r www.cofaec.cef.fr

¥ www.p aroisse-nd-lespieux.cef.fr
¥r www.moinesdiocesains -aix.cef.fr
T www.nd -nazareth-paris.cef.fr

Jr www.paroisse -joinville94.cef.fr

7 www.catholiques -en-laye-78.cef.f
¥r avanceaularge.cef.fr

¥r www.aumoneriel3 -paris.cef.fr

¥r ugelascope.gob.pe/x.php

7r dishub.malangkab.go.id/downloads/
¥r disnaker.malangkab.go.id/downl...
¥r dispendik.malangkab.go.id/down...
T www.fidthbj.gov.cn

T www.bcp.gov.infindex .htm

T www.mdamirpur.gok.pk/index%20....

¥r ome.mnre.go.th/ome/images/nu.txt
7r kppt.pamekasankab.go.id/images...

1r smkkehutananmanokwari.dephut.g...

¥r bpthhbk.litbang.dephut. go.id/w...
¥r agribisnis.pertanian.go.id/efo...
7r pphp.pertanian.go.id/eform/hac...
r www.dmptraffic.gov.bd

¥r keuangan.kutaitimurkab.go.id

¥r pasp.inas.gov.mz/index.html
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Linux
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Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
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Linux
Linux
Linux
Linux
Linux
Linux
Win 2003
Win 2008
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
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mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
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mirror
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mirror
mirror
mirror
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mirror
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http://www.zone-h.org/archive/special=1/notifier=Intruder
http://www.zone-h.org/mirror/id/22238585
http://www.zone-h.org/archive/special=1/notifier=Intruder
http://www.zone-h.org/mirror/id/22101197
http://www.zone-h.org/archive/special=1/notifier=Iranian_Dark_Coders_Team
http://www.zone-h.org/mirror/id/22217938
http://www.zone-h.org/archive/special=1/notifier=Iranian_Dark_Coders_Team
http://www.zone-h.org/mirror/id/22217825
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22255029
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22255017
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22241086
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22241074
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22240964
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22240476
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22241120
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22240636
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22241109
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22241094
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22241085
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22241079
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22241061
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22241024
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22241008
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22240987
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22240957
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22240931
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22240894
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22240879
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22240797
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22240786
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22240712
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22240694
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22240691
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22240665
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22240602
http://www.zone-h.org/archive/special=1/notifier=J%2521NX
http://www.zone-h.org/mirror/id/22240592
http://www.zone-h.org/archive/special=1/notifier=j.a.c12
http://www.zone-h.org/mirror/id/22187516
http://www.zone-h.org/archive/special=1/notifier=Kedaong%20Cyber%20Team
http://www.zone-h.org/mirror/id/22248450
http://www.zone-h.org/archive/special=1/notifier=Kedaong%20Cyber%20Team
http://www.zone-h.org/mirror/id/22248448
http://www.zone-h.org/archive/special=1/notifier=Kedaong%20Cyber%20Team
http://www.zone-h.org/mirror/id/22248447
http://www.zone-h.org/archive/special=1/notifier=KSSM
http://www.zone-h.org/mirror/id/22256495
http://www.zone-h.org/archive/special=1/notifier=lafanga
http://www.zone-h.org/mirror/id/22222144
http://www.zone-h.org/archive/special=1/notifier=LINUX%20STUNTER
http://www.zone-h.org/mirror/id/21290495
http://www.zone-h.org/archive/special=1/notifier=Lopht%20Crews
http://www.zone-h.org/mirror/id/21950088
http://www.zone-h.org/archive/special=1/notifier=Malware%20Dot%20ID
http://www.zone-h.org/mirror/id/21728742
http://www.zone-h.org/archive/special=1/notifier=Malware%20Dot%20ID
http://www.zone-h.org/mirror/id/22204300
http://www.zone-h.org/archive/special=1/notifier=Malware%20Dot%20ID
http://www.zone-h.org/mirror/id/22204299
http://www.zone-h.org/archive/special=1/notifier=Malware%20Dot%20ID
http://www.zone-h.org/mirror/id/22204073
http://www.zone-h.org/archive/special=1/notifier=Malware%20Dot%20ID
http://www.zone-h.org/mirror/id/22204072
http://www.zone-h.org/archive/special=1/notifier=Maniak%20k4sur
http://www.zone-h.org/mirror/id/22258890
http://www.zone-h.org/archive/special=1/notifier=Maniak%20k4sur
http://www.zone-h.org/mirror/id/22216863
http://www.zone-h.org/archive/special=1/notifier=mdn_newbie
http://www.zone-h.org/mirror/id/20627512

Moroccan Hassan
Moroccan Hassan
Moroccan Hassan

Moroccan Hassan

Moroccan Hassan
Moroccan Hassan
Moroccan Hassan
Moroccan Hassan
mr com
Mr.Kucluk -07
MRW8 HACKER
MRW8 HACKER
MRW8 HACKER
mustireiS

Nabilah Dot ID
Nabilaholic404
Nabilaholic404
NeT.Defacer
NeT-DeViL
NeT-DeViL
NeT-DeViL
NeT-DeViL

nighto mearo
nighto mearo
nighto mearo
nighto mearo
Nofawkx Al
Nofawkx Al
Nofawkx Al
rKkaDeh 7rB
rKkaDeh 7rB
rKkaDeh 7rB
rKkaDeh 7rB
RoOOFIX-FOX
RoOFIX-FOX
rooterror

rooterror

rooterror
sahrawihacker
sahrawihacker
Security Fail
Security Fail
SecurityBus
SlayersHackTeam
SlayersHackTeam
SlayersHackTeam
SlayersHackTeam
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Tr www.comune.novi.mo.it//images/...
7r cajica.gov.co/juventudes//imag...

T www.bomberosdosquebradas.gov.c...

% www.mca -
m.gov.mw//images/jdown...

T www.jpvpp.gov.my/mppsb//images...

¥r okukab.go.id//images/jdownload...
r www.champoton.gob.mx/mkd.txt
¥r difchampoton.gob.mx/mkd.txt

¥ members.bengkayang.go.id

¥r telukbintunikab.go.id/lol.html

7 www.dadojhapa.gov.np/app/webro...

r www.dphosaptari.gov.np/app/web...
¥ www.dIsonawalparasi.gov.np/app...
¥r auditoriafiscal.gov.co

T www.quintoenniolecce.gov.it/in...
7r bkd.balikpapan.go.id/asu.html

¥r pkk.balikpapan.go.id/asu.html

7r www.semdosquebrada s.gov.co/con...

T www.westminster -ca.gov/x.txt

¥ m.hyundai.com.au/images/

T www.hyundai.com.au/images/

r www.mairie -dieulefit.f r/x.txt

wr www.ville -feignies.fr//IMGfil...

T www.campoverde.mt.gov.br/publ...
¥ www.ddc.moph.go.th/data/night...

¥r qcpd.pnp.gov.ph/components/com...

7r www.leopoldsdorf -marchfelde.gv...
T www.comune.malgesso.va.it/404....
¥r comune.salmour.cn.it/404.html

7r www.mgest.ufop.br/images/joomg...
r www.proex.ufop.br/ joomla/logs/...
#r conselhos.piracicaba.sp.gov.br

T www.sema.piracicaba.sp.gov.br/...
7r www.mocta.gov.zm

3r tcdzc.gov.zm

T www.asambleadecaldas.gov.cofin...
T www.intrasog.gov.co/index.phpl...
¥r www.poncitlan.gob.mx/images/ro...
7r khampom.go.th/index.php

Wr prasadet.go.th/xmirpc.php

¥ ilm.univ -lyonl.fr//images/fope...

¥r www.mogalecity.gov.za/tourismy/...
7r waengopec.go.th/web/images/

¥ www.senadorsa.ce.gov.br

T www.camaraitapaje.ce.gov.br

7r www.conseg.ba.gov.br/arquivos/...
7 siap.ssp.ba.gov.br/arquivos/do...
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Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
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mirror
mirror
mirror
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mirror
mirror
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mirror
mirror
mirror
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http://www.zone-h.org/archive/special=1/notifier=Moroccan%20Hassan
http://www.zone-h.org/mirror/id/22237189
http://www.zone-h.org/archive/special=1/notifier=Moroccan%20Hassan
http://www.zone-h.org/mirror/id/22223731
http://www.zone-h.org/archive/special=1/notifier=Moroccan%20Hassan
http://www.zone-h.org/mirror/id/22223722
http://www.zone-h.org/archive/special=1/notifier=Moroccan%20Hassan
http://www.zone-h.org/mirror/id/22223664
http://www.zone-h.org/archive/special=1/notifier=Moroccan%20Hassan
http://www.zone-h.org/mirror/id/22221072
http://www.zone-h.org/archive/special=1/notifier=Moroccan%20Hassan
http://www.zone-h.org/mirror/id/22220983
http://www.zone-h.org/archive/special=1/notifier=Moroccan%20Hassan
http://www.zone-h.org/mirror/id/22210832
http://www.zone-h.org/archive/special=1/notifier=Moroccan%20Hassan
http://www.zone-h.org/mirror/id/22210829
http://www.zone-h.org/archive/special=1/notifier=mr%20com
http://www.zone-h.org/mirror/id/22168198
http://www.zone-h.org/archive/special=1/notifier=Mr.Kucluk-07
http://www.zone-h.org/mirror/id/21434132
http://www.zone-h.org/archive/special=1/notifier=MRW8%20HACKER
http://www.zone-h.org/mirror/id/22007778
http://www.zone-h.org/archive/special=1/notifier=MRW8%20HACKER
http://www.zone-h.org/mirror/id/22007816
http://www.zone-h.org/archive/special=1/notifier=MRW8%20HACKER
http://www.zone-h.org/mirror/id/22007804
http://www.zone-h.org/archive/special=1/notifier=mustireiS
http://www.zone-h.org/mirror/id/22250660
http://www.zone-h.org/archive/special=1/notifier=Nabilah%20Dot%20ID
http://www.zone-h.org/mirror/id/22219370
http://www.zone-h.org/archive/special=1/notifier=Nabilaholic404
http://www.zone-h.org/mirror/id/22242137
http://www.zone-h.org/archive/special=1/notifier=Nabilaholic404
http://www.zone-h.org/mirror/id/22242135
http://www.zone-h.org/archive/special=1/notifier=NeT.Defacer
http://www.zone-h.org/mirror/id/22255413
http://www.zone-h.org/archive/special=1/notifier=NeT-DeViL
http://www.zone-h.org/mirror/id/22258086
http://www.zone-h.org/archive/special=1/notifier=NeT-DeViL
http://www.zone-h.org/mirror/id/20634879
http://www.zone-h.org/archive/special=1/notifier=NeT-DeViL
http://www.zone-h.org/mirror/id/20634877
http://www.zone-h.org/archive/special=1/notifier=NeT-DeViL
http://www.zone-h.org/mirror/id/20634588
http://www.zone-h.org/archive/special=1/notifier=nighto%20mearo
http://www.zone-h.org/mirror/id/22254277
http://www.zone-h.org/archive/special=1/notifier=nighto%20mearo
http://www.zone-h.org/mirror/id/20643393
http://www.zone-h.org/archive/special=1/notifier=nighto%20mearo
http://www.zone-h.org/mirror/id/20624612
http://www.zone-h.org/archive/special=1/notifier=nighto%20mearo
http://www.zone-h.org/mirror/id/22195910
http://www.zone-h.org/archive/special=1/notifier=Nofawkx%20Al
http://www.zone-h.org/mirror/id/22237069
http://www.zone-h.org/archive/special=1/notifier=Nofawkx%20Al
http://www.zone-h.org/mirror/id/22236849
http://www.zone-h.org/archive/special=1/notifier=Nofawkx%20Al
http://www.zone-h.org/mirror/id/22064672
http://www.zone-h.org/archive/special=1/notifier=rKaDeh%207rB
http://www.zone-h.org/mirror/id/21756984
http://www.zone-h.org/archive/special=1/notifier=rKaDeh%207rB
http://www.zone-h.org/mirror/id/21756776
http://www.zone-h.org/archive/special=1/notifier=rKaDeh%207rB
http://www.zone-h.org/mirror/id/22233958
http://www.zone-h.org/archive/special=1/notifier=rKaDeh%207rB
http://www.zone-h.org/mirror/id/22234322
http://www.zone-h.org/archive/special=1/notifier=RoOFIX-FOX
http://www.zone-h.org/mirror/id/22256128
http://www.zone-h.org/archive/special=1/notifier=RoOFIX-FOX
http://www.zone-h.org/mirror/id/22255953
http://www.zone-h.org/archive/special=1/notifier=rooterror
http://www.zone-h.org/mirror/id/22235263
http://www.zone-h.org/archive/special=1/notifier=rooterror
http://www.zone-h.org/mirror/id/22235262
http://www.zone-h.org/archive/special=1/notifier=rooterror
http://www.zone-h.org/mirror/id/22211777
http://www.zone-h.org/archive/special=1/notifier=sahrawihacker
http://www.zone-h.org/mirror/id/20907666
http://www.zone-h.org/archive/special=1/notifier=sahrawihacker
http://www.zone-h.org/mirror/id/20667271
http://www.zone-h.org/archive/special=1/notifier=Security%20Fail
http://www.zone-h.org/mirror/id/21868198
http://www.zone-h.org/archive/special=1/notifier=Security%20Fail
http://www.zone-h.org/mirror/id/21864007
http://www.zone-h.org/archive/special=1/notifier=SecurityBus
http://www.zone-h.org/mirror/id/22013172
http://www.zone-h.org/archive/special=1/notifier=SlayersHackTeam
http://www.zone-h.org/mirror/id/21922400
http://www.zone-h.org/archive/special=1/notifier=SlayersHackTeam
http://www.zone-h.org/mirror/id/21922401
http://www.zone-h.org/archive/special=1/notifier=SlayersHackTeam
http://www.zone-h.org/mirror/id/22235395
http://www.zone-h.org/archive/special=1/notifier=SlayersHackTeam
http://www.zone-h.org/mirror/id/22235382

SlayersHackTeam
SlayersHackTeam

Spydy

SRS

SRS

SRS

SRS

SRS

SRS
SultanHaikal
SultanHaikal
SultanHaikal
SultanHaikal
SultanHaikal
sy.t

TeaM MosTa
TeaM MosTa
TeaM MosTa
TeaM MosTa
TeaM MosTa
TeaM MosTa
TeaM MosTa
TeaM MosTa
TeaM MosTa
TeaM MosTa
TeaM MosTa
TeaM MosTa
TeaM MosTa
TeaM MosTa
TeaM MosTa
TeaM MosTa
TeaM MosTa
TeaM MosTa
TeaM MosTa
The Horse
The Horse
The Horse
The Horse
The Horse
The Horse
The Horse
The Horse
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The Horse
The Horse
The Horse
The Horse
TheArrow
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Tr www.minmujer.gob. ve/banmuijeri...

7 www.defensoria.ba.gov.br/porta...
7r ssh.gos.pk/spydy.html

¥r gosstroy.gov.kg

7r www.gsbep.gov.kg

7r gt.kyoceramita.com.hk

¥r gt.kyocerads.hk

¥r kyocerads.hk

#r www.kia.com.hk

7 www.edrc.cmu.edu/admin/adminpe...

+r www.ndim.edrc.cmu.edu/admin/ad...

¥r kpud -bekasikota.go.id/modules/...
¥r tanjabtimkab.go.id/investasi/L...
¥ www.mohe.gov.jm/h4xOr.txt

¥r ukraids.gov.ua

7r www.nikomprasat.go.th/ck.txt

Tr www.uttaraditcity.go.th/newsce...
7 www.bansai -sao.go.th/newscenter/
¥r sakad.go.th/newscenter/

¥r phearam.go.th/picture/

¥r samrongthap-mu.go.th/system/
7 www.thachangmu.go.th/contactat...
7r jeekdaek.go.th/ck.txt

¥r ngewngam-utt.go.th/Xinha/

¥r www.chuaplong.go.th/Xinha/

T www.pingluang.go.th/ck.txt

T www.tangjai.go.th/newcenter/

7r www.srisaketlocal.go.th/newsce...
¥r bacgiangcity.gov.vn/x.txt

T www.sxguotuju.gov.cn/x.txt

T www.ymgtzy.gov.cn/x.txt

Tr www.smxgtzy.gov.cn/x.txt

Jr www.nt.chiangmaiarea5.go.th/ro...
7r aacs.chiangmaiarea5.go.thfincl...

T www.istitutocomp rensivoromeo.g...

7r www.liceovirgiliopozzuoli.gov.it
7 www.73michelangeloilioneo.gov.it
r www.icsberlinguer.gov.it

T www.ipsseoadegennaro.gov.it

7r www.liceobrunelleschi.gov.it

7r www.liceomajoranarho.gov.it

r www.liceoscientificopascal.gov.it
T www.itirighi.gov.it

Tr www.isisserra.gov.it

7r www.iccapacciocapoluogo.gov.it
7r ipsiasantarella.gov.it

¥ www.iccasanovacostantinopoli.g...
¥r iwis.warincity.go.th
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¥r old.warincity.go.th/index.php
7r warincity.go.th

7r bappeko.mojokertokota.go.id /th...

¥r dinkes.mojokertokota.go.id/the...

7r dispenduk.mojokertokota.go.id/...

7r dprd.mojokertokota.go.id/thebl...

7r smscenter.dprdbekasikota.go.id...

¥r legislacao.ipiranga.pr.gov.bri...

Tr www.srvm.gov.za

T www.nquthu.gov.za

T www.treasury.go.ke/ly.txt

¥r grandsorganismes.gouv.gc.ca

¥r dprd.gresikkab.go.id/tinymcpuk/

7r eeln.gov.lb/beta/cache%20/utep...

¥r english.izhanam.gov.vn

¥r dgao.oportunidades.gob.mx/inde...

7r blog.opendata.go.ke

7r club.copyright.gov.ng

¥r esehnsps.gov.co

¥r dgi.gouv.cd/w.txt

¥r wpc.gov.lkfimages/

r pariwisata.endekab.go.id/wi.txt
T www.mmpzhsw.gov.cn

¥r xzhrss.gov.cn

7r www.dbecz.gov.cn/WinSec.htm
T www.zzsepb.gov.cn/WinSec.htm
Tr taynambo.gov.vn/WinSec.htm
T www.toroslarmuftulugu.gov.tr
Tr www.riopomba.mg.gov.br

7 www.altoriodoce.mg.gov.br/site...
¥r dikpora.lomboktengahkab.go.id/...

¥r phunghiep.haugiang.gov.vn
¥r licitaciones.puebla.gob.mx/pho...

7r licitaciones.pue.gob.mx/phocad...
¥r dif.pue.gob.mx/programas_files...
¥r dif.puebla.gob.mx/programas_fi...
T www.comunicacionsocial.pue.gob...
T www.comunicacionsocial.puebla....
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3
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6
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http://www.zone-h.org/archive/special=1/notifier=Dr.SHA6H
http://www.zone-h.org/archive/special=1/notifier=D.O.M
http://www.zone-h.org/archive/special=1/notifier=kaMtiEz
http://www.zone-h.org/archive/special=1/notifier=Triad
http://www.zone-h.org/archive/special=1/notifier=NeT-DeViL
http://www.zone-h.org/archive/special=1/notifier=%255B%2523elite%2520top%2520team%255D
http://www.zone-h.org/archive/special=1/notifier=k4L0ng666
http://www.zone-h.org/archive/special=1/notifier=sinaritx
http://www.zone-h.org/archive/special=1/notifier=Turkish%20Energy%20Team
http://www.zone-h.org/archive/special=1/notifier=linuXploit_crew
http://www.zone-h.org/archive/special=1/notifier=core-project
http://www.zone-h.org/archive/special=1/notifier=Ma3sTr0-Dz
http://www.zone-h.org/archive/special=1/notifier=ISCN
http://www.zone-h.org/archive/special=1/notifier=%2521nf3rN.4lL
http://www.zone-h.org/archive/special=1/notifier=Poizonb0x
http://www.zone-h.org/archive/special=1/notifier=eMP3R0r%20TEAM
http://www.zone-h.org/archive/special=1/notifier=Vezir.04
http://www.zone-h.org/archive/special=1/notifier=PowerDream
http://www.zone-h.org/archive/special=1/notifier=KHG
http://www.zone-h.org/archive/special=1/notifier=S4t4n1c_S0uls
http://www.zone-h.org/archive/special=1/notifier=XTech%20Inc
http://www.zone-h.org/archive/special=1/notifier=Hi-Tech%20Hate
http://www.zone-h.org/archive/special=1/notifier=d3b~X
http://www.zone-h.org/archive/special=1/notifier=Islamic%20Ghosts%20Team
http://www.zone-h.org/archive/special=1/notifier=TEAM%20MOSTA
http://www.zone-h.org/archive/special=1/notifier=BeLa
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Top 10 Source IPs
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C&C servers

Reports Target First Seen

3,545,608 142,131  2/23/2 014
17,776,746 137,160 12/26/2013
2,305,378 116,993 4/9/2014
3,993,879 114,341 1/2/2013
3,979,690 114,032 10/22/2013
3,004,491 106,993 4/9/2014
2,478,519 102,786 11/8/2012
2,688,262 102,594  1/12/2014
2,764,544 102,338 1/4/2014
2,684,626 101,924  11/8/2012

37353

active in the last 14 days

Botnet connections

4,352,897

active in the last 14 days

http://www.trendmicro.com/us/security

Last Seen
4/28/2014
4/28/2014
4/28/2014
4/28/2014
4/28/2014
4/28/2014
4/28/2014
4/28/2014
4/28/2014
4/28/2014

-intelligence/current -threat-activity/global -botnet-map/

LINKS:

DC3 DISPATCH

FBI In the New

Zone-h

Xssed

Packet Storm Security
Sans Internet Storm Center
Exploit Database

Exploits Database
Hack-DB

Infragard

ISSA

Information Warfare Center
Secunia

Tor Network
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dispatch@dc3.mil
fbi@subscriptions.fbi.gov
www.zone -h.org
www.xssed.com
www.packetstormsecurity.org
isc.sans.org

www.exploit -db.com
www.exploitsdownload.com
www.hack -db.com
www.infragard.org
Www.issa.org
informationwarfarecenter.com
Www.secunia.org


https://isc.sans.edu/ipdetails.html?ip=184.105.139.067
https://isc.sans.edu/date.html?date=2014-02-23
https://isc.sans.edu/date.html?date=2014-04-28
https://isc.sans.edu/ipdetails.html?ip=218.077.079.034
https://isc.sans.edu/date.html?date=2013-12-26
https://isc.sans.edu/date.html?date=2014-04-28
https://isc.sans.edu/ipdetails.html?ip=113.017.173.013
https://isc.sans.edu/date.html?date=2014-04-09
https://isc.sans.edu/date.html?date=2014-04-28
https://isc.sans.edu/ipdetails.html?ip=198.020.070.114
https://isc.sans.edu/date.html?date=2013-01-02
https://isc.sans.edu/date.html?date=2014-04-28
https://isc.sans.edu/ipdetails.html?ip=198.020.099.130
https://isc.sans.edu/date.html?date=2013-10-22
https://isc.sans.edu/date.html?date=2014-04-28
https://isc.sans.edu/ipdetails.html?ip=113.017.173.011
https://isc.sans.edu/date.html?date=2014-04-09
https://isc.sans.edu/date.html?date=2014-04-28
https://isc.sans.edu/ipdetails.html?ip=198.020.069.074
https://isc.sans.edu/date.html?date=2012-11-08
https://isc.sans.edu/date.html?date=2014-04-28
https://isc.sans.edu/ipdetails.html?ip=071.006.165.200
https://isc.sans.edu/date.html?date=2014-01-12
https://isc.sans.edu/date.html?date=2014-04-28
https://isc.sans.edu/ipdetails.html?ip=071.006.167.142
https://isc.sans.edu/date.html?date=2014-01-04
https://isc.sans.edu/date.html?date=2014-04-28
https://isc.sans.edu/ipdetails.html?ip=198.020.069.098
https://isc.sans.edu/date.html?date=2012-11-08
https://isc.sans.edu/date.html?date=2014-04-28
http://www.trendmicro.com/us/security-intelligence/current-threat-activity/global-botnet-map/
http://www.informationwarfarecenter.com/

