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The IWC CIR is a weekly OSINT resource focusing on advansistepe ParrERNET infocon:GREEN
threats and other digital dangers.APTs fit into a cybercrime category ~§mopyz g

p://isc-sans.org

directed at both business and political targets. Attack vectors include LENTER§
system compromisesocial engineering, and even traditional espionage.

TOP INFORMATION

Anonymous had a lot of activity during Novembédl & Guy Fawkes Day, but not as much as most
would have had us believe. Project Mayhem and Tyler still offers a lot of possible @esides this,
the rest of the hacking community has been less active this last week.

A good Information Security videbttp://www.youtube.com/watch?v=F7pYHN9IC9lI

The Tor networlhas been aroud for yearsand there are many hidden servers out there withb 2 y' A 2 y €
extensions. There are many .onion sites that are benign, but there are many out there that contain
contraband materials such as child pornography, illegal weapons, assassinationssafuigs, stolen

credit cards, and fake IDs. Investigating these sites can be problematic since the addresses are only
avdlable through the Tor system. If you are researching in this realnextsemelycareful. Be aware

that there is amore offensive material on that network than the normaternet. | would document

your resarch and report the CPKP siteghe proper authorities.
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http://www.youtube.com/watch?v=F7pYHN9iC9I
https://isc.sans.edu/infocon.html
http://www.symantec.com/security_response/
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After Stuxnet: The new rules of cyberwar

Centers for Medicare & Medicaid Services Win 2012 National Cybersecurity Innovation Award
EC Wants Security Reporting For Private Sector

Every Governor in the Nation Endorsed Cyber Security Awareness Month

From Sudan to cyber, secret war with Iran hots up

GhostShell Releases 2.5 Million Russian Government Accounts

Homeland Security Chief: Bles 'Under Attack' By Hackers
Industry, Government and Security Agency Professionals meet in Ottawa at SecureTech on Cyber ar
Perimeter Security

Intelligence Official Offers New Timeline For Benghazi Attack

Lawrence Livermore National Laboratory Wins 2012 National Cybersecurity InnoAatiod

Lockheed Martin, Microsoft to Take EPA to the Cloud

ManTech Awarded $25 Million to Support Defense Commissary Agency Information

Medical identity theft growing fast and endangering lives

NASA Ames Research Center Wins 2012 National Cybersecurity iom@waard

Online voting would be easy to do, but hard to keep from mischief tech talk nick DeLorenzo
Pentagon pushed email votingrfoops despite concerns
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Scammers Banking On Your Trust Of .Gov Links

The electronic architecture of voter suppression
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U.S. National Security Agency Associate Directorate Wins 2012 National Cybersecurity Innovation A
U.S. seeks patriotic computer geeks for help in cyber crisis

Update: ePassports Available in Spring 2013

US Email Voting Scheme Dubbed 'Risky'

Legal (8)

Attorney Adds Security Company, State IT Department to Data Breach Lawsuit
CA Attorney General Calls Out App Makers On Privacy Policies

Cyber defenses must balance security, freedoms

Cyber security anpany among new defendants added to S.C. hacking lawsuit
Gary McKinnon UK Prosecution Decision Set For Late November

Greek Journo Who Published List Of Swiss Bank Account Holders Cleared
Security Experts Question EC's Cyber Attack Disclosure Plans

U.S. Senate likely to revisit cyber bill when Congress returns

Forensics (2)
Elnvestigations Develops New Propary Forensic Software
TheBasics of Cloud Forensics
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Timeline: Critical infrastructure attacks increase steadily in past decade
SIEMENS Sipass Integrated 2.6 Ethernet Bus ArbiartePDereference
ICSCERT AdvisoryfC3ILEX EOSCADA DoS / Leakage

Mobile (13)

5 Tokyo Devs Cuffed Over 'The Movie' Android App Scam

72% percent of Android apps pose a potential security risk, says study

AirWatch Unveils Comprehensive Deviged Application Managenm¢ Features For Windows Phone 8
Android 4.2 gets remote malware scanning capability

AT&T, ™Mobile Team Up To Curb Snphone Theft

Award Winning Mobile Device Security Firm Launches Global Partner Program
Beyond BlackBerry: Pentagon opens door to iPhones, Android devices

Exclusive: Inside Android 4.2's powerful new security system

Fibetink Provides Mobile Application Management Webinar

Mobiles Susceptible To Radio Hack

No Phone Left Unhacked at CSAW: THREADSR dlyr&JFirst Mobile Security Conference
Protect web browsing sessions on iOS devices

The 5 worst mobile threats of 2012

Technology (45)

7 things you didn't know about Russia's cybercrime market

Apache Server Status Pages Put Popular Websites At Risk

Apple Fixes Safari Security Flaws

As cyber threat rises, ethical hackers see opportunity

Chinese hackers target CeCala and Files of Chinese Huiyuaqguasition stolen
Computer Backup Made Easy With Windows 8

CrossVM Sidechannel attacks against cryptography keys

Facebook Flaw Bypasses Password Protections

General Dynamics Broadband Brings Virtualization to XilinxZ3®@ All Programmable SoC
Hacker Gained Access to Data Using Employee Credentials

Hackers Trade Tips On DDoS, SQL Injection

Hacking csts could be brutal, experts say

Hitting back at cyberattackers: Experts discuss pros and cons

How Georgia doxed a Russlacker (and why it matters)

How Secure Is Your Shell? At Many Enterprises, Not Very

Huawei security chief says embracing its hackitics

Hurricane Sandy: Where Are All The Online Cynical Scams?

llliterate Ethiopian kids hack Motorola Xoom

Is New Malware Jacksbhot Just Starting To Rear Its Head?

Java Named Top Attack Target By Kaspersky

Justice ministers form wonkg group to look at consequences for cyberbullying
Kim Dotcom Reveals Mega To Replace Megauploa&kéigng Site
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Lancope Launches StealthLabs Intelligence Center (SLIC) to Share Advanced Threat Research
Majority of U.S. Small Businesses Say Digital Literacy Essential Skillset for New Hires
Malware infects 13 percent of North American home networks

Minimize the hacking hazard

New Trend: Trojan Which Steals Your Pics Instead Of Your Text

OmniVision Launas Ultra/ 2 YLJ- OG + D! / I Y S NI-Fadny Samkra AgplicafioAsNJ C |
One Million Facebook Users' Names And Email Addresses: $5

Passvords are the weak link in IT security

Phishing scams at an all time high

Protect yourself from scams, hackers on social media

Q3 Malware Costs Advertiser9@®,000 Every Day

Report Details Coe@ola Cyber Attack That Never was Disclosed

Researchers Inventory Hacking Supermarkets

Russian Underground Cybercrime market offering sophisticated services

Schools push to keep network and kids safe

Security breach prompts county to examine cybecurity

Simple Works for Malware Writers

Suprema Receives FIPS 201 Certification for Fingerprint Live Scanners

TechSavvy Psychologists A Boon For Security

Threat From Hacking Attl Gets More Serious

VUPEN Claims Windows 8 Has Already Been Defeated

FBI News

CPKP (6)

Fort Lauderdale Man Convicted of Sex Trafficking of Minors

Former Middle School Employete®ds Guilty to Production and Distribution of Child Pornography
Richard Bailey Arrested and Charged with Receiving and Distributing Child Pornography

Duluth Man Indicted for Sex Trafficking a Minor

Chambers County Woman Gets 15 Years for Conspiracy Involving Bomb Making and Weapons Poss
Kansas City Man Sentenced to 24argdor Drugging 13 Children, Videotaping Molestations

Government (4)

Exporter Sentenced to Prison for Selling Sensitive Technology to China

Federal Law Enforcement Highlights Cyber Threat at Seattle Conference

Man Sentenced in Boston for Plotting Attack on Pentagon a8d Capitol

Chambers County Woman Gets 15 Years for Conspiracy Involving Bomb Making and Weapons Poss

Technology (5)

San Jose Resident Sentenced to 27 Months in Prison for Selling Counterfeit Movies
Covington Businessman Charged with Conspiracy to Commit Wirg Frau

Internet Crime Complaint Center Officials Raise Awareness of Disaster Fraud Hotline
FBI and State of Kansas Partner in Opening Heart of America RCFL Satellite in Topeka
Chubbuck Man Sentenced for Wire Fraud
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