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The IWC CIR is a weekly OSINT resource focusing on advanced persistent 
threats and other digital dangers.  APTs fit into a cybercrime category 
directed at both business and political targets.  Attack vectors include 
system compromise, social engineering, and even traditional espionage.   
 

Anonymous had a lot of activity during November 5th or Guy Fawkes Day, but not as much as most 
would have had us believe.  Project Mayhem and Tyler still offers a lot of possible chaos.  Besides this, 
the rest of the hacking community has been less active this last week. 
 
A good Information Security video: http://www.youtube.com/watch?v=F7pYHN9iC9I 
 

The Tor network has been around for years and there are many hidden servers out there with άΦƻƴƛƻƴέ 
extensions.  There are many .onion sites that are benign, but there are many out there that contain 
contraband materials such as child pornography, illegal weapons, assassination services, drugs, stolen 
credit cards, and fake IDs.  Investigating these sites can be problematic since the addresses are only 
available through the Tor system.  If you are researching in this realm, be extremely careful.  Be aware 
that there is a more offensive material on that network than the normal Internet.  I would document 
your research and report the CPKP sites to the proper authorities. 
 
 
 

Section Page # Country Govôt Defaced sites OS defaced # 

In the News 2 111 United States NA Windows 60 

Special Focus 5  Brazil 21 Linux 100 

Exploits 13 64 China 27 FreeBSD 1 

Tools  15 9 Mexico 1 Unknown 4 

Papers 15 8 Italy 11   

Advisories 16 84 Peru 5   

Websites defaced 26 165 Turkey 6   

 

  
 
 
 
 
 

 

Alerts 

Apple
NetWeaver
Apache
Apple
Avaya
Cisco
HP
Hitachi
IBM
McAfee
Oracle
SolarWinds

http://www.youtube.com/watch?v=F7pYHN9iC9I
https://isc.sans.edu/infocon.html
http://www.symantec.com/security_response/
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Government (25) 

Ψ²ŜΩǊŜ ƛƴ ŎȅōŜǊǿŀǊΩΥ ¢ǊŀŎƪƛƴƎ Řƻǿƴ ƘŀŎƪŜǊǎ easier said than done 

After Stuxnet: The new rules of cyberwar 

Centers for Medicare & Medicaid Services Win 2012 National Cybersecurity Innovation Award 

EC Wants Security Reporting For Private Sector 

Every Governor in the Nation Endorsed Cyber Security Awareness Month 

From Sudan to cyber, secret war with Iran hots up 

GhostShell Releases 2.5 Million Russian Government Accounts 

Homeland Security Chief: Banks 'Under Attack' By Hackers 

Industry, Government and Security Agency Professionals meet in Ottawa at SecureTech on Cyber and 
Perimeter Security 

Intelligence Official Offers New Timeline For Benghazi Attack 

Lawrence Livermore National Laboratory Wins 2012 National Cybersecurity Innovation Award 

Lockheed Martin, Microsoft to Take EPA to the Cloud 

ManTech Awarded $25 Million to Support Defense Commissary Agency Information 

Medical identity theft growing fast and endangering lives 

NASA Ames Research Center Wins 2012 National Cybersecurity Innovation Award 

Online voting would be easy to do, but hard to keep from mischief tech talk nick DeLorenzo 

Pentagon pushed email voting for troops despite concerns 

{Φ/Φ 5ŜǇŀǊǘƳŜƴǘ ƻŦ wŜǾŜƴǳŜ ŘƛŘƴΩǘ ǳǎŜ ǎǘŀǘŜ ŎȅōŜǊ ǎŜŎǳǊƛǘȅ ǎȅǎǘŜƳ 

Scammers Banking On Your Trust Of .Gov Links 

The electronic architecture of voter suppression 

¦Φ{Φ !ǊƳȅΩǎ ōǳƛƭŘƛƴƎ ƛǘǎ ŎȅōŜǊ ōǊƛƎŀŘŜ ŀǎ Ŧŀǎǘ ŀǎ ƛt can, according to report 

U.S. National Security Agency Associate Directorate Wins 2012 National Cybersecurity Innovation Award 

U.S. seeks patriotic computer geeks for help in cyber crisis 

Update: ePassports Available in Spring 2013 

US Email Voting Scheme Dubbed 'Risky' 

 

Legal (8) 

Attorney Adds Security Company, State IT Department to Data Breach Lawsuit 

CA Attorney General Calls Out App Makers On Privacy Policies 

Cyber defenses must balance security, freedoms 

Cyber security company among new defendants added to S.C. hacking lawsuit 

Gary McKinnon UK Prosecution Decision Set For Late November 

Greek Journo Who Published List Of Swiss Bank Account Holders Cleared 

Security Experts Question EC's Cyber Attack Disclosure Plans 

U.S. Senate likely to revisit cyber bill when Congress returns 

 

Forensics (2) 

E-Investigations Develops New Proprietary Forensic Software 

The Basics of Cloud Forensics 

  

http://service.meltwaternews.com/mnews/redirect.html?docId=2450251441&userId=2470803&agentId=5400345&type=1&s=110651&url=http%3A%2F%2Fwww.postandcourier.com%2Farticle%2F20121104%2FPC16%2F121109633%2F1165%2F-8216-we-8217-re-in-cyberwar-8217-tracking-down-hackers-easier-said-than-done
http://service.meltwaternews.com/mnews/redirect.html?docId=2452031447&userId=2470803&agentId=5400345&type=1&s=3337&url=http%3A%2F%2Fwww.computerworld.com%2Fs%2Farticle%2F9233158%2FAfter_Stuxnet_The_new_rules_of_cyberwar
http://service.meltwaternews.com/mnews/redirect.html?docId=2443511508&userId=2470803&agentId=5400345&type=1&s=165768&url=http%3A%2F%2Fwww.abc12.com%2Fstory%2F19953013%2Fcenters-for-medicare-medicaid-services-win-2012-national-cybersecurity-innovation-award
http://packetstormsecurity.org/news/view/21710/EC-Wants-Security-Reporting-For-Private-Sector.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2446427245&userId=2470803&agentId=5400345&type=1&s=84529&url=http%3A%2F%2Fpr-canada.net%2Findex.php%3Foption%3Dcom_content%26task%3Dview%26id%3D593661%26Itemid%3D55
http://service.meltwaternews.com/mnews/redirect.html?docId=2454175413&userId=2470803&agentId=5400345&type=1&s=83468&url=http%3A%2F%2Fca.news.yahoo.com%2Fsudan-cyber-secret-war-iran-hots-103517739.html
http://packetstormsecurity.org/news/view/21695/GhostShell-Releases-2.5-Million-Russian-Government-Accounts.html
http://packetstormsecurity.org/news/view/21688/Homeland-Security-Chief-Banks-Under-Attack-By-Hackers.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2445090977&userId=2470803&agentId=5400345&type=1&s=149466&url=http%3A%2F%2Fmoney.ca%2Fmoney%2F2012%2F10%2F31%2Findustry-government-and-security-agency-professionals-meet-in-ottawa-at-securetech-on-cyber-and-perimeter-security%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2445090977&userId=2470803&agentId=5400345&type=1&s=149466&url=http%3A%2F%2Fmoney.ca%2Fmoney%2F2012%2F10%2F31%2Findustry-government-and-security-agency-professionals-meet-in-ottawa-at-securetech-on-cyber-and-perimeter-security%2F
http://packetstormsecurity.org/news/view/21691/Intelligence-Official-Offers-New-Timeline-For-Benghazi-Attack.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2454115673&userId=2470803&agentId=5400345&type=1&s=105343&url=http%3A%2F%2Fwww.wfsb.com%2Fstory%2F20007039%2Flawrence-livermore-national-laboratory-wins-2012-national-cybersecurity-innovation-award
http://service.meltwaternews.com/mnews/redirect.html?docId=2444253790&userId=2470803&agentId=5400345&type=1&s=163825&url=http%3A%2F%2Fwww.mediawebsite.net%2Flvbp%2Fstory%2F%3FcatSetID%3D7007%26catID%3D290602%26nrid%3D176585161%26page%3D1
http://service.meltwaternews.com/mnews/redirect.html?docId=2444013645&userId=2470803&agentId=5400345&type=1&s=107719&url=http%3A%2F%2Fwww.mromagazine.com%2Fpress-releases%2Fstory.aspx%3Fid%3D1001807340
http://service.meltwaternews.com/mnews/redirect.html?docId=2453185681&userId=2470803&agentId=5400345&type=1&s=148762&url=http%3A%2F%2Fwww.examiner.com%2Farticle%2Fmedical-identity-theft-growing-fast-and-endangering-lives
http://service.meltwaternews.com/mnews/redirect.html?docId=2446870581&userId=2470803&agentId=5400345&type=1&s=91585&url=http%3A%2F%2Fwww.cbs8.com%2Fstory%2F19978657%2Fnasa-ames-research-center-wins-2012-national-cybersecurity-innovation-award
http://service.meltwaternews.com/mnews/redirect.html?docId=2453730413&userId=2470803&agentId=5400345&type=1&s=17385&url=http%3A%2F%2Fwww.timesleader.com%2Fstories%2FOnline-voting-would-be-easy-to-do-but-hard-to-keep-from-mischief-tech-talk-nick-DeLorenzo%2C226141
http://service.meltwaternews.com/mnews/redirect.html?docId=2451729566&userId=2470803&agentId=5400345&type=1&s=89566&url=http%3A%2F%2Fwww.heraldextra.com%2Fnews%2Fnational%2Fgovt-and-politics%2Felections%2Fpentagon-pushed-email-voting-for-troops-despite-concerns%2Farticle_83aafcab-9e28-5b00-9e7d-8eaf92168925.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2447125448&userId=2470803&agentId=5400345&type=1&s=110651&url=http%3A%2F%2Fwww.postandcourier.com%2Farticle%2F20121101%2FPC16%2F121109879%2F1005%2Fsc-department-of-revenue-didn-t-use-state-cyber-security-system
http://service.meltwaternews.com/mnews/redirect.html?docId=2442284792&userId=2470803&agentId=5400345&type=1&s=97501&url=http%3A%2F%2Fwww2.wspa.com%2Fnews%2Fconsumer-watch%2F2012%2Foct%2F30%2Fscammers-banking-your-trust-gov-links-ar-4855248%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2451421187&userId=2470803&agentId=5400345&type=1&s=174619&url=http%3A%2F%2Fwww.intrepidreport.com%2Farchives%2F7958
http://service.meltwaternews.com/mnews/redirect.html?docId=2446652648&userId=2470803&agentId=5400345&type=1&s=148756&url=http%3A%2F%2Fwww.examiner.com%2Farticle%2Fu-s-army-s-building-its-cyber-brigade-as-fast-as-it-can-according-to-report
http://service.meltwaternews.com/mnews/redirect.html?docId=2442931113&userId=2470803&agentId=5400345&type=1&s=163839&url=http%3A%2F%2Fwww.mediawebsite.net%2Ftravj%2Fstory%2F%3FcatSetID%3D9354%26catID%3D951304%26nrid%3D176493341
http://service.meltwaternews.com/mnews/redirect.html?docId=2444441888&userId=2470803&agentId=5400345&type=1&s=83468&url=http%3A%2F%2Fca.news.yahoo.com%2Fu-seeks-patriotic-computer-geeks-help-cyber-crisis-165536164.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2444505731&userId=2470803&agentId=5400345&type=1&s=142584&url=http%3A%2F%2Fwww.slaw.ca%2F2012%2F10%2F31%2Fupdate-epassports-available-in-spring-2013%2F
http://packetstormsecurity.org/news/view/21711/US-Email-Voting-Scheme-Dubbed-Risky.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2453431778&userId=2470803&agentId=5400345&type=1&s=135174&url=http%3A%2F%2Fthreatpost.com%2Fen_us%2Fblogs%2Fattorney-adds-security-company-state-it-department-data-breach-lawsuit-110512
http://packetstormsecurity.org/news/view/21680/CA-Attorney-General-Calls-Out-App-Makers-On-Privacy-Policies.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2443278385&userId=2470803&agentId=5400345&type=1&s=47792&url=http%3A%2F%2Fwww.buffalonews.com%2Fapps%2Fpbcs.dll%2Farticle%3FAID%3D%2F20121031%2FOPINION%2F121039915%2F1074
http://service.meltwaternews.com/mnews/redirect.html?docId=2453646959&userId=2470803&agentId=5400345&type=1&s=110651&url=http%3A%2F%2Fwww.postandcourier.com%2Farticle%2F20121106%2FPC16%2F121109507%2F1177%2Fcyber-security-company-among-new-defendants-added-to-sc-hacking-lawsuit
http://packetstormsecurity.org/news/view/21714/Gary-McKinnon-UK-Prosecution-Decision-Set-For-Late-November.html
http://packetstormsecurity.org/news/view/21693/Greek-Journo-Who-Published-List-Of-Swiss-Bank-Account-Holders-Cleared.html
http://packetstormsecurity.org/news/view/21713/Security-Experts-Question-ECs-Cyber-Attack-Disclosure-Plans.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2444848848&userId=2470803&agentId=5400345&type=1&s=83468&url=http%3A%2F%2Fca.news.yahoo.com%2Fu-senate-likely-revisit-cyber-bill-congress-returns-220846835--sector.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2443545242&userId=2470803&agentId=5400345&type=1&s=149466&url=http%3A%2F%2Fmoney.ca%2Fmoney%2F2012%2F10%2F31%2Fe-investigations-develops-new-proprietary-forensic-software%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2452783578&userId=2470803&agentId=5400345&type=1&s=182764&url=http%3A%2F%2Fcloudtimes.org%2F2012%2F11%2F05%2Fthe-basics-of-cloud-forensics%2F
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SCADA/ICS (3) 

Timeline: Critical infrastructure attacks increase steadily in past decade 

SIEMENS Sipass Integrated 2.6 Ethernet Bus Arbitrary Pointer Dereference 

ICS-CERT Advisory - C3-ILEX EOSCADA DoS / Leakage 

 

Mobile (13) 

5 Tokyo Devs Cuffed Over 'The Movie' Android App Scam 

72% percent of Android apps pose a potential security risk, says study 

AirWatch Unveils Comprehensive Device And Application Management Features For Windows Phone 8 

Android 4.2 gets remote malware scanning capability 

AT&T, T-Mobile Team Up To Curb Smartphone Theft 

Award Winning Mobile Device Security Firm Launches Global Partner Program 

Beyond BlackBerry: Pentagon opens door to iPhones, Android devices 

Exclusive: Inside Android 4.2's powerful new security system 

Fiberlink Provides Mobile Application Management Webinar 

Mobiles Susceptible To Radio Hack 

No Phone Left Unhacked at CSAW: THREADS, NYU-Poly's First Mobile Security Conference 

Protect web browsing sessions on iOS devices 

The 5 worst mobile threats of 2012 

 

Technology (45) 

7 things you didn't know about Russia's cybercrime market 

Apache Server Status Pages Put Popular Websites At Risk 

Apple Fixes Safari Security Flaws 

As cyber threat rises, ethical hackers see opportunity 

Chinese hackers target Coca-Cola and Files of Chinese Huiyuan acquisition stolen 

Computer Backup Made Easy With Windows 8 

Cross-VM Side-channel attacks against cryptography keys 

Facebook Flaw Bypasses Password Protections 

General Dynamics Broadband Brings Virtualization to Xilinx Zynq-7000 All Programmable SoC 

Hacker Gained Access to Data Using Employee Credentials 

Hackers Trade Tips On DDoS, SQL Injection 

Hacking costs could be brutal, experts say 

Hitting back at cyberattackers: Experts discuss pros and cons 

How Georgia doxed a Russian hacker (and why it matters) 

How Secure Is Your Shell? At Many Enterprises, Not Very 

Huawei security chief says embracing its hacker critics 

Hurricane Sandy: Where Are All The Online Cynical Scams? 

Illiterate Ethiopian kids hack Motorola Xoom 

Is New Malware Jacksbot Just Starting To Rear Its Head? 

Java Named Top Attack Target By Kaspersky 

Justice ministers form working group to look at consequences for cyberbullying 

Kim Dotcom Reveals Mega To Replace Megaupload File-Sharing Site 

http://service.meltwaternews.com/mnews/redirect.html?docId=2452011491&userId=2470803&agentId=5400345&type=1&s=3337&url=http%3A%2F%2Fwww.computerworld.com%2Fs%2Farticle%2F9233173%2FTimeline_Critical_infrastructure_attacks_increase_steadily_in_past_decade
http://www.exploit-db.com/exploits/22397
http://packetstormsecurity.org/files/117862/ICS-CERT-Advisory-C3-ILEX-EOSCADA-DoS-Leakage.html
http://packetstormsecurity.org/news/view/21686/5-Tokyo-Devs-Cuffed-Over-The-Movie-Android-App-Scam.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2451214134&userId=2470803&agentId=5400345&type=1&s=148001&url=http%3A%2F%2Fwww.talkandroid.com%2F139126-72-percent-of-android-apps-pose-a-potential-security-risk-says-study%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2447522945&userId=2470803&agentId=5400345&type=1&s=132478&url=http%3A%2F%2Fwww.fieldtechnologiesonline.com%2Fdoc.mvc%2Fairwatch-management-features-windows-phone-devices-0001
http://service.meltwaternews.com/mnews/redirect.html?docId=2451897482&userId=2470803&agentId=5400345&type=1&s=64093&url=http%3A%2F%2Fwww.intomobile.com%2F2012%2F11%2F05%2Fandroid-42-gets-remote-malware-scanning-capability%2F
http://packetstormsecurity.org/news/view/21687/AT-T-T-Mobile-Team-Up-To-Curb-Smartphone-Theft.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2444399276&userId=2470803&agentId=5400345&type=1&s=1432&url=http%3A%2F%2Fwww.sfgate.com%2Fbusiness%2Fprweb%2Farticle%2FAward-Winning-Mobile-Device-Security-Firm-3995941.php
http://service.meltwaternews.com/mnews/redirect.html?docId=2446364305&userId=2470803&agentId=5400345&type=1&s=2947&url=http%3A%2F%2Fcomputerworld.co.nz%2Fnews.nsf%2Ftelecommunications%2Fbeyond-blackberry-pentagon-opens-door-to-iphones-android-devices
http://service.meltwaternews.com/mnews/redirect.html?docId=2446558599&userId=2470803&agentId=5400345&type=1&s=79149&url=http%3A%2F%2Fblogs.computerworld.com%2Fandroid%2F21259%2Fandroid-42-security
http://service.meltwaternews.com/mnews/redirect.html?docId=2443668248&userId=2470803&agentId=5400345&type=1&s=105508&url=http%3A%2F%2Fbusiness-newsarticles.com%2Fbusiness_articles%2F2012%2F10%2Ffiberlink-provides-mobile-application-management-webinar-311734.htm
http://packetstormsecurity.org/news/view/21707/Mobiles-Susceptible-To-Radio-Hack.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2444329899&userId=2470803&agentId=5400345&type=1&s=91585&url=http%3A%2F%2Fwww.cbs8.com%2Fstory%2F19962684%2Fno-phone-left-unhacked-at-csaw-threads-nyu-polys-first-mobile-security-conference
http://service.meltwaternews.com/mnews/redirect.html?docId=2452396888&userId=2470803&agentId=5400345&type=1&s=19164&url=http%3A%2F%2Fwww.net-security.org%2Fsecworld.php%3Fid%3D13901
http://service.meltwaternews.com/mnews/redirect.html?docId=2447183990&userId=2470803&agentId=5400345&type=1&s=34810&url=http%3A%2F%2Fwww.computerworld.com.sg%2Fresource%2Fsecurity%2Fthe-5-worst-mobile-threats-of-2012%2F
http://www.zdnet.com/7-things-you-didnt-know-about-russias-cybercrime-market-7000006920/
http://packetstormsecurity.org/news/view/21690/Apache-Server-Status-Pages-Put-Popular-Websites-At-Risk.html
http://packetstormsecurity.org/news/view/21692/Apple-Fixes-Safari-Security-Flaws.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2442759946&userId=2470803&agentId=5400345&type=1&s=64528&url=http%3A%2F%2Fwww.miamiherald.com%2F2012%2F10%2F30%2F3074891%2Fas-cyber-threat-rises-ethical.html
http://thehackernews.com/2012/11/chinese-hackers-target-coca-cola-and.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2451476915&userId=2470803&agentId=5400345&type=1&s=96955&url=http%3A%2F%2Fwww.communitynewspapergroup.com%2Farticles%2F2012%2F11%2F04%2Fara%2Ftech_talk_and_innovation%2F7f91a92e-84d5-56a6-bda8-098096fbc230.txt
http://thehackernews.com/2012/11/cross-vm-side-channel-attacks-against.html
http://packetstormsecurity.org/news/view/21694/Facebook-Flaw-Bypasses-Password-Protections.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2444375360&userId=2470803&agentId=5400345&type=1&s=163760&url=http%3A%2F%2Fwww.mediawebsite.net%2Fausas%2Fstory%2F%3FcatSetID%3D7012%26catID%3D292837%26nrid%3D176597981%26page%3D1
http://service.meltwaternews.com/mnews/redirect.html?docId=2444381758&userId=2470803&agentId=5400345&type=1&s=94929&url=http%3A%2F%2Fwww.wltx.com%2Fnews%2Farticle%2F207294%2F2%2FHacker-Gained-Access-to-Data-Using-Employee-Credentials
http://packetstormsecurity.org/news/view/21700/Hackers-Trade-Tips-On-DDoS-SQL-Injection.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2443563748&userId=2470803&agentId=5400345&type=1&s=75419&url=http%3A%2F%2Fwww.greenvilleonline.com%2Farticle%2F20121031%2FNEWS%2F310310039%2FHacking-costs-could-be-brutal-experts-say%3Fnclick_check%3D1
http://service.meltwaternews.com/mnews/redirect.html?docId=2447132547&userId=2470803&agentId=5400345&type=1&s=48977&url=http%3A%2F%2Fwww.computerworld.com.my%2Fresource%2Fsecurity%2Fhitting-back-at-cyberattackers-experts-discuss-pros-and-cons%2F
http://arstechnica.com/tech-policy/2012/11/how-georgia-doxed-a-russian-hacker-and-why-it-matters/
http://packetstormsecurity.org/news/view/21702/How-Secure-Is-Your-Shell-At-Many-Enterprises-Not-Very.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2443599226&userId=2470803&agentId=5400345&type=1&s=83468&url=http%3A%2F%2Fca.news.yahoo.com%2Fhuawei-security-chief-says-embracing-hacker-critics-081811367--sector.html
http://packetstormsecurity.org/news/view/21685/Hurricane-Sandy-Where-Are-All-The-Online-Cynical-Scams.html
http://thehackernews.com/2012/11/illiterate-ethiopian-kids-hack-motorola.html
http://packetstormsecurity.org/news/view/21696/Is-New-Malware-Jacksbot-Just-Starting-To-Rear-Its-Head.html
http://packetstormsecurity.org/news/view/21698/Java-Named-Top-Attack-Target-By-Kaspersky.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2445093744&userId=2470803&agentId=5400345&type=1&s=88110&url=http%3A%2F%2Fwww.estevanmercury.ca%2Farticle%2FGB%2F20121031%2FCP02%2F310319779%2F-1%2Festmercury%2Fjustice-ministers-form-working-group-to-look-at-consequences-for%26template%3DcpArt
http://packetstormsecurity.org/news/view/21689/Kim-Dotcom-Reveals-Mega-To-Replace-Megaupload-File-Sharing-Site.html
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Lancope Launches StealthLabs Intelligence Center (SLIC) to Share Advanced Threat Research 

Majority of U.S. Small Businesses Say Digital Literacy Essential Skillset for New Hires 

Malware infects 13 percent of North American home networks 

Minimize the hacking hazard 

New Trend: Trojan Which Steals Your Pics Instead Of Your Text 

OmniVision Launches Ultra-/ƻƳǇŀŎǘ ±D! /ŀƳŜǊŀ/ǳōŜ/ƘƛǇϰ ŦƻǊ CǊƻƴǘ-Facing Camera Applications 

One Million Facebook Users' Names And Email Addresses: $5 

Passwords are the weak link in IT security 

Phishing scams at an all time high 

Protect yourself from scams, hackers on social media 

Q3 Malware Costs Advertisers $900,000 Every Day 

Report Details Coca-Cola Cyber Attack That Never was Disclosed 

Researchers Inventory Hacking Supermarkets 

Russian Underground Cybercrime market offering sophisticated services 

Schools push to keep network and kids safe 

Security breach prompts county to examine cyber-security 

Simple Works for Malware Writers 

Suprema Receives FIPS 201 Certification for Fingerprint Live Scanners 

Tech-Savvy Psychologists A Boon For Security 

Threat From Hacking Attack Gets More Serious 

VUPEN Claims Windows 8 Has Already Been Defeated 

 

FBI News 

CPKP (6) 

Fort Lauderdale Man Convicted of Sex Trafficking of Minors  

Former Middle School Employee Pleads Guilty to Production and Distribution of Child Pornography  

Richard Bailey Arrested and Charged with Receiving and Distributing Child Pornography  

Duluth Man Indicted for Sex Trafficking a Minor  

Chambers County Woman Gets 15 Years for Conspiracy Involving Bomb Making and Weapons Possession  

Kansas City Man Sentenced to 245 Years for Drugging 13 Children, Videotaping Molestations  

 Government (4) 

Exporter Sentenced to Prison for Selling Sensitive Technology to China  

Federal Law Enforcement Highlights Cyber Threat at Seattle Conference  

Man Sentenced in Boston for Plotting Attack on Pentagon and U.S. Capitol 

Chambers County Woman Gets 15 Years for Conspiracy Involving Bomb Making and Weapons Possession  

 Technology (5) 

San Jose Resident Sentenced to 27 Months in Prison for Selling Counterfeit Movies  

Covington Businessman Charged with Conspiracy to Commit Wire Fraud 

Internet Crime Complaint Center Officials Raise Awareness of Disaster Fraud Hotline 

FBI and State of Kansas Partner in Opening Heart of America RCFL Satellite in Topeka  

Chubbuck Man Sentenced for Wire Fraud  

http://service.meltwaternews.com/mnews/redirect.html?docId=2442287968&userId=2470803&agentId=5400345&type=1&s=174521&url=http%3A%2F%2Fwww.mediawebsite.net%2Fseattle%2Fstory%2F%3FcatSetID%3D7007%26catID%3D290597%26nrid%3D176406911%26page%3D1
http://service.meltwaternews.com/mnews/redirect.html?docId=2444409462&userId=2470803&agentId=5400345&type=1&s=75606&url=http%3A%2F%2Fwww.koamtv.com%2Fstory%2F19962589%2Fmajority-of-us-small-businesses-say-digital-literacy-essential-skillset-for-new-hires
http://service.meltwaternews.com/mnews/redirect.html?docId=2445011702&userId=2470803&agentId=5400345&type=1&s=155178&url=http%3A%2F%2Ftech.ca.msn.com%2Fmalware-infects-13-percent-of-north-american-home-networks
http://service.meltwaternews.com/mnews/redirect.html?docId=2447301455&userId=2470803&agentId=5400345&type=1&s=110651&url=http%3A%2F%2Fwww.postandcourier.com%2Farticle%2F20121102%2FPC1002%2F121109874%2F1021%2Fminimize-the-hacking-hazard
http://packetstormsecurity.org/news/view/21712/New-Trend-Trojan-Which-Steals-Your-Pics-Instead-Of-Your-Text.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2444273436&userId=2470803&agentId=5400345&type=1&s=163825&url=http%3A%2F%2Fwww.mediawebsite.net%2Flvbp%2Fstory%2F%3FcatSetID%3D7007%26catID%3D291422%26nrid%3D176568811%26page%3D1
http://packetstormsecurity.org/news/view/21683/One-Million-Facebook-Users-Names-And-Email-Addresses-5.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2452031701&userId=2470803&agentId=5400345&type=1&s=3337&url=http%3A%2F%2Fwww.computerworld.com%2Fs%2Farticle%2F9233167%2FPasswords_are_the_weak_link_in_IT_security
http://service.meltwaternews.com/mnews/redirect.html?docId=2447752213&userId=2470803&agentId=5400345&type=1&s=82170&url=http%3A%2F%2Fwww.9news.com%2Fnews%2Farticle%2F297361%2F188%2FPhishing-scams-at-an-all-time-high
http://service.meltwaternews.com/mnews/redirect.html?docId=2452944950&userId=2470803&agentId=5400345&type=1&s=154389&url=http%3A%2F%2Fwww.abc27.com%2Fstory%2F20007967%2Fprotect-yourself-from-scams-hackers-on-social-media
http://packetstormsecurity.org/news/view/21678/Q3-Malware-Costs-Advertisers-900-000-Every-Day.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2453499282&userId=2470803&agentId=5400345&type=1&s=135174&url=http%3A%2F%2Fthreatpost.com%2Fen_us%2Fblogs%2Freport-details-coca-cola-cyber-attack-never-was-disclosed-110512
http://packetstormsecurity.org/news/view/21679/Researchers-Inventory-Hacking-Supermarkets.html
http://thehackernews.com/2012/11/russian-underground-cybercrime-market.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2450208486&userId=2470803&agentId=5400345&type=1&s=57048&url=http%3A%2F%2Fwww.gainesvilletimes.com%2Fsection%2F6%2Farticle%2F75175%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2443000134&userId=2470803&agentId=5400345&type=1&s=91549&url=http%3A%2F%2Fwww.islandpacket.com%2F2012%2F10%2F30%2F2262141%2Fsecurity-breach-prompts-county.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2446615354&userId=2470803&agentId=5400345&type=1&s=167808&url=http%3A%2F%2Fwww.isssource.com%2Fsimple-works-for-malware-writers%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2451470158&userId=2470803&agentId=5400345&type=1&s=93883&url=http%3A%2F%2Fwww.digitaljournal.com%2Fpr%2F905613
http://packetstormsecurity.org/news/view/21706/Tech-Savvy-Psychologists-A-Boon-For-Security.html
http://packetstormsecurity.org/news/view/21699/Threat-From-Hacking-Attack-Gets-More-Serious.html
http://packetstormsecurity.org/news/view/21684/VUPEN-Claims-Windows-8-Has-Already-Been-Defeated.html
http://www.fbi.gov/miami/press-releases/2012/fort-lauderdale-man-convicted-of-sex-trafficking-of-minors?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=150096
http://www.fbi.gov/sanantonio/press-releases/2012/former-middle-school-employee-pleads-guilty-to-production-and-distribution-of-child-pornography?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=150405
http://www.fbi.gov/buffalo/press-releases/2012/richard-bailey-arrested-and-charged-with-receiving-and-distributing-child-pornography?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=150864
http://www.fbi.gov/atlanta/press-releases/2012/duluth-man-indicted-for-sex-trafficking-a-minor?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=150864
http://www.fbi.gov/houston/press-releases/2012/chambers-county-woman-gets-15-years-for-conspiracy-involving-bomb-making-and-weapons-possession?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=151404
http://www.fbi.gov/kansascity/press-releases/2012/kansas-city-man-sentenced-to-245-years-for-drugging-13-children-videotaping-molestations?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=151712
http://www.fbi.gov/sanfrancisco/press-releases/2012/exporter-sentenced-to-prison-for-selling-sensitive-technology-to-china?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=150226
http://www.fbi.gov/seattle/press-releases/2012/federal-law-enforcement-highlights-cyber-threat-at-seattle-conference?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=150405
http://www.fbi.gov/boston/press-releases/2012/man-sentenced-in-boston-for-plotting-attack-on-pentagon-and-u.s.-capitol-and-attempting-to-provide-detonation-devices-to-terrorists?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=150564
http://www.fbi.gov/houston/press-releases/2012/chambers-county-woman-gets-15-years-for-conspiracy-involving-bomb-making-and-weapons-possession?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=151404
http://www.fbi.gov/sanfrancisco/press-releases/2012/san-jose-resident-sentenced-to-27-months-in-prison-for-selling-counterfeit-movies?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=150226
http://www.fbi.gov/neworleans/press-releases/2012/covington-businessman-charged-with-conspiracy-to-commit-wire-fraud-in-aftermath-of-bp-oil-spill?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=150564
http://www.ic3.gov/media/2012/121101.aspx
http://www.fbi.gov/kansascity/press-releases/2012/fbi-and-state-of-kansas-partner-in-opening-heart-of-america-rcfl-satellite-in-topeka?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=150792
http://www.fbi.gov/saltlakecity/press-releases/2012/chubbuck-man-sentenced-for-wire-fraud?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=151334
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